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Preface
This document is a final product from the Autonomous Systems focus area, led by NATO
Headquarters Supreme Allied Commander Transformation (HQ SACT), and conducted
under the auspices of the Multinational Capability Development Campaign (MCDC)—a
collaborative programme between 19 nations, NATO and the European Union. The
Autonomous Systems project team adopted a guiding problem statement for project:
“Coalitions need to improve awareness and understanding of autonomous systems, promote
interoperability and provide guidance for the development of, use of, and defence against,
autonomous systems”.
The project conducted five studies: a definitional study led by HQ SACT focusing on the
meaning of autonomy; a legal study led by Switzerland, which examined legal issues mainly
concerning weapon systems with autonomous capability; a human factors and ethical study
co–led by the United States and HQ SACT, which explored future ethical, organisational and
psychological implications; a military operations study led by HQ SACT, describing
operational benefits and challenges, and lastly; a technology study led by the Czech
Republic, which summarised key technological developments and challenges. This report
presents detailed study findings and records from the various workshops and seminars.
This document was developed and written by the contributing nations and organisations of
MCDC. It does not necessarily reflect the views or opinions of any single nation or
organisation but is intended as a guide and an exploration of the subject.
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1.

Introduction

1.1 Aim
This report captures a record of activities and a detailed result of the studies conducted
during the Multinational Capability Development Campaign (MCDC) Autonomous Systems
(AxS)1 Focus Area.
The main purpose of the project proceedings report is to have a record of all activities,
events and work performed from start to finish of the AxS focus area project.

1.2 Background
1.2.1 Multinational Capability Development Campaign (MCDC)
The MCDC Campaign series is follow-on to the Multinational Experiment (MNE) series
initiated by United States Joint Forces Command in 2001. A number of partners across the
globe actively participate in MCDC. The campaign is an un-classified two year campaign
designed to develop and introduce new capabilities to enhance the coalition forces
operational effectiveness in joint, interagency, multinational, and coalition operations. While
it maintains the foundational blocks that made the MNE series successful, MCDC
Incorporates significant changes in scope, mission and governance that improve
responsiveness, agility and relevance.
The theme of MCDC 2013-2014 is Combined Operational Access. While the last campaign
of the MNE series was focused on ensuring assess to and freedom of action within the
Global Commons, MCDC takes the next logical step in addressing the Operational Access
challenge by focusing on the versatile, agile capabilities required to project combined forces
into an operational area with sufficient freedom of action to accomplish their mission.
1.2.2 Autonomous Systems Focus Area (AxS FA)
For the purposes of supporting MCDC, NATO Headquarters Supreme Allied Commander
Transformation (HQ SACT) proposed a study to explore the opportunities and challenges
posed by the use of autonomous systems in military operations within the framework of the
MCDC Campaign. Particular attention in this project is paid to employing those systems as
an important enabler for Combined Operational Access. The AxS Focus Area will attempt to
bring more clarity to the debate over the development and use of AxS by the military2.
Over the past decade, Unmanned Systems (UxS)3 have proved their value in military
operations. UxS have evolved rapidly in both system complexity and operational use, and
are increasingly gaining autonomous capabilities, meaning systems can act independently of
human control and respond to different stimuli based on a set of rules and protocols and
machine reasoning. Technological developments are rapid and autonomy will soon have a
critical impact on defence and security, and become central to modern warfare. Prototype
1

The “X” in AxS is intended to convey that the Focus Area covers all potential domains of systems: land, sea, air,
space, cyber, etc.
2
The Focus Area may also consider, if necessary, the use of AxS in non-military settings.
3
The “X” in UxS is intended to convey that the Focus Area covers all potential domains of systems: land, sea, air,
space, cyber, etc
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AxS are already operational. Known examples are self-driven cars4 or prototype drones, like
TARANIS and X-47B, capable of autonomous mid-flight refuelling, autonomous evasive
manoeuvres and target identification.
While these prototypes are being developed, there is a limited understanding and agreement
of what autonomy entails from a military perspective due to the lack of definitions and
guidelines for their use.
With the multiple opportunities come challenges of AxS, to begin with:
-

Insufficient awareness and understanding of AxS

-

Confusion in terminology

-

Legal, ethical, political dispute over AxS and UxS

-

Limited availability of related national studies and policies

-

Lack of AxS related standards and interoperability of COA campaigns

-

Lack of guidance for development and use of AxS

Despite the controversial issues surrounding the ethical and legal implications, the military
application of autonomous systems is inevitable and already pursued by some nations. The
military community must build a thorough awareness and understanding of what AxS brings
to the operational environment. It should develop clear and sufficient guidance and be at the
forefront of the development and application of AxS.
The problem statement adopted for the AxS Focus Area (AxS FA) is:
In order to facilitate Combined Operational Access (COA), coalitions need to improve
awareness and understanding of AxS, promote interoperability and provide guidance for the
development of, use of, and defence against, AxS.
1.2.3 Study Issues and Objectives
A comprehensive study and subsequent drafting of internationally agreed Policy Guidance
on development and use of military autonomous systems was performed in MCDC 20132014. The study has the following Objectives:
-

To initiate open multinational discussion to improve awareness and understanding of
AxS and establish a community of interest
To establish a framework for subsequent development of AxS standards and
capabilities (Typology and Policy Guidance)
To assess opportunities and challenges presented by AxS (Operational, legal,
ethical, social, technological, political, economic, etc.,)
To study the applicability of AxS in both HADR (Humanitarian Assistance& Disaster
Relief) and armed conflict setting relevant to Combined Operational Access.

.
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1.2.4 Participants:
Participants came from NATO Commands, Agencies (HQ SACT, NATO Modelling
&Simulation COE, NATO MSCCOE, NATO Rapid Deployable Corps) and nations (AUS,
CZE, FIN, GER, POL, CH, SWE, UK, USA) and several other contributing organisations (full
list outlined in Table 1). These organisations, Nations and Agencies were involved in the
planning and provided valuable and critical contributions to the final products within the
MCDC AxS project. The participants experience consisted of practical expertise in various
components of the use, study and applications of AxS, policy planning as well as technical
and specific national expertise and experience.
Table 1
ORGANISATION/NATION/AFFILIATION
ASSOCIATION FOR UNMANNED VEHICLE SYSTEMS INTERNATIONAL (AUVSI)...
AUT FEDERAL MINISTRY OF DEFENCE AND SPORTS
AUT INSTITUTE OF TECHNOLOGY
AUT NATIONAL DEFENCE ACADEMY
CHE GENEVA CENTRE FOR SECURITY POLICY
CHE MCDC NATIONAL DIRECTOR
CHE MILITARY ACADEMY
COMPSIM
CZE MINISTRY OF DEFENCE
CZE UNIVERSITY OF DEFENCE, BRNO
CZECH REPUBLIC
DEPT. OF MECHANICAL ENGINEERING VA TECH
EUROPEAN UNION, EUROPEAN DEFENCE AGENCY
FIN UNIVERSITY OF FINLAND
FRA MCDC NATIONAL DIRECTOR
GBR DEVELOPMENT, CONCEPTS AND DOCTRINE CENTRE (DCDC)
GBR UNIVERSITY OF SHEFFIELD
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GER ACCDC
GER AIR FORCE HQ
GER FORCES OPERATION COMMAND
GER MCDC NATIONAL DIRECTOR
GER NAVY HQ
NATO MODELLING AND SIMULATION COE
NATO RAPID DEPLOYABLE CORPS GERMANY-NETHERLANDS
NETHERLANDS DEFENCE ACADEMY
NORWAY
POL MARINE TECHNOLOGY CENTRE
POL MCDC NATIONAL DIRECTOR
SWE FOI (DEFENCE RESEARCH AGENCY)
SWE MCDC NATIONAL DIRECTOR
USA DEPARTMENT OF DEFENCE, OFFICE OF SECRETARY OF DEFENCE FOR
POLICY
USA J7
USA J7 MULTINATIONAL/ACT INTEGRATION DIVISION
USA LTG
USA NATIONAL DEFENCE UNIVERSITY
USA NAVAL SURFACE WARFARE CENTRE, DAHLGREN DIVISION
USA NAVY JAG
USA NAVY WAR COLLEGE
USA NAVY WARFARE DEVELOPMENT COMMAND
USA OFFICE OF NAVAL RESEARCH
USA UNIVERSITY OF MIAMI SCHOOL OF LAW
USA USMA DEPARTMENT OF ENGLISH AND PHILOSOPHY
8

USA WRIGHT PATTERSON AFB
USA, GEOSPATIAL INTELLIGENCE AGENCY
USA, OSD POLICY FORCE DEVELOPMENT
USA, TRADOC
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2. AxS Project Design
2.1 Approach
The project was executed into two phases, a four month typology research followed by a 12
month study of operational, legal, technological and human aspects in development and use
of AxS. The study areas were directly linked to the problem statement and objectives.
The typology research assisted in identifying internationally acceptable definitions and
categories of autonomy in systems. A key challenge was making the distinction between
autonomous, autonomic, automated and automatic systems, although existing definitions
were used when possible. The main purpose was to elicit underlying components of AxS
and to have an agreed definition and shared understanding between experts of the AxS
community.
The technological study area was dedicated to researching the current and emerging
software and hardware which enables autonomy in military systems, in order to identify
which elements of AxS should be standardized and certified. The study covered software
architecture relevant to autonomous applications, broad spectrum coverage sensors
(acoustic, optical, magnetic, radar, radiation, infra-red and ultraviolet etc.), self-defence, antijamming and anti-tamper mechanisms, standard for sharing video, bandwidth requirement
in, communication and navigation functions.
The legal study area which examined issues of international law arising from the
development and use of autonomous systems for military purposes addresses the
compliance with the Geneva conventions, the ability of armed AxS to discriminate between
combatants and non-combatants and delivers proportional response as required under the
Laws of Armed Conflict. The study also took into account robots right to self-defence,
salvage ability of autonomous vehicles or the responsibility for AxS error or failure.
The study of human aspects covered the interactions between people and AxS, with their
social, cultural, psychological, ethical and political aspects. Positive and negative
implications of absence of emotions in autonomously operating machines were studied.
Discussions on potential risks of arms race or the lowering of the conflict threshold resulting
from increased presence of AxS was also addressed in this strand of research.
Finally, the study of operational aspects of AxS used the NATO standardized Functional
Capability Areas (prepare, project, sustain, C3, protect, inform) to analyse how such systems
could be best used by our militaries, especially in COA, and how to counter an adversary’s
AxS.
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2.2 Milestones:
This section describes the events that took place in the study of Autonomous Systems focus
area for MCDC. The events described allowed the collaborative effort of the project team to
come together in various locations to discuss, decide and produce tangible products for the
MCDC Campaign.
2.2.3 Typology Workshop/ Norfolk, Virginia, USA, 23-27 September 2013
The workshop was attended by representatives from Austria, Czech Republic, Germany,
Finland, Sweden, Switzerland, United States, and the Geneva Centre for Security Policy and
NATO. A web based VTC using GoToMeeting software was open throughout the workshop
to allow for remote participation. The workshop was dedicated to concluding the baseline
analysis and the Typology Study of autonomous systems – the first stage of the AxS FA
project. In addition to concluding the first stage, the workshop was also used for scoping the
studies and issues of operational, legal, human and technical aspects of autonomy, and
refining the detailed plan for the next 12 months.
The first two days were spent on the detailed review of initial findings of the Typology Study
and discussing critical working definitions of specific terms associated with Autonomy such
as automatic, autonomic, autonomous, robot, system or platform. Some of those definitions
especially that of autonomy had to be re-addressed and refined on each day of the
workshop. The most discussed aspect of autonomy was the ability of AxS to learn from
mistakes. Eventually, it was agreed to use an operational definition rather than a conceptual
definition of autonomy, in a way that provides clarity and consent, and facilitates further
studies. Words in the definition that could be misinterpreted were later referenced and
explained in the Typology Report.
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The last three days of the workshop were focused on scoping the AxS study areas,
identifying linkages with the remaining six MCDC focus areas at the campaign level,
discussing final products and their customers, and planning for the AxS seminar. Dr Nels
Melzer from Geneva Centre for Security Policy confirmed his commitment to lead the study
of legal aspects and Dr, Jan Mazal from the Czech Republic MoD confirmed his commitment
to lead the study of technological aspects of autonomy in military systems. The scoping
discussions were conducted in multidisciplinary and therefore comprehensive approach, and
it was agreed that such mind-set should be maintained throughout the whole project. The
project team will not be broken into sub teams but the Study Area Leads are authorised to
invite any members of the group to specific tasks, at any time.
Based on the Typology Study results, participants agreed that “autonomous” is a binary term
(0/1)-either something is autonomous or it is not. Therefore, terms like “semi-autonomous”
are considered wrong. Another very important conclusion was to replace the term
“autonomous system” and its abbreviation “AxS with “systems with autonomous capabilities.”
Participants of the workshop also agreed that the Policy Guidance, due to its volume and
specific customers (DoD level policy makers, industry and academia), would not be able to
comprehensively cover all aspects of autonomy and it would have to prioritize. The product
will establish a solid foundation and a good example to follow in subsequent and more
detailed developments. It was at this meeting where it was decided to compliment the Policy
guidance document and create this proceeding report, with the intent to capture all aspects,
events and studies of the project in full.
The workshop concluded with an agreed, concise and clear understanding from all
participants on the purpose, scope and focus on the way ahead for the MCDC AxS FA.
2.2.4 January Seminar/ Virginia Beach, VA, USA, 28-30 January 2014
One of the most important events in the project was the January Seminar held locally in
Virginia Beach. The seminar was open to participants from nation and organizations not
directly involved in the AxS MCDC project. The seminar was honoured by very
distinguished international experts in robotics, international law, ethics, cognitive sciences
and military engineering. 37 participants took part in the seminar, representing 5 nations
(CHE, CZE, FIN, GER, USA), NATO, M&S CoE, industry and several Academia institutions.
The event allowed further ideas to be studied in the AxS FA and addressed ideas to develop
the AxS Policy guidance and enhanced the transparency of studies conducted within MCDC
AxS FA. The group was able to review and coordinate the way ahead for this effort.
Attendees included a wide array of internationally recognised specialists brought together to
examine legal, operational, technological, and human aspects of military robots and systems
with Autonomous Capabilities. Several distinguished key note speakers conveyed their
individual expertise of different study area issues related to AxS.
Professor Noel Sharkey delivered a key note speech “Challenges Posed by Autonomous
Systems”. Discussions involved the desire of Autonomy in military applications and the
problems associated with this notion. Discussions ranged from a baseline problem of
collateral damage assessment to a more complex issue involving whether to attack or not
and the judgment involved in making this decision for a human versus a robot. Key issues
raised were human errors; human-machine interface failure; Enemy countermeasures or
actions, unanticipated actions and the challenge of getting complex algorithms to interact
with these machines.
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Mr. Paul Sharre delivered a key note speech “Developing Policies for Autonomous
Systems”. Discussions involved distinction between semi-autonomous weapon systems and
autonomous weapon systems and the terminology distinctions between Unmanned and
Autonomous. Key topics involved the complexity of these systems and the command
relationships they hold as well as critical aspects that must be considered in building a
framework to guide these policies.
Mr. John Marshall delivered a key note speech “Big Data: Benefits of universal data
access”. Discussions involved the understanding of “Big” data and the benefits and
challenges associated with this data. Big data is a collection of data sets so large and
complex they become difficult to process using on hand database management tools or
traditional processing applications. In relation to AxS the critical issue is not storage, but
policy and how to go machine-to-machine from DoD machine to HS machine.
Mr. Tom and Mrs. Helena Keeley provided a demonstration of the Knowledge Enhanced
Electronic Technology (KEEL). KEEL technology allows autonomous systems to model and
then deploy right brain decisions in applications. It can be used to translate human logic and
thinking to characterize complex decision making logic, critical factor of KEEL is in its
adaptive requirements. When humans write polices for humans they assume the user will
have some knowledge and ethics. With the machine, it must be developed by something that
is 100% mathematically explainable and audible. KEEL allows the machine to execute
policies rather than follow rules and model behaviour rather than script rules.
Professor Mark Wagner delivered a key note speech “Legal Implications of Autonomous
Weapon Systems”. Wagner argued that while technological development has been
impressive and continues to advance, a machines sole ability to make qualitative
determinations is not possible. In light of this, the use of fully autonomous weapon systems
is illegal, apart from the ethical and political challenges they present.
Mr. George Galdorisi discussed his publication of “leveraging Autonomous Systems to
Enhance Combined Operational Access”. Key exchange involved the benefits of
autonomous systems and the view of these systems as enablers to the warfighter. Key
issues addressed were the challenge of sustaining these systems, designing the right
degree of autonomy and the “dark side” of employing these concepts.
In addition panel discussions were held in all 4 areas of integrated study (Legal, Technology,
Operational, Human and Ethical) to establish their status and aim of study. Each study area
developed and briefed their framework and specific areas of focus in relation to the overall
product ultimately resulting in AxS Team cooperation and a multidisciplinary approach. The
seminar output will assist in informing policy considerations on future development.
2.2.5 MCDC AxS FA PC WS Düberndorf Switzerland, 24-27 March 2014
The CHE Armed Forces Staff, CHE Air Force and NATO Allied Command Transformation
(ACT) hosted the MCDC AxS Focus Area Project Coordination Workshop (MCDC AxS FA
PC WS) as a part of the Multinational Capabilities Development Campaign on 24-27 March
2014.
The Project Coordination Workshop was a working session that allowed the participants to
provide immediate feedback and to have active participation within the different groups. The
workshop kicked off with a review of the previous seminar findings and an Initial
brainstorming session of policy guidance. The brainstorming session began with a
discussion of the problem at hand followed by contributing ideas on what should be featured
in the policy guidance and what should be left out. The brainstorming session used the
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“AIIM” (Alignment-Interest Influence Matrix). The AIIM Matrix is a useful tool to help identify
and prioritise your target audience. It is essentially a modified stakeholder mapping tool with
4 dimensions. The two primary dimensions were their interest in the topic and their degree of
alignment of ideas. The third is their ability to influence policy and the fourth is your ability to
influence them. The second brainstorming session focused on having the participants to
think of who their key customers were and level of those customers.
The functional areas broke out into separate study areas and discussed the study plan they
had developed thus far and how it could be used for the policy guidance. The teams also
reviewed and discussed possible themes for the project.
The workshop ended with a policy guidance discussion which revisited the analysis and
discussion from day on about what the policy guidance should contain and who it should
address as well a review of the terminology questions, this decision was critical in terms of
determining precisely what the policy guidance will cover and who for.
The Workshop goals and objectives were met which included the exchange of results in all
the study areas in a common forum, to leverage findings, evaluate and discuss draft study
area reports and review and apply the findings of the AxS Seminar/LOE organized in
January of 2014 ultimately resulting in reaching a final agreement on the structure and
intended content of MCDC AxS.
2.2.6 MCDC AxS Innovation Hub WS, Norfolk Va USA, 21-22 May 2014
Allied Command Transformation (ACT) hosted the MCDC AxS Innovation Workshop as a
part of the Multinational Capabilities Development Campaign on 21-22 March 2014. The
innovation was held at the Innovation Hub in Norfolk Va, USA.
The workshop supported a study conducted by HQ SACT on the operational and policy
implications of Autonomous Systems focusing on a series of military missions, using a
“mission-to-task decomposition (MTD) analysis. The MTD breaks out tasks (e.g “provide port
protection”) that must be done to accomplish missions, (e.g. peach enforcement, collective
defence, peacekeeping). Opportunities, benefits, risks and challenges of autonomous
systems for each task were identified. Gathering the knowledge of a large group of experts
helped to align study results with NATO policy, guidance and industry and provided a rich
networking opportunity.
The Innovation Hub gave the Autonomous Systems community an opportunity to comment
on this analysis and provide their insight and ideas. The workshop allowed industry and
academia experts to network, and to be exposed to NATO military thinking on defence
planning and policy.
The meeting began with highlighted questions regarding the benefits of Autonomy and the
taxonomy that was performed to address the vast definitions of autonomy.
Throughout the two day workshop participants discussed what current or future systems can
support military tasks. What are the benefits as well as challenges that are associated with
increasing autonomy? A discussion was held on the technical and operational challenges
associated with employing autonomy in operations and how to determine what the priority
development areas are. The levels of autonomy held some debate as well as level of human
control.
Meeting continued and ended on Day 2 with a review of the policy guidance template and
topics. Main focus and outcome helped answer if the policy guidance addressed the right
issues and the inclusion of any additional suggestions from the participants.
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2.2.7 Product Development WS, Prague, Czech Republic, June 9-13 2014,
The Ministry of Defence of the Czech Republic and NATO Allied Command Transformation
(ACT) hosted the MCDC Autonomous Systems (AxS) Focus Area (FA) Product
Development Workshop in Prague, Czech Republic on 9- 13 June. The workshop addressed
pending issues and developed initial drafts of the AxS Focus Area products.
The Product Development Workshop was a working session where the participants offered
suggestions and recommendations on the structure of the products, and provided immediate
feedback during the discussions. The plenary sessions used a web-based VTC Go-To
Meeting to enable active participation of AxS team members who were not able to travel to
the workshop.
The Workshop began with a review of the aim, objectives and updates regarding the MCDC
Functional areas. Each study area discussed the progress of work in their particular study
area. The team also held a lengthy debate on the definitions and typology decisions for
Autonomous Systems and finally agreed on and adopted a new definition.
The Workshop enabled the team to come to an agreement on the structure and content of
the final product “Policy Guidance for Development and Use of Systems with Autonomous
Capabilities (xSAC).” The team then conducted a 2 day collaborative work session where
the team held break- out and brainstorming sessions to draft and finalize study area reports
and to begin formatting the draft Policy Guidance.
The final day allowed for additional syndicate work to be conducted as well as an
Autonomous Systems Technology Demonstration that was held and hosted by the Czech
Technical University in Prague. The WS allowed a significant progression of work within the
study areas as well as a collaborative outlook on the way ahead and significance of work.
2.2.8 Product Testing WS, Warsaw, Republic of Poland, 22-26 September 2014
The General Staff of the Polish Armed Forces and NATO ACT hosted the MCDC
Autonomous (AxS) Focus Area (FA) Product Testing Workshop as part of the Multinational
Capability Development Campaign (MCDC) in Warsaw from 22-26 September. The
workshop addressed issues and testing of the Policy Guidance, reviewed the structure and
contents of the Project Proceedings report and held discussions and working sessions to
support the next MCDC program for 2015.
The workshop began with an overview of the aims, objectives conduct and rules to adhere to
when participating in the working session and group discussions. The team then collectively
reviewed the Policy Guidance. The Policy Guidance over the course of 3 days was reviewed
in sections and time limits were given to each portion for review. Each study area lead
facilitated the session to discuss their portion of work and any agreed upon group changes
were amended in session and updated.
The final day allowed for a summary of the past three days review and any final comments
to the Project Proceedings report that will house all the individual study area contributions. A
significant discussion was also held on the marketing and way ahead for the MCDC AxS
Products that come out of this project as well as ideas to project proposals for the 2015
MCDC Campaign.
The final workshop was very productive and allowed the AxS Community to gather any
remaining comments, feedback, and amendments to the final products for AxS. The WS also
addressed any pending issues or concerns that resided with the team and gathered a vision
of the way ahead for the following year’s efforts.
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3. Conclusion
The research conducted in each of the study areas was an integral part of the overall AxS
effort to address the opportunities and challenges of introducing Autonomous functions to
military systems. Key areas in each of the studies held significant contribution to the project’s
Policy Guidance Document. In a collaborative manner the study area team conducted
research and analysis related to definitional challenges, organisation, command and control,
personnel, training, skills, standardisation, interoperability and military implications of the use
of systems with autonomous capabilities in military operations.
The studies performed in each area allowed the discussion of divergent views of AxS to
surface, to bring clarity to the debate over the development and use of these systems and to
ensure a degree of balance is achieved through various issues concerning its development.

3.1 Way Ahead:
The AxS study area reports included in the annex thoroughly outline the current status of
AxS and the future obstacles to tackle from various perspectives. The study area reports and
policy guidance aim to provide evidence-based considerations of implications for defence
and operational planning to facilitate future doctrine development.
Continued and increased collaboration between the military and the science and technology
communities is critical to mitigate identified challenges and take forward opportunities. Key
areas of emphasis should include doctrinal implications, education and training needs,
human factors and interoperability in command and control operations.

3.2 Recommendations:





Continue to support the AxS Community with operational considerations for
autonomous systems development and future MCDC campaigns concerning the
application of these systems in future combined joint operations.
Use the policy guidance document and studies to inform stakeholders of the
operational benefits and implications of using AxS.
Use the policy guidance document and studies to consider and incorporate new and
existing AxS technologies.

Specific recommendations to each study area can be found in the Policy Guidance
Document.

16

4. Study Area Reports
The MCDC Project has been divided into five integrated studies: typological, legal, human
and ethical, operational, and technological aspects of autonomy in military systems. Below
are the full studies of each of these functional areas.
Annex A: Outcome 1 - Typological Analysis of Autonomy
Annex B: Outcome 2 - Technical Study Group Report
Annex C: Outcome 3 - Legal Study Group Report
Annex D: Outcome 4 - Human/Ethical Study Group Report
Annex E: Outcome 5 - Operational Study Group Report
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Executive Summary
This report describes the rationale, methods, findings and conclusions of the typology study
conducted in the first phase of work in the Multinational Capability Development (MCDC)
Autonomous Systems (AxS) Focus Area (FA). The study achieves several objectives.
First, in order to give the AxS FA participants a consistent understanding, the differences
between automatic, autonomic, autonomous, and other commonly encountered terminology
are considered. The findings from this definitional analysis show that autonomy must not be
conflated with unmanned. Autonomy gives a range of benefits in addition to allowing
unmanned operation, including: faster execution of tasks, higher interoperability between
systems; less error rates; and the increasing use of unmanned platforms, which decreases
risk to life and improves operational access. In addition to studying the implications of
autonomous unmanned platforms, the AxS FA should consider studying the autonomisation
of various functions of manned systems.
Second, autonomy is examined in a conceptual sense by reviewing previous attempts to
create definitions and “levels” of autonomy. Findings show that “levels of autonomy” are
essentially a way to categorise the transfer of control from one part of the system (e.g.
ground control with humans) to another part (the platform executing operational tasks). Due
to the scalable way in which systems can be defined, the AxS FA is advised to be consistent
in how system and platform are used when considering autonomous systems/platforms.
Third, from a core set of autonomy dimensions, a definition is suggested for autonomous
functioning:
Autonomous functioning refers to the ability of a system, platform, or software,
to complete a task without human intervention, using behaviours resulting from
the interaction of computer programming with the external environment.
Tasks or functions executed either by a platform, or distributed between a platform
and other parts of the system, may be performed using a variety of behaviours, which
may include reasoning and problem solving, adaptation to unexpected situations, selfdirection, and learning.
Which functions are autonomous, and the extent to which human operators can direct,
control or cancel functions, is determined by system design trade-offs, mission
complexity, external operating environment conditions, and legal or policy constraints.
This can be contrasted against automated functions, which although requires no
human intervention, operate using a fixed set of inputs, rules, and outputs, whose
behaviour is deterministic and largely predictable. Automatic functions do not permit
dynamic adaptation of inputs, rules, or outputs.

A recommendation is made to use caution over the term “autonomous system” or
“autonomous platform” due to the inherent ambiguities involved.
Finally, a wider problem scoping activity is conducted, which generates a categorised list of
questions and issues to generate future study questions. In addition to system design tradeoffs, factors such as mission complexity, environmental and threat conditions are
considered. A key conclusion is that the potential level of autonomy achievable or desirable
is always in context of external conditions.
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2. Introduction
2.1

Aim

The report describes the rationale, methods, findings and conclusions of the typology study
conducted in the first phase of work in the Multinational Capability Development Campaign
(MCDC) Autonomous Systems (AxS)5 Focus Area.
The main purpose of typological analysis is to elicit underlying components of a phenomenon,
system or concept, in such a way that experts can rationally deduce an agreed definition and
improve shared understanding.
This study clarifies similarities and differences between commonly encountered terms
(autonomous, autonomic, automated, automatic etc.), identifies acceptable working definitions
and categories of autonomy in systems, and subsequently provides a sound basis for scoping
the other study areas of the AxS Focus Area.

2.2

Background

2.2.1 The Autonomous Systems Focus Area
For the purposes of supporting MCDC, NATO Headquarters Supreme Allied Commander
Transformation (HQ SACT) proposed a study to explore the opportunities and challenges of
introducing autonomous functions to military systems. Particular attention in this project is paid
to employing those systems as an important enabler for Combined Operational Access—the
theme of MCDC. The AxS Focus Area will attempt to bring more clarity to the debate over the
development and use of AxS by the military6.
Over the past decade, Unmanned Systems (UxS) have proved their value in military operations.
UxS have evolved rapidly in both complexity and operational use, and are increasingly gaining
autonomous capabilities, meaning systems can act independently of human control and
respond to stimuli based on a set of rules, protocols, and machine reasoning. As a result of the
pace of technological developments, autonomy will soon have a critical impact on defence and
security, and will become an important consideration. Prototype AxS are already operational:
known examples are self-driven cars7 or drones, like TARANIS and X-47B, capable of mid-flight
refuelling, evasive manoeuvres and target identification.
The problem statement for the AxS Focus Area is:

5

The “X” in AxS and UxS is intended to convey that the Focus Area covers all potential domains of systems: land,
sea, air, space, cyber, etc.
6
The Focus Area may also consider, if necessary, the use of AxS in non-military settings.
7
A Toyota Prius modified with Google's experimental driverless technology was licensed by the Nevada Department
of Motor Vehicles in May 2012 and became the first licensed self-driven car. In November 2014, proposed regulations
governing the testing of autonomous vehicles on California's public roadways were published in the Office of
Administrative Law's California Regulatory Notice Register.
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In order to facilitate Combined Operational Access (COA), coalitions need to improve
awareness and understanding of AxS, promote interoperability and provide guidance for the
development of, use of, and defence against, AxS.

2.2.2 Introduction to the Typology Study
The following statement was adopted to guide the typology study phase of the AxS Focus Area
(AxS FA):
Multiple definitions and understandings currently exist about AxS, and the related
concepts of autonomy, automation, autonomic, and unmanned systems. This inhibits
coherent work on the phenomenon of AxS in the context of MCDC, and prevents
development of interoperable solutions and AxS guidance.
Definitions are essential for systematic knowledge. Rigorously specified definitions allow
collaborators to share a common understanding about a subject or phenomenon of interest. It is
possible, however, for multiple definitions to be constructed for a single phenomenon.
Determining which definition is “correct” is a matter of consensus.
In order to resolve the challenge of multiple definitions, typological analysis8 can be used to
determine the underlying conceptual dimensions of a phenomenon. Typological analysis
develops a set of distinct dimensions that constitute a certain object, system, event or
phenomenon. Typology dimensions are essentially categorization schemes, and are not
hierarchically arranged.9 The purpose of a typological analysis is not to define a phenomenon,
but to elicit its underlying components so that experts can more rationally deduce an agreeable
definition and gain shared understanding. The main benefit of this activity, in the context of the
AxS FA, is to permit the problem area to be scoped to determine what does and does not count
as an AxS.

2.3

Research Questions

There are four research questions that guide the Typology Analysis.

2.3.1 Research Question 1 (Definitional Analysis)
What are the differences between automatic, autonomic, autonomous, and other commonly
encountered terminology?

2.3.2 Research Question 2 (Levels of Autonomy)
How can the characteristic of autonomy be categorised and measured? Are there levels of
autonomy?

2.3.3 Research Question 3 (Defining Autonomous Systems)
How can autonomous systems be defined?

8

Note: typologies are distinct from taxonomies. Taxonomies classify items on the basis of empirically observable and
measurable characteristics, rather than conceptual or logical categories.
9
Given, L. M. (Ed.). (2008). The SAGE encyclopaedia of qualitative research methods (Vol. 2). SAGE Publications.
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2.3.4 Research Question 4 (Focus Area Scoping)
What are the possible combinations of system parameters to describe autonomous systems for
the Focus Area research? How can the legal, operational, technical, and human factors study
areas organise their questions and issues against these system parameters?
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3. Methodology
3.1

Introduction

This section describes the methodology used to conduct the analysis. An analytic inductive
qualitative research approach was used, which looked for common themes and issues in the
literature. The initial findings were validated at a workshop and refined based on this input. Data
was drawn from primarily publicly available documents, but also from discussion with subject
matter experts.

3.2

Literature Review

In the first 6 months of 2013, a literature review was conducted using internet search engines
such as Google Scholar. A “snowball” search approach identified key documents in the field
based on credibility and authorship, then searched the reference lists of these documents.
Government-originated documents were given a high priority, followed by academic journals,
conference proceedings, and then magazine articles or other popular media.
An initial categorisation of literature was conducted, arranging the documents by the following
categories: typology, operational, legal, human factors, technical, and general. Focusing on the
typology, operational, legal and general categories, the documents were reviewed, coded, and
analysed.

3.3

Coding and Analysis

An inductive coding scheme was employed that identified within each document recurring
themes, issues and definitions. An analytical comparison of definitions was then conducted, and
the main elements of autonomy elicited. In September 2013, a typology focused Seminar was
conducted with the AxS FA participants. Definitions were discussed and refined.

3.4

Scope and Limitations

There were several scoping considerations and limitations that may affect the interpretation
and/or rigour of the research findings. First, only journal articles openly available were consulted
because academic databases were not accessible. Second, no classified documents were
consulted. Third, the analysis was limited to system level aspects, which focused on macro-level
systems and observable indicators of autonomy. This means that algorithmic or machine level
aspects of autonomy were not considered or investigated.
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4. Research Question 1: Definitional Analysis
4.1

Introduction

A starting point for the typological analysis is to introduce definitions for key terms in the AxS
Focus Area. These key terms are integral to the AxS FA, in that they describe the core concepts
in the subject area.

4.2

Review of Key Definitions

4.2.1 Unmanned
“Unmanned” is usually used in combination with a system, in particular unmanned aircraft
system (UAS) or unmanned aerial vehicle (UAV), but also unmanned ground or sea platforms.
A working group formed under the United States’ National Institute of Standards and
Technology (NIST) defined unmanned system as follows10 (platform has been added in brackets
to avoid confusion—see below).
Unmanned system [platform]. An electro-mechanical system [platform], with
no human operator aboard, that is able to exert its power to perform designed
missions. May be mobile or stationary. Includes categories of unmanned ground
vehicles (UGVs), UAVs, unmanned underwater vehicles (UUVs), unmanned
surface vehicles (USVs), unattended munitions (UMs), and unattended ground
sensors (UGSs). Missiles, rockets, and their sub-munitions, and artillery are not
considered unmanned systems.
While the general meaning of unmanned is obvious, it is important to distinguish between
unmanned systems and unmanned platforms; many proposed definitions do not do so. Systems
are considered as the totality of a capability (hardware, communications links, crew, platform
and sensors etc.), while platform refers to the part of the capability conducting operational tasks.
A Predator platform may be unmanned, but it is supported by an extensive ground crew and
operator, therefore the system is manned.
The United States Department of Defence distinguishes between system and platform:
Unmanned aircraft. An aircraft or balloon that does not carry a human operator
and is capable of flight under remote control or autonomous programming.11
Unmanned aircraft system. That system whose components include the
necessary equipment, network, and personnel to control an unmanned aircraft.

10

NIST (2012). Autonomy levels for unmanned systems (ALFUS) framework: Volume 1—Terminology, Version 2.0.
NIST Special Publication 1011-I-2.0.
11
US Department of Defence. (2010). Joint Publication 1-02, DOD Dictionary of Military and Associated Terms, 08
Nov 2010.

27

It is important to note that the “unmanned” nature of a platform does not logically lead to that
platform operating with some degree of autonomy. Most unmanned platforms rely on some
degree of human control.

4.2.2 Remote-controlled
Remote-control refers to operation of a system or activity by a person at a different place,
usually by means of radio or ultrasonic signals or by electrical signals transmitted by wire. It also
refers to the device used to control a machine from a distance. The NIST has defined “remotecontrolled” as follows:
Remote-controlled. A mode of operation of an unmanned system [platform]
wherein the human operator, with benefit of video or other sensory feedback,
directly controls the actuators of the unmanned system [platform] on a
continuous basis, from off the vehicle and via a tethered or radio linked control
device using visual line-of sight cues. In this mode, the UxS takes no initiative
and relies on continuous or nearly continuous input from the user.
Remote control is associated with autonomy for the reason that unmanned platforms with low
levels of autonomy require remote control. It is usually assumed that a remote-controlled
platform is also an unmanned one, however, there are cases where some functions of manned
platforms are also remote controlled (in the case of many spacecraft platforms). Consequently,
the above definition is restrictive, rather than general.

4.2.3 Robotic
Various international standardisation bodies and professional groups are working to create a
standardised terminology set for robots, as current definitions tend to mix core characteristics
with intended uses (e.g. an autonomous machine that performs tasks in place of humans). For
the purpose of this discussion, several definitions are useful to inspect:
Robot (1).12 An actuated mechanism programmable in two or more axes with a
degree of autonomy, moving within its environment, to perform intended tasks.
Robot (2).13 An automatically controlled, reprogrammable
manipulator programmable in three or more axes.

multipurpose

Robot (3).14 A powered physical system designed to be able to control its
sensing and action for the purpose of accomplishing assigned tasks in the
physical environment. A robot includes its associated human-robot interface
(HRI).

12

International Standards Organisation. (2012). Robots and robotic devices (ISO/TC184/SC2). As cited in E. Prestes,
et al. (2013).Towards a core ontology for robotics and automation, Robotics and Autonomous Systems.
http://dx.doi.org/10.1016/j.robot.2013.04.005.
13
ISO 8373. This standard, dated to 1996, was developed with industrial service robots in mind.
14
NIST (2012). Autonomy levels for unmanned systems (ALFUS) framework: Volume 1—Terminology, Version 2.0.
NIST Special Publication 1011-I-2.0.
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Robot (4).15 Machine which, through remote-control or based on preprogrammed patterns, can carry out tasks of certain complexity with various
degrees of autonomy from human supervision. If these tasks involved the use of
armed force, they can be described as "robotic weapons" or "unmanned weapon
systems.”
The above definitions are closely related to those of autonomous systems, and further
discussion suggests that it is challenging to find a meaningful difference between the two.

4.2.4 Automatic
Automatic can be defined in both a conceptual dictionary sense, and in relation to specific
systems. Starting with the dictionary definition of automatic:
Automatic (adjective).
1.
2.
3.
4.
5.

Operating by itself without human control.
(Of a gun). Able to fire continuously until the bullets run out.
Done without conscious thought.
Occurring spontaneously: automatic enthusiasm.
(Of a punishment). Applied without question because of a fixed rule.

There are several definitions of automatic (automated) in the context of a system:
Automatic.16 A process that may be executed independently from start to finish
without any human intervention.
Automatic System.17 A system that has fixed choice points, programmed with a
number of fixed alternative actions that are selected by the system in response
to inputs from particular sensors.
Automated System.18 In the unmanned aircraft context, an automated or
automatic system is one that, in response to inputs from one or more sensors, is
programmed to logically follow a pre-defined set of rules in order to provide an
outcome. Knowing the set of rules under which it is operating means that its
output is predictable.
Automatic is often used interchangeably with autonomous or autonomic (see below). In most
cases this is incorrect usage; however, when considering the functioning of a system in a macro
scale, automatic can be considered as belonging to the same class of concepts as autonomy.
This will be discussed in section 3.3.5.

15

Melzer, N. (2013). Human rights implications of the usage of drones and unmanned robots in warfare. European
Parliament, Directorate-General for External Policies, Brussels.
16
Dunlop (2009) Interactions between automatic and autonomous systems. Presented at the Systems Engineering
for Autonomous Systems Defence Technology Conference, July, 2009, Edinburgh.
17
Dunlop (2009).
18
The UK Approach to Unmanned Aircraft System: Joint Doctrine Note 2/11

29

4.2.5 Autonomic
Autonomic is often used interchangeably with automatic, which is misleading due to
fundamental meanings, and autonomous, which is misleading due to common use. A dictionary
definition of autonomic is:
Autonomic (adjective).
1. Occurring involuntarily or spontaneously;
2. Of or relating to the autonomic nervous system;
3. Occurring as a result of internal stimuli.
There are several definitions of autonomic in the context of systems. Below are two examples.
Autonomics. In electronics, the study of self-regulating systems for process
control.
Autonomic. 19 Of or pertaining to the capacity of a system to control its own
internal state and operational condition.

4.2.6 Autonomy / Autonomous
Like automatic and autonomic, autonomous (adjective) or autonomy (noun) can be defined in
both a general sense, and relative to a particular context (i.e. system).
Autonomous (adjective).
1. Having the quality of being self-governing; (Of a community, country, etc.)
possessing a large degree of self-government;
2. Of or relating to an autonomous community;
3. Independent of others;
4. Philosophy: acting or able to act in accordance with rules and principles of one's
own choosing; Compare heteronomous—see also categorical imperative (in the
moral philosophy of Kant, of an individual's will) directed to duty rather than to
some other end;
5. Biology. Existing as an organism independent of other organisms or parts.
In the context of systems, common definitions include:
Autonomy (1).20 A system’s capacity to act according to its own goals, precepts,
internal states, and knowledge, without outside intervention.
Autonomy (2).21 An unmanned system’s [platform] own ability of integrated
sensing, perceiving, analysing, communicating, planning, decision-making, and
acting/executing to achieve its goals as assigned by its human operators
through HRI or by another system with which that the unmanned system
communicates. Unmanned system autonomy is characterized into levels from
19

Truszkowski, W., Hallock, H., Rouff, C., Karlin, J., Hinchey, M., Rash, J. L., & Sterritt, R. (2009). Autonomous and
Autonomic Systems: With Applications to NASA Intelligent Spacecraft Operations and Exploration Systems. Springer.
20
Truszkowski et al. (2009).
21
NIST (2012). Autonomy levels for unmanned systems (ALFUS) framework: Volume 1—Terminology, Version 2.0.
NIST Special Publication 1011-I-2.0.
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the perspective of Human Independence, the inverse of HRI. Autonomy is further
characterized in terms of Contextual Autonomous Capability.
Autonomous System.22 An autonomous system is capable of understanding
higher level intent and direction. From this understanding and its perception of its
environment, such a system is able to take appropriate action to bring about a
desired state. It is capable of deciding a course of action, from a number of
alternatives, without depending on human oversight and control, although these
may still be present. Although the overall activity of an autonomous unmanned
aircraft will be predictable, individual actions may not be.

4.2.7 System
System is a widely used term with many potential meanings. In the defence context, system is
often used to describe physical military hardware in general (e.g. missile systems), specific
platforms (e.g. unmanned aerial vehicle, tank, ship), or component parts (e.g. electronic,
mechanical or computer systems), considering first the general dictionary definitions of system.
System (noun)23
1. A combination of things or parts forming a complex or unitary whole;
2. Any assemblage or set of correlated members; a system of currency;
3. An ordered and comprehensive assemblage of facts, principles, doctrines, in a p
articular field of knowledge or thought: a system of philosophy.
4. A coordinated body of methods or a scheme or plan of procedure; organizational
scheme: a system of government;
5. Any formulated, regular, or special method or plan of procedure: a system of mar
king, numbering, or measuring; a winning system at bridge.
Given this term’s wide use in common business, engineering and technical parlance, a wide
variety of context specific definitions exist.
System (1).24 An aggregation of end products and enabling products to achieve a given
purpose."[30]
System (2).25 An integrated composite of people, products, and processes that
provide a capability to satisfy a stated need or objective.
System (3).26 A functionally, physically, and/or behaviorally related group of
regularly interacting or interdependent elements; that group of elements forming
a unified whole.
System (4). 27 An organised, purposeful structure that consists of interrelated
and interdependent elements (components, entities, factors, members, parts
22

The UK Approach to Unmanned Aircraft System: Joint Doctrine Note 2/11
http://dictionary.reference.com/browse/system
24
American National Standards Institute (1999). Processes for Engineering a System, ANSI/EIA-632-1999
25
US Department of Defence (2001). Systems Engineering Fundamentals. Fort Belvoir, VA: Defence Acquisition
University Press.
26
US Department of Defence. (2010). Joint Publication 1-02, DOD Dictionary of Military and Associated Terms, 08
Nov 2010.
23
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etc.). These elements continually influence one another (directly or indirectly) to
maintain their activity and the existence of the system, in order to achieve the
goal of the system.
System (5).28 A set or arrangement of elements and processes that are related
and whose behavior satisfies customer/operational needs and provides for life
cycle sustainment of the products.
System (6).29 The combination of elements that function together to produce the
capability to meet a need. The elements include all hardware, software,
equipment, facilities, personnel, processes, and procedures needed for this
purpose.
System (7)30. A system is a construct or collection of different elements that
together produce results not obtainable by the elements alone. The elements, or
parts, can include people, hardware, software, facilities, policies, and documents;
that is, all things required to produce systems-level results. The results include
system level qualities, properties, characteristics, functions, behavior and
performance. The value added by the system as a whole, beyond that
contributed independently by the parts, is primarily created by the relationship
among the parts; that is, how they are interconnected.
These definitions indicate that a system is always a composite entity, but they do not give
guidance on where to draw the boundary. System is a scalable concept. The following list
demonstrates the nested nature of different levels of systems. Each level is broader than the
previous, and includes more components.








Electronic transistor-microchip system
Flight control system
Airplane system
Airplane—crew system
Airplane—ground control system
Integrated air defence system
National defence system

4.2.8 Other Definitions of Importance
There are other definitions that likely are of considerable importance in the AxS FA, yet the
scope of this research did not permit a full analysis. The sub-Focus Areas are advised to
consider their definitions in detail.
In the legal domain, critical terms are likely to include: weapon, weapon system, pilot, operator,
programmer, and programming station. The weaponisation of AxS is a separate subject and of
27

http://www.businessdictionary.com/definition/system.html#ixzz2dBfpOrSj
Institute of Electronic and Electrical Engineers (1998). Standard for Application and Management of the Systems
Engineering Process Description, IEEE Std 1220-1998.
29
National Aeronautical and Space Administration (2007). Systems Engineering Handbook. NASA/SP-2007-6105
Rev1. Washington, DC: NASA HQ.
30
International Council on Systems Engineering. http://www.incose.org/practice/fellowsconsensus.aspx
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considerable legal importance. Understanding legal responsibility in harm situations may
depend on who is in control, thus necessitate a distinction between a “pilot” and “programmer”.

4.3

Definitional Analysis

The purpose of conducting a definitional analysis is to: develop a clear understanding of the
subject area for all participants; reduce ambiguity and potential for confusion; and to select or
develop a set of useful, minimal, and mutually exclusive definitions for the study area.

4.3.1 Understanding of “System”
As previously noted, it is potentially confusing to use “system” when referring to a specific
platform (e.g. a drone), because the platform would likely be tightly coupled to a control station
with personnel. As the definitions of system above indicate, the conventional understanding in
defence is to consider “system” as the totality of a capability, rather than the specific part that
performs operational duties. However, it is important to be consistent about the scale within any
particular project.

4.3.2 Use of “Unmanned”
It is misleading to focus on the “unmanned” nature of a platform, especially in the context of the
subject of autonomy. Many platforms are unmanned, but are controlled completely by a crew.
Some platforms are unmanned, but are only partially controlled by a crew. Some platforms are
manned, but with certain functions delegated to a crew in another location (e.g. spacecraft).
Platforms (the part of a system that executes operational tasks) perform a variety of functions
and may be manned or unmanned. These functions belong to the larger set performed by the
relevant system to which the platform belongs. Overall, some of these functions may be under
human control, others may not.
Rather than whether a human is physically located on any particular part of the system, it is
more fundamental to ascertain what functions a system performs, and to the extent that these
functions are autonomous or under human control.
From this discussion above, there are two recommendations for the AxS FA:




Autonomy confers a range of benefits in addition to “unmannedness”: faster execution of
tasks, higher interoperability; lower error rates; and the increasing use of unmanned
platforms, which decreases risk to life and improves operational access.
In addition to studying the implications of autonomous unmanned platforms, the AxS FA
should consider studying the autonomisation of various functions of manned systems.

4.3.3 Understanding of “Autonomous System”
This discussion above presents a potential confusion in the term “Autonomous System”. As
noted, the preferred definition of systems in the defence field refers to a composite of platform,
controllers, enabling infrastructure, networks etc. It is not possible to have a completely
autonomous system because defence systems are generally embedded with some level of
human control. In strict terms, a “fully autonomous system” would be in complete control of
itself, with no human intervention at all. When we consider “levels of autonomy”, what this
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means in reality is a transfer of control from one part of the system (e.g. ground control with
humans) to another part (e.g. the platform executing operational tasks).
It is possible to use “autonomous platforms” to refer to, for example, an autonomous tactical
drone, under overall mission control from a controller in the system. However, this is
unnecessarily complicated and creates a conceptual paradox about where autonomy starts and
ends in system terms. To avoid this problem, the AxS FA is recommended to:


Be explicit about the defining system boundaries in the context of the “role of autonomy”,
for example:
o The designers of a reconnaissance system have autonomised the flight, target
selection, and data processing functions of a reconnaissance plane (note,
whether manned or unmanned is irrelevant) – this statement makes clear that
only parts of the system are autonomous.
o An IED disarming system is autonomous, within certain high-level constraints set
by the control station staff who monitor the disarming system as part of an
integrated IED defence system – this statement considers the IED disarmer as a
system, but is clear that it is part of a larger system that includes human control.
o A smart micro-unmanned aerial target selection system is completely
autonomous after being given initial instructions. It optimises its search
parameters based on artificial intelligence algorithms and the current terrain and
meteorological conditions, and maximises data output when close to ground
receivers. It is programmed to self-destruct upon loss of power and is intended to
be non-recoverable. This statement defines the system as the micro-unmanned
aerial sensor, and it is clear that the system is completely autonomous.

4.3.4 Use of Robot
In general usage(rather than a strict definitional sense), the term robot is issued to either refer to
the physical design of a system or that the system conducts tasks that were once conducted by
a human. In system terms, it is challenging to distinguish any difference between robot and
autonomous system. It is recommended that the MCDC AxS Focus area:


Treat robots and AxS synonymously, but preference the term autonomous system.

4.3.5 Automatic vs. Autonomous
There are several core features of the definitions of automatic. First, it implies an unconscious
process, without actual decision making. Second, apparent decision choices are in fact
“simulated” by the system, which follows a pre-defined and fixed set of rules to translate a
restricted set of inputs into a deterministic and limited range of outputs. Third, once started, it
proceeds without human intervention, and cannot deviate from its restricted programming.
In contrast, autonomy implies self-government, self-management, and decision making.
Decision choices are carried out, according to pre-defined conditions or system constraints.
Outputs are nondeterministic, or probabilistic, and dependent on detected changes in the
environment, which are random.
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Automatic and autonomous can be confused for the reason that autonomous behaviour can be
characterised at a macro level as automatic because no human intervention is required. Given a
certain set of inputs, autonomous systems can operate “automatically” without intervention. Yet
this usage misses the key point that unlike automatic systems, autonomous ones will not always
yield the same outputs under the same inputs and conditions.31

4.3.6 Autonomic vs. Autonomous
The origin of the word of autonomic is a combination of “autonomous” and the suffix “-ic”.
Adding “ic” to a word means “of or pertaining to” a particular characteristic. Formally, autonomic
should be used always in reference to a particular concept or object—i.e. autonomic nervous
system. However, its use applies to autonomy in the context of internal self-regulation, as
opposed to the autonomy in acting in the external environment.
For the purposes of the AxS Focus Area, it is not useful to create a separate category for this
internally-focused autonomic system management.

31

A critique to this position can be raised—given that the output probability space is known for autonomous
processes (rather than a discrete parameter set), autonomous processes could be considered as very complicated
automatic processes. If the decision making algorithms were only linear programming optimisation and stochastic
Monte Carlo types, then it may be possible to consider the processes as automatic, even if only output probability
distributions were known, rather than discrete parameters. It is unlikely, however, that useful systems could be
designed using this class of decision algorithms. To be truly self-governing, autonomous systems must employ
evolutionary and adaptive decision making algorithms, allowing them to learn and adapt their behaviour, meaning that
while the overall behaviour could be predictable, individual actions are not.
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5. Research Question 2 (Levels of Autonomy)
This section reviews previous attempts to define levels or scales of autonomy. A key reason for
creating levels of autonomy was so defence leadership and system designers could track the
progress of defence technology programmes and determine whether goals for increasing
autonomy of certain systems had been met.32

5.1

Categorical Linear Scales

Early attempts to create levels of autonomy used simple linear scales that were categorical as
opposed to cardinal (i.e. there is no meaning to the “distance” between levels, such that the
difference between 1 and 2 cannot be compared with the difference between 7 and 8, nor is 6
twice 3).
An early scheme was created by Sheradin, then working for NASA. Research into levels of
autonomy often references Sheridan’s Telerobotics, Automation, and Human Supervisory
Control33. Many of Sheridan’s examples focus on telerobotics where the human is physically
separated from the system but is still issuing commands. Sheridan proposes a 10 level scale of
degrees of automation (although they incorporate autonomy). Levels 2 through 4 are centred on
who makes the decisions, the human or the computer. Levels 5-9 are centred on how to
execute that decision. In particular, Sheridan provides insight into the effects an operator’s trust,
or lack of trust, has on an autonomous system. Trust in autonomy is the perceived technical and
operational reliability and the confidence placed in the autonomy by a human.
Table 5-1: Sheradin's Scale of Automation
1) The computer offers no assistance; the human must do it all.
2) The computer offers a complete set of action alternatives, and…
3) narrows the selection down to a few, or…
4) suggests one, and…
5) executes that suggestion if the human approves, or…
6) allows the human a restricted time to veto before automatic execution, or…
7) executes automatically, then necessarily informs the human, or…
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Clough, B. (2000). Metrics, schmetrics! How the heck do you determine a UAV’s autonomy anyway? in
Proceedings of AIAA 1st Technical Conference and Workshop on Unmanned Aerospace Vehicles, 2000.
33
Sheridan, T. B. (1992). Telerobotics, automation and human supervisory control. The MIT press.
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8) informs him after execution only if he asks, or…
9) informs him after execution if it, the computer decides to.
10) The computer decides everything and acts autonomously, ignoring the human.

A similar approach is used by the U.S Navy Office of Naval Research and used by the UK’s
Systems Engineering for Autonomous Systems Defence Technology Centre34

Table 5-2: US Navy Office of Naval Research Levels of Autonomy
Level

Name

1

Human Operated

All the activity in the system is a direct result of humaninitiated control inputs. The system has no autonomous
control of its environment, although it may have informationonly responses to sensed data.

2

Human Assisted

The system can perform activity in parallel with human input,
acting to augment the ability of the human to perform the
desired activity, but has no ability to act without
accompanying human input. An example is automobile
automatic transmission and anti-skid brakes.

3

Human Delegated

The system can perform limited control activity on a
delegated basis. The level encompasses automatic flight
controls, engine controls, and other low-level automation that
must be activated or deactivated by a human input and act in
mutual exclusion with human operation.

4

Human
Supervised

The system can perform a wide variety of activities given
top-level permissions or direction by a human. The system
provides sufficient insight into its internal operations and
behaviours that it can be easily understood by its human
supervisor and appropriately redirected. The system does
not have the capability to self-initiate behaviours that are not
within the scope of its current directed tasks.

5

Mixed Initiative

Both the human and the system can initiate behaviours
based on sensed data. The system can coordinate its

34
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Williams, R. (2008). Autonomous systems overview. BAE Systems.
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behaviour both explicitly and implicitly. The human can
understand the behaviours of the system in the same way
that he understands his own behaviours. A variety of means
are provided to regulate the authority of the system with
respect to human operators.
6

Fully Autonomous

The system requires no human intervention to perform any
of its designed activities across all planned ranges of
environmental conditions.

Table 5-3 shows another level of autonomy scale, which was developed by Clough35 for UAVs.
As the level gets higher, the scope and complexity of its independent behaviour increases. It is
assumed that a UAV with the lower levels of autonomy would be easy to prove safe. It can also
be noted that the first few levels of the Clough scale, up to and including level 4, bring
increasing ability for the system to autonomously resolve situations. There is also the potential
for reduced operator workload and detection and querying of incorrect human commands.
One question that arises is whether a vehicle that is fully dependent on a remote controller can
ever truly be “fail safe” if loss of communication became a factor. A system that has no further
autonomous capabilities cannot perform any contingency procedures (such as returning to
base). It can be assumed that the higher levels of autonomy may bring new hazards stemming
from their new capabilities. For example, level 7 has ‘predictive battlespace data in limited
range’ which could allow it to carry out an attack on the basis of inaccurate predictions of
friendly and enemy involvement, allowing it to attack a friendly position. It is clear that there are
different challenges at different levels.
Table 5-3: Clough's Levels of Autonomy
Level

Description

0

Remotely Piloted Vehicle

1

Execute Pre-Planned Mission

2

Changeable Mission

3

Robust Response to Real Time Faults/Events

4

Fault/Event Adaptive Vehicle
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Clough, B. (2002). Metrics, schmetrics! How the heck do you determine a UAV’s autonomy anyway? Air Force
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Research Lab., Wright-Patterson AFB, OH. In Proceedings of AIAA 1 Technical Conference and Workshop on
Unmanned Aerospace Vehicles, 2000.
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5

Real Time Multi-Vehicle Coordination

6

Real Time Multi-Vehicle Cooperation

7

Battlespace Knowledge

8

Battlespace Cognizance

9

Battlespace Swarm Cognizance

10

Fully Autonomous

In another approach, a study group for the NATO Industrial Advisory Group (NIAG) undertook a
pre-feasibility study on autonomous operations.36 The purpose of the study was to obtain
industries view of the degree of autonomy that is achievable for safe autonomous operations in
the future. The working group identified the degree of autonomy that was feasible, technologies
required, and assessed the maturity of enabling technologies. The study also considered
several systems analysis methodologies that could be applied in the human behavioural
process in unmanned systems. The WG decided to use the Observe-Orient-Decide-Act (OODA)
loop (Figure 5-1) to map the behaviour processes against the capabilities.
The NIAG working group identified four levels of autonomy:






Level 1: Remotely Controlled System- System Reactions and Behaviour depend on
operator input. (Non-autonomous)
Level 2: Automated System- Reactions and behaviour depend on fixed built in
functionality (pre-programmed)
Level 3: Autonomous non-learning system- Behaviour depends upon fixed built in
functionality or upon a fixed set of rules that dictate system behaviour (goal-directed
reaction and behaviour)
Level 4: Autonomous learning system with the ability to modify rule defining behavioursBehaviour depends upon a set of rules that can be modified for continuously improving
goal directed reactions and behaviours within an overarching set of inviolate
rules/behaviours.

Using their definitions, the NIAG working group determined that nearly all of today’s UAV
systems were either level 1 or 2. By their definition, to be autonomous, the system must have
the ability to operate without continual human intervention. Consequently, according to NIAG,
autonomy does not eliminate the human in the loop but instead changes the level of interaction
with the system.

36

NIAG. (2004).Pre-Feasibility study on UAV Autonomous Operations, NATO Industrial Advisory Group Special
Group 75.
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5.1.1 Assessment of Linear Categorical Scales
There are several advantages to using simple categorical linear scales for autonomy. They give
policy makers a reasonable conceptual understanding of autonomy and human-machine
interface issues, and they are simple to incorporate in policy / legal / regulative guidance.
The disadvantages, however, are that they are non-empirical and ambiguous, which makes
them challenging for systems engineering or technical uses and they are generic and do not
reference specific system functions.

5.2

Multi-Dimensional Scales

Multi-dimensional scales consist of increasing graduations or levels with descriptive indicators
for a set of dimensions that define what any particular level of autonomy looks like
In 2000, Parasuraman et al.37 proposed a revised model to describe levels of automation with
four dimensions that categorised the tasks of humans and systems: Information acquisition,
information analysis, decision and actions selection, and action implementation. While
Parasuraman’s focus was on a computer’s process of decision making, Proud et al.38 developed
a four-tier system based on the human process of decision making. It mapped eight levels of
autonomy over four dimensions represented by Boyd’s (OODA) loop (Figure 5-1). This
approach covers the multi UAV operations that are absolutely dependent on the implementation
of appropriate autonomy levels.
Developed for the NASA Johnson Space Center, Proud et al’s work aims to answer: how
autonomous should a system be? After establishing descriptors of levels of autonomy and
determining how to categorise the function types, an eight level scale of autonomy for each
OODA category was developed to determine the level of autonomy of a particular function.
Proud et al’s “Level of Autonomy Assessment Scale” was derived from a mix of research into
external autonomy applications (Sheridan, Parasuraman, etc) and additional research. The
scale’s intention is to help system designers more easily and accurately identify the appropriate
level of autonomy to design each function of their system. The advantage of employing the
OODA category aspect is that it allows more nuanced description than previous scales and the
function type can be weighted differently across a particular level.
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Figure 5-1: OODA Loop
Similar to Sheridan, the level of autonomy scales are bounded by levels 1 and 8, which
correspond to complete responsibility for human and computer. The team tailored each level of
autonomy scale to fit the tasks by function type (OODA). The levels of autonomy were broken
down into three sections. In levels 1-2, the human is primary. In levels 3-5, the computer
operates with human interaction. In levels 6-8, the computer operates independently of the
human, who has decreasing access to information and override capabilities.

Table 5-4: Proud et. al's Level of Autonomy Assessment Scale
Orient

Decide

Act

8

The computer gathers
filters, and prioritizes
data without displaying
any information to the
human.

The computer predicts,
interprets, and
integrates data into a
result which is not
displayed to the human.

The computer performs
ranking tasks. The
computer performs final
ranking, but does not
display results to the
human.

Computer executes
automatically and does
not allow any human
interaction.

7

The computer gathers
filters, and prioritizes
data without displaying
any information to the
human. Though, a
“program functioning”
flag is displayed.

The computer analyses,
predicts, interprets, and
integrates data into a
result which is only
displayed to the human
if result fits
programmed context
(context dependent

The computer performs
ranking tasks. The
computer performs final
ranking and displays a
reduced set ranked
options without
displaying “why”
decisions were made to

Computer executes
automatically and only
informs the human if
required by context. It
allows for override
ability after execution.
Human is shadow for
contingencies.

Level

Observe
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summaries).

the human.

6

The computer gathers,
filters, and prioritizes
information displayed to
the human.

The computer overlays
predictions with
analysis and interprets
the data. The human is
shown all results.

The computer performs
ranking tasks and
displays a reduced set
of ranked options while
displaying “why”
decisions were made to
the human.

Computer executes
automatically, informs
the human, and allows
for override ability after
execution. Human is
shadow for
contingencies.

5

The computer is
responsible for
gathering the
information for the
human, but it only
displays non-prioritized,
filtered information.

The computer overlays
predictions with
analysis and interprets
the data. The human
shadows the
interpretation for
contingencies.

The computer performs
ranking tasks. All
results including “why”
decisions were made to
the human.

Computer allows the
human a contextdependent restricted
time to veto before
execution. Human
shadows for
contingencies.

4

The computer is
responsible for
gathering the
information for the
human and for
displaying all
information, but it
highlights the nonprioritized, relevant
information for the user.

The computer analysis
the data and makes
predictions, though the
human is responsible
for interpretation of the
data.

Both human and
computer perform
ranking tasks, the
results from the
computer are
considered prime.

Computer allows the
human a preprogrammed restricted
tome to veto before
execution. Human
shadows for
contingencies.

3

The computer is
responsible for
gathering and
displaying unfiltered,
unprioritized information
for the human. The
human still is the prime
monitor for all
information.

Computer is the prime
source of analysis and
predictions, with human
shadow for
contingencies. The
human is responsible
for interpretation of the
data.

Both human and
computer perform
ranking tasks, the
results from the human
are considered prime.

Computer executes
decision after human
approval. Human
shadows for
contingencies.

2

Human is the prime
source for gathering
and monitoring all data,
with computer shadow
for emergencies.

Human is the prime
source of analysis and
predictions, with
computer shadow for
contingencies. The
human is responsible
for interpretation of the
data.

The human performs all
ranking tasks, but the
computer can be used
as a tool for assistance.

Human is the prime
source of execution,
with computer shadow
for contingencies.

1

Human is the only
source for gathering
and monitoring (defined
as filtering, prioritizing
and understanding) all
data.

Human is responsible
for analysing all data,
making predictions, and
interpretation of the
data.

The computer does not
assist in or perform
ranking tasks. Human
must do it all

Human alone can
execute decision.
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In another similar approach, Clough developed an Autonomy Control Level (ACL) framework
(reference?). The ACL specifies 11 levels of autonomy and introduces the notion that higher
levels of autonomy are defined by the ability to interact with multiple platforms. The levels of
autonomy are mapped across OODA loop dimensions.
Table 5-5: Clough's Autonomy Control Level Framework
Observe

Orient

Decide

Act

Perception /
Situational
Awareness

Analysis /
Coordination

Decision Making

Capability

10

Fully
autonomous

Cognizant of all
within battlespace

Coordinates as
necessary

Capable of total
independence

Requires little
guidance to do job

9

Battlespace
Swarm
Cognizance

Battlespace
inference – intent of
self and others
(allies and foes).

Strategic group goals
assigned

Distributed tactical
group planning

Enemy strategy
inferred

Individual
determination of
tactical goal

Group
accomplishment of
strategic goal with no
supervisory
assistance

Level

Level
Descriptor

Complex / intense
environment – onboard tracking

Individual task
planning/execution
Choose tactical
targets

8

Battlespace
cognizance

Proximity inference
– intent of self and
others (allies and
foes)
Reduced
dependence upon
off-board data

7

Battlespace
knowledge

Short track
awareness – history
and predictive
battlespace data in
limited range,
timeframe, and
numbers

Strategic group goals
assigned

Coordinated tactical
group planning

Enemy tactics
inferred

Individual task
planning/execution

ATR

Choose targets of
opportunity

Tactical group goals
assigned

Individual task
planning/execution to
meet goals

Group
accomplishment of
tactical goal with
minimal supervisory
assistance

Coordinate trajectory
planning and
execution to meet
goals –group

Group
accomplishment of
tactical goal with
minimal supervisory

Enemy trajectory
estimated

Group
accomplishment of
strategic goal with
minimal supervisory
assistance (example:
go SCUD hunting)

Limited inference
supplemented by
off-board data
6

Real time
multi-vehicle
cooperation

Ranged awareness
– on-board sensing
for long range,
supplemented by

Tactical group goals
assigned
Enemy location
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off-board data

sensed/estimated

optimization

assistance
Possible close air
space separation (1100 yds)

5

Real time
multi-vehicle
coordination

Sensed awareness
– local sensors to
detect others
Fused with off-board
data

Tactical group plan
assigned
RT health diagnosis;
ability to compensate
for most failures and
flight conditions;
ability to predict onset
of failures

On-board trajectory
re planning –
optimizes for current
and predictive
conditions
Collision avoidance

Fault / event
adaptive
vehicle

Deliberate
awareness – allies
communicate data

Tactical plan
assigned
Assigned ROE
Real-time health
diagnosis; ability to
compensate for most
failures and flight
conditions—inner
loop changes
reflected in outer loop
performance

3

Robust
response to
real time
faults /
events

Health / status
history and models

Tactical plan
assigned
RT health diagnosis
(what is the extent of
problems?)

Air collision
avoidance
Possible close air
space separation for
AAR, formation in
non-threat conditions

Group diagnosis and
resource
management
4

Group
accomplishment of
tactical plan as
externally assigned

On-board trajectory
re planning – event
driven

Self-accomplishment
of tactical plan as
externally assigned

Self-resource
management
DE confliction

Evaluate status vs.
requirement mission
capabilities

Self-accomplishment
of tactical plan as
externally assigned

Abort/RTB if
insufficient

Ability to compensate
for most control
failures and flight
conditions (i.e.
adaptive inner-loop
control)
2

Changeable
mission

Health / status
sensors

Real time health
diagnosis (do I have
problems?)
Off-board replan (as
required)

1

Execute
preplanned
mission

Preloaded mission
data
Flight control and

Pre/post flight BIT
Report status
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Execute preprogrammed or
uploaded plans in
response to mission
and health conditions

Self-accomplishment
of tactical plan as
externally assigned

Preprogrammed
mission and abort
plans

Wide airspace
separation
requirements (miles)

navigation sensing
0

Remotely
piloted
vehicle

Flight control
(altitude, rates)
sensing
Nose camera

Telemetered data

N/A

Remote pilot
commands

Control by remote
pilot

5.2.1 Assessment of Multi-Dimensional Functional Scales
Multi-dimensional functional scales are useful for systems engineering including cost-benefit or
system trade-off calculations about levels of autonomy, but they have several disadvantages.
First, the interpretation of any given level of autonomy depends strongly on the functional
division and classification, meaning that the level of autonomy may be affected by how functions
are described. Second, it is unclear about how to deal with situations where a level in one
particular dimension may be different to another dimension. In reality, there may be multiple
possible combinations, defined as the number of possible ways to choose d from [l x d], where d
= the number of dimensions and l = the number of levels.
Finally, these scales don’t help in defining autonomy, as there is no “intrinsic” scale of
autonomy, which is meaningful only in reference to some system function. Furthermore, the
multi-dimensional scales, in common with the linear scales, tend to mix graduations of
automation and autonomy in the same scale, thus confusing the distinction between the two.

5.3

Contextual Scales

A third set of scales define levels of autonomy in context or in reference to a set of conditions
external to the system.
The NIST set up a group to address the autonomy issue. This group proposed a framework to
consider the Autonomy levels for Unmanned Systems (ALFUS)39. The autonomy of an
unmanned system was defined as its ability to achieve its mission goals. The more complex the
goal, the higher level of autonomy it was determined to possess. Several other studies have
been conducted in the U.S, Australia and Europe, generating alternative metrics to assess the
quantitative and qualitative aspects of the autonomy of a system. The ALFUS created a
Detailed Model to characterise levels for autonomous unmanned systems and their missions
against three axes: mission complexity, human interface, and environmental difficulty.
The mission is decomposed into subtasks and assigned a metric score to each of the three
axes. Moving from the lowest to the highest level, a metric score and weight is assigned to each
axis for a given subtask. The metric scores and weights are averaged for each subtask level
and combined with the next higher levels score.

39

NIST (2012). Autonomy levels for unmanned systems (ALFUS) framework: Volume 1—Terminology, Version 2.0.
NIST Special Publication 1011-I-2.0
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Figure 5-2: Autonomy level for unmanned systems framework
The more recent attempt to address the issue of level of autonomy and its definition was
undertaken by A US DoD Defence Science Board Task Force. The task force produced a report
The Role of Autonomy in DoD Systems40 and suggested a completely different approach,
abandoning the concept of levels of autonomy, and instead creating an autonomous systems
reference framework.
The task force reviewed many DoD funded studies on “levels of autonomy” and concluded they
were not useful to the autonomy design process. These studies focused too much attention on
the computer and not enough on the collaboration between the computer and its operators. The
study concluded that at any stage of a mission it was possible for a system to be in more than
one level of autonomy at a given time.
The Task force recommended that the levels of autonomy approach should therefore be
replaced with a framework that explicitly:




Focuses design decisions on the explicit allocation of cognitive functions and
responsibilities between the human and the computer to achieve specific capabilities,
Recognises that these allocations may vary by mission phase as well as echelon and,
Makes visible the high-level system trades inherent in the design of autonomous
capabilities.

The task force suggests that the DoD should abandon the debate over definitions of levels of
autonomy and employ a three-facet autonomous systems framework, based on cognitive
echelon, mission timelines, and human–machine system trade space..

40

US DOD. (2012). Task Force Report: The Role of Autonomy in DOD Systems. Defense Science Board, United
States Department of Defence: Washington, DC; July 2012.
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6. Research Question 3 (Definition Proposal)
6.1

Dimensions of Autonomy

A challenge to create a definition for autonomous systems lies in the fundamental meaning of
autonomy. As elaborated in previous sections, autonomy can be described in both a general
sense, and with reference to a particular context or system. In terms of the general quality or
character of autonomy, there are two key mutually exclusive dimensions:



The first pertains to the characteristics of autonomy (i.e. self-governance) and
The second concerns the various external constraints on autonomy.

Table 6-1 elaborates on the conceptual understanding of autonomy in general with reference to
an “agent.” This table was derived by studying the various definitions from the literature, as well
as reviewing concepts such as machine learning, neural networks, and philosophical and
political science conceptions of autonomy and self-governance.

Table 6-1: Dimensions of Autonomy
Dimension 1: Characteristics of Autonomy
Goals

An autonomous agent has goals that drive its behaviour

Sensing

An autonomous agent senses both its internal state and the external
world by taking in information (e.g. electromagnetic waves, sound
waves).

Interpreting

An autonomous agent interprets information by translating raw inputs
into a form usable for decision making

Rationalising

An autonomous agent rationalises information against its current
internal state, external environment, and goals by a defined logic
(e.g. optimisation, random search, heuristic search), and generates
courses of action to meet goals

Decision making

An autonomous agent selects courses of action to meet its goals

Evaluating

An autonomous agent evaluates the consequences of its actions in
reference to goals and external constraints

Adapting

An autonomous agent adapts its internal state and functions of
sensing, interpreting, rationalising, decision making and evaluating,
to improve its goal attainment;

Dimension 2: Constraint on Autonomy
47

Sensing constraints

The sensing ability of an autonomous agent is constrained by the
quality, quantity, resolution of information attainable, or by the
physical capability of information sensors

Interpreting
constraints

The interpreting ability of an autonomous agent is limited by the
interpreting schemas it possesses. Schemas may be limited in
cognitive or processing power, adaptability, flexibility, or
interoperability with other schemas

Rationalising
constraints

The ability of an autonomous agent to rationalise information to
make decisions is constrained by the computational power and
internal design of the rationalising functions

Decision making
constraints

The decision making of an autonomous agent is constrained by the
ability to select a course of action without the approval or
intervention of a higher authority, or by the level of tolerable risk,
accuracy, sensitivity, and confidence assumed by the agent

Evaluating
constraints

The evaluating ability of an autonomous agent is constrained by
sensing, interpreting, rationalising and decision making processes
that perform the evaluating function

Adapting
constraints

The learning ability of an autonomous agent is constrained by the
cognitive capacity of processing functions

Environmental
constraints

The various self-governing functions of an autonomous agent are
constrained by external factors in the environment, including:
dynamic variation in the environment, and the extent to which the
agent is able to operate in an environment.

Goal—ability
mismatch
constraints

The self-governing ability of an autonomous agent is constrained by
potential mismatches between the goals of the agent, and the
agent’s ability to meet them.

As Table 6-1 begins to suggest, conceptualising the meaning of autonomy in detail can only be
done in relation to conditions external to the agent. Autonomy is not a property of a system,
such as colour, mass, or temperature. Instead autonomy is a relational property that can only be
properly defined in a particular context in reference to certain characteristics.

6.2

Initial Definition for Autonomous System

A suggested initial definition of autonomous system was discussed and validated during the
September 2013 Typology Workshop. This definition may change as understanding of
autonomy is refined during the course of the MCDC project.
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Autonomous System: A system that is able to complete a task or execute
a function without human intervention using a variety of intelligent behaviours,
which may include reasoning and problem solving, adaptation to unexpected
situations, self-direction, and learning.
Which system functions are autonomous, and the extent to which human operators can
direct, control or cancel autonomous operation of a function, is determined by system
design trade-offs, mission complexity, external operating environment conditions, and
legal or policy constraints.
This can be contrasted against a highly automated system, which although requires no
human intervention, operates using a fixed set of inputs, rules, and outputs, and whose
behaviour is deterministic and largely predictable.

6.2.1 Derivation of Definition
The following table gives a specific derivation of the definition and records the understanding
captured in the September workshop.

Component of Definition

Derivation / Understanding

Autonomous System

While it was recognised that System with Autonomous
Capabilities is more accurate, a name change at this stage
of the project is unhelpful.
System with autonomous capabilities conveys the
understanding that technology is very far from producing
autonomy to the same extent of a sentient animal (i.e.
human). It is more realistic to presume that any given
defence system will perform a variety of functions, not all of
which are autonomous.

A system that is able to
complete a task or execute a
function…

Emphasises again the fact that the system performs specific
functions that may be considered autonomous, rather than
the system in totality being autonomous.

…without human
intervention…

A key criterion for system autonomy, with the understanding
that a human may execute or terminate, plan or reprogram
any particular function.

…using a variety of intelligent
behaviours…

Intelligent behaviours is used in a general sense to
distinguish from behaviours that, although very complex,
are automatic, meaning they rely on a set of known inputs
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and follow fixed algorithms to produce known (or at least
deterministic) outputs.
…which may include…

A rigorous description of intelligent behaviour is a very
complex task, which involves drawing on a variety of
academic disciplines. This phrase was chosen to give
flexibility and to convey that autonomous behaviour must
include at least one item from this list

…reasoning and problem
solving, adaptation to
unexpected situations, selfdirection, and learning

These are drawn from the definitional and dimensional
analysis of autonomy.
While earlier definitions required the total set of
characteristics to be considered autonomous, discussion
from the workshop revealed that a more flexible definition
was preferable.
Caution must be used when considering learning. Learninglike behaviour may be observed in system, but this may not
actually be learning in the same way that sentient creatures
learn. Further work is required to rigorously specific the
distinction and overlaps between adaptation and learning .

Which system functions are
autonomous, and the extent
to which human operators can
direct, control or cancel
autonomous operation of a
function is determined by…

Again, this attributes autonomy to system functions.

…system design trade-offs,
mission complexity, external
operating environment
conditions, and legal or policy
constraints.

Caveats to the extent of human control and gives
understanding that it could vary quite considerably
depending on factors external to the system.

This can be contrasted
against a highly automated
system, which although
requires no human
intervention, operates using a
fixed set of inputs, rules, and
outputs, and whose behaviour
is deterministic and largely
predictable

This is an optional caveat to the definition, which contrast
autonomy with automatic.

Makes clear that human operators are able to direct, control
or cancel system functions, dependent on certain factors.
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6.3

Continuing the Analysis of Definition

At subsequent workshops following the September 2013 Typology event, several problems with
definitions were raised both in workshops and in published research41. These problems were
addressed at the workshop in Prague, June 9-13, 2014. As a result of improved understanding
and the input of new subject matter experts, the definition was revised.
The following sections describe the various problems with the proposed definitions and suggest
a way to resolve them, which was agreed at the Prague workshop by MCDC AxS Focus Area
participants.

6.3.1 Ascribing Human Characteristics to Systems
There is a subtle, but vitally important issue with anthropomorphization of machines (i.e.
ascribing human characteristics to a thing that is not human). When human concepts such as
autonomy, intelligence or emotion are used as qualifiers for machines—autonomous robot;
intelligent platform etc.—there is potential for several points of confusion.
First, the true meaning of “autonomy”—as described in Table 5-1—simply may not be
understood. Certainly in the defence sector, evidence shows that “autonomous system” is
rapidly becoming the term du jour. While many users may understand the notion that machines
cannot be autonomous and only exhibit “autonomous-like” behaviours relative to a certain level
of human control and task-environment complexity; many others do not and thus either use the
term inappropriately or are unnecessarily cautious.
Second, given that a machine or system in totality cannot be autonomous, the term
“autonomous system” is used with the unstated assumption that not all parts of the system
exhibit autonomous-like behaviour. This creates scope for ambiguity, as any or all of potentially
millions of system functions could exhibit autonomous-like behaviours. As described below,
modifications such as “autonomous platform in a human-machine system” do not resolve the
issues. This confusion is illustrated diagrammatically in Figure 6-1.
While these confusions were partially acknowledged in the original proposed definition, the
definition concept still treated “autonomy” as a quality or characteristic possessed by the
system—as acknowledged by the term (with implied grammar of possession) “system with
autonomous capabilities.” The proposed solution reverses this relationship to “autonomous
functioning within a system, thus removing the implied grammar of possession.

6.3.2 Over-applicability of definitions
A major problem with the original proposal was that it could apply to sentient creatures (animals
or insects). Thus the suggestion was made to include the idea that computer programming
interacts with the external environment to produce autonomous-like behaviours.
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Stensson, P.& Jansson, A. (2014). Autonomous technology – sources of confusion: A model for explanation and
prediction of conceptual shifts. Ergonomics,57(3), 455-470.
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6.3.3 Resolving the Definitional Problems
The findings of this report emphasise that creating a definition for “autonomous system,”
“autonomous platform,” or otherwise, is inherently misleading without appropriate caution.
Ideally, “autonomous system” should be purged from our lexicons, however, this is an
impractical suggestion given the prevalent usage of the term. The key point is that using
“autonomous + [system/platform/robot/machine etc.] detracts from the real issue most relevant
to policy, legal and engineering issues—the level of human control necessary and possible over
a machine.
A recommendation emerging from this analysis, therefore, is that senior policy makers and other
relevant personnel should not be dissuaded from generally using the term “autonomous system”
but should be fully aware of the implications, and should be in the practice of caveating
documents, presentations and speeches with the text included in the proposed definition in
section 5.4. Attempting to create definitions for “autonomous systems” should be avoided,
because by definition, machines cannot be autonomous (see Stensson and Jansson, 2014, for
an elaboration of this argument).

Figure 6-1: Terminological Ambiguities
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6.4

Updated Definition: “Autonomous Functioning in a System”

Autonomous functioning refers to the ability of a system, platform, or software,
to complete a task without human intervention, using behaviours resulting from
the interaction of computer programming with the external environment.
Tasks or functions executed either by a platform, or distributed between a platform and
other parts of the system, may be performed using a variety of behaviours, which may
include reasoning and problem solving, adaptation to unexpected situations, selfdirection, and learning.
Which functions are autonomous, and the extent to which human operators can direct,
control or cancel functions, is determined by system design trade-offs, mission
complexity, external operating environment conditions, and legal or policy constraints.
This can be contrasted against automated functions, which although requires no
human intervention, operate using a fixed set of inputs, rules, and outputs, whose
behaviour is deterministic and largely predictable. Automatic functions do not permit
dynamic adaptation of inputs, rules, or outputs.
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7. Research Question 4 (Scoping AxS)
This section gathers and organises the core dimensions of autonomous systems based on the
literature reviewed. This dimensional analysis finds that, while knowing the discrete level of
autonomy can be important, in terms of systems design and understanding the implications of
autonomy, the full context must be considered.
In this case, “context” refers to the particular mission, the command structure, the way in which
autonomous platforms are used, the complexity of environment, and the domain of operation.
This dimensional analysis finds that while knowing the discrete level of autonomy can be
important, the context is more important; the particular mission, the command structure, the way
in which the autonomous agent is used, the complexity of environment etc. These dimensions
attempt to stay above the technical and engineering design levels (e.g. algorithm and network
design).
The purpose of Table 7-1 is to details the specific categories of each dimension. The intent of
this table is to ensure that AxS Focus Area studies are scoped accordingly by considering the
full range of factors.
Table 7-1: Dimension of Autonomous Systems
Dimension

Categories

Meaning and Relevant Questions

Cognitive Echelon
(Scope of Control
of System)

Mission level

From the perspective of mission commander or other
leadership, relevant tasks are:

While autonomy is
often applied only in
the context of a
platform (under the
span of control of an
operator) it is
important to consider
autonomy as a
capability relevant for
all “cognitive
echelons,” or span of
control, from a
mission commander
to a platform operator.
This dimension
considers how
autonomy affects
decisions at all levels
of command.
Autonomy in systems
should not be
conceptualised only at

-

Scenario planning and decision making
Scenario assessment and understanding
Information and network management
Contingency management

Issues (areas where autonomy could improve system)
- How can multiple platforms be tasked?
- How are operational level objectives defined and
interpreted?
- How are system tasks prioritized?
Section level

From the perspective of section leader, team lead or team
members, relevant issues are:
- Mission planning and decision making
- Failure anticipation and re-planning
- Multi-agent communication and collaboration
Issues (areas where autonomy could improve system)
- How can courses of action for a system be generated
and prioritized?
- How can systems coordinate and collaborate
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Dimension
the platform—
operator level, but at
all levels of command.

Categories

Meaning and Relevant Questions
dynamically?

Platform level

From the perspective of a platform operator, relevant
issues are:
-

Mission Phase
Many of the scale and
level of autonomy
models are unable to
convey how decision
types change over the
timeline of a mission.
The level of autonomy
in various system
functions is of varying
importance,
depending on the
mission phase and
mission character. In
mission planning, for
example, autonomous
functions may exploit
advanced planning
algorithms to
generate route
options in the context
of wider mission
goals. In the mission
implementation
phase, more familiar
concerns are covered
by autonomous
functions: waypoint
planning, cruise
control, payload
delivery etc.

System Trade
Space
In the design of
systems, there are
multiple trade-offs
made to optimize
certain characteristics
or functions at the

Sensor and weapons management
Guidance, navigation and control
Fault detection, platform health management
Situational awareness
Communications

Planning

- Route optimization, fuel management, improved
targeting accuracy etc.
- Risk management
- Goal analysis (systems could help determine if military
objectives were achievable)

Initiation

- Procedures for transfer of responsibility of functions
from human to machines
- Dynamic customization for operators, contexts (e.g.
system optimizes level of control based on human
capacity, or physical condition)

Implementation

- Plan monitoring (determine continuing relevance of
mission objectives)
- Data storage and archive
- Data transmission

Termination

- Procedures for transfer of responsibility back to humans
- Data storage and archive
- Dynamic customization for operators, contexts (e.g.
system optimizes level of control based on human
capacity, or physical condition)

System optimality
vs. system
resilience and
adaptability

How well can the system balance the need for optimal
performance in specific missions, versus the need for
adaptability for new missions?
Sensors and algorithms can be highly autonomous for a
specific task, but to broaden the scope of expected tasks
could require more human control or make the system
more vulnerable to unexpected events.
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Dimension
expense of others.
Adding autonomy to
certain system
functions increases
certain capabilities,
but it requires tradeoffs to be made. For
example, increasing
the autonomy of a
platform often
requires increased
sensing and
computing capability,
which require power
and space, and
bandwidth. This
dimension suggests
viewing autonomy
through the various
design trade-offs that
must be made

Level of Human
Intervention

Categories

Meaning and Relevant Questions

Re-planning ability
(efficiency versus
responsiveness)

Efficient systems exploit prior knowledge and
expectations to minimise computational resources. In the
event of changing circumstances, the system cannot rely
on this prior knowledge and needs to dynamically adapt.
This ability to dynamically sense, re-plan, and adapt,
reduces the potential efficiency of a system.

Distribution of
processing power
(decentralised vs.
centralised)

The “cognitive architecture” of a platform need not
physically reside on the platform. Computing tasks can be
conducted by a centralised computer and data transferred
via a comms link, yet there may be multiple
considerations concerning the comms (bandwidth,
security, availability etc.). Coordination between platforms
may also be an issue.
Placing the decision-making architecture on-board a
platform avoids the comms and coordination problems,
but increases the level of computing power required.

Perspectives
(local vs. global)

Perception at one scale obscures or distracts from
perception at another. Autonomy may help in managing
the balance between scale (e.g. by dynamically adjusting
the resolution of imagery capture devices)

Responsibility
(human vs.
automated)

Balance between the need to micromanage a platform
versus setting overall mission goals

Multiple possible
categories

The level of human intervention is the basis for many of
the scales of autonomy developed. In terms of system
design, and potential legal issues, several variables are
important.
- Frequency of intervention
- Duration of intervention
- Workload of system management
- Skills required by operator
- Level of authority for actions of system
- Level of responsibility for consequence of system’s
actions
- Operator to system ratio

Level of Human
Intervention by
Task

Multiple possible
task categories

There are multiple possible tasks that may be performed
by an autonomous system. This dimension is actually
perpendicular to the level of human intervention, in that
for each mission task, the level of human intervention in
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Dimension

Categories

Meaning and Relevant Questions
terms of frequency, duration, authority, responsibility etc.
should be examined.
 Mission planning
 Launch
 Target selection
 Target attack
 Navigation
 Control
 Network management
 Information management
 Resource balancing
 Failure anticipation
 Fault detection
 Situational awareness
 Communication
 Plan change
 Return

Level of
weaponisation

Projectile
Explosive
Defensive
measures (e.g.
countermeasure,
return fire…)
Directed energy
Nonlethal

Target type

Person
Person operating
weapon
Person operating
system
Non-living object
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Dimension

Categories

Meaning and Relevant Questions

Non-living object
autonomous
system
Category of
System

- Spacecraft
- Aircraft
- Vessel
- Submersible

This dimension is relevant primarily for the scoping of
project work on autonomous systems. It does not affect
the particular meaning of autonomy, nor are design
considerations particularly different for each category
(with the possible exception of cyber).

- Land vehicle
- Cyber
Type of
Environment

Static profile

Refers to the particular nature of static objects in the
environment, namely physical and relatively unmovable
surfaces (e.g. terrain, sea-bed, vegetation, buildings).
Depending on the terrain profile, possible system
autonomy could vary considerably.

Dynamic variation

Refers to the potential collision frequency. Most
autonomous systems would feature some collision
avoidance system. The more potential for collisions, the
more computing power is required for the system to
maintain any given level of autonomy.

Electromagnetic
profile

The electromagnetic signal density across all frequencies
will affect the various sensing and electronic-based
functions of any system. Thus certain sensors require
more computing power to operate under certain
conditions.

Meteorological
profile

Related to the dynamic variation category, the weather
conditions in the environment can affect the system
operation in a more immediate and obvious way. To
maintain any given level of autonomy requires increasing
design considerations, the wider the expected range of
operating conditions of the system.

Threats

Again, related to the dynamic variation category, the
threat nature of the environment is likely to affect the
possible level of autonomy.

58

Dimension

Categories

Meaning and Relevant Questions

Mission
complexity

Tasks and
subtasks

A multitude of factors increase mission complexity, and
thus affect the level of autonomy possible for any system
and its control

Commanding
structures
Planning and
decision making
Allowed latencies
Situational
awareness

- Mission time constraints
- Precision constraints and repeatability, in navigation,
manipulation, detection, perception, etc.
- Level of collaboration required
- Concurrence and synchronization of events and
behaviors
- Resource management, e.g. power, bandwidth, and
ammunition
- Authority hierarchy, for data access, plan execution,
etc.
- Rules of engagement
- Nature and possible operating logic of adversaries
- Risks, and survivability; e.g. signature reduction of self
might add to the complexity of the mission
- Knowledge requirements: knowledge dependence—
types and amounts of information required correlate to
mission complexity; a priori knowledge might make
planning easier
- Knowledge availability, uncertainty, or learning
requirements
- Sensory and the processing requirements
- Human interface requirements could affect mission
planning and execution, thus affecting mission
complexity
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Introduction
NATO Headquarters Supreme Allied Commander Transformation (HQ SACT) has proposed
a study to explore the opportunities and challenges of introducing autonomous 42 functions
to military systems. Particular attention will be paid to employing those systems as an important
enabler for gaining Operational Access. The final study will attempt to bring more clarity to the
debate over the development and use of autonomous systems by the military, were the
technological side of AxS43 plays the key role in its understanding, interaction and application.
The number of applications of AxS, especially robotic systems in military operations is
constantly growing. However, the operational use of land-based robotic devices significantly
lags behind that of air robotic systems, potential capabilities of existing ground robotic systems
can extend far beyond their use by EOD teams or military engineers in area/route clearance
operations (which is currently the most common application of ground robots). For instance, the
CUAV (Combat Unmanned Air Vehicle) concept has been around for several years, with a very
successful operational record, but combat land robots have not advanced beyond the stage of
early infancy.
Over the past decade, remotely-operated unmanned systems have proven their value in military
operations. They have evolved rapidly and the introduction of autonomous functions to
unmanned systems is just the natural next step.
Autonomous Systems (AxS) can accomplish certain tasks and make certain decisions
independently, without interference with their human operator(s). The core of AxS is complex
and sophisticated algorithm, determining its behaviour and intelligence. Abilities of those
systems are extended and optimized by mechanical and electronically design, enabling the
interaction with operational environment. Such systems will probably have a critical impact on
defense and security, and may become decisive to modern warfare. Several (some of them are
development or experimental) prototypes with autonomous capabilities are already operational.
AxS will be probably ideal tools for a wide range of functions supporting Combined Operational
Access (COA). They are developed for use in unfamiliar, hazardous and austere environments.
Moreover, AxS can will probably operate at a tempo exceeding human perception and suppress
adversary’s defensive systems with no risk to coalition force lives.
Depending on requirements, AxS can be built to have specific additional characteristics like
stealth, very small size or extended range end endurance.
Their ability to operate in synchronized swarms can be explored to create deception and
engage the enemy on multiple, independent lines. When necessary, such systems could
execute very risky, even suicidal missions.

42

Autonomous (adj.), 1800, from Greek autonomos "having one's own laws," of animals, "feeding or ranging at will,"
from autos "self" (see auto-) + nomos "law" (see numismatics).
43
In this document, the name “autonomous systems” and “unmanned systems with autonomous functions” will be
abbreviated by the acronym “AxS” where “x” replaces one of the domains: land, maritime (surface, sub-surface), air,
space and cyber.
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There are concerns over the “dehumanization” of warfare, availability of AxS to adversaries,
poor adaptability when compared to manned systems, negative public perception, potential risk
of an arms race and lowering the conflict threshold or problems with certification of autonomous
functions.
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1.

Aim of the study

In order to support high order study focused on awareness and understanding of autonomous
systems (AxS) in context of Combined Operational Access (COA), this document should
provide basic information about development background and technological nature of the AxS,
to understand its potential power in future military operations.
The main aim of the tech study is to:


Summarize contemporary technology, approaches to AxS and development trends



Short term prediction of the future concepts and abilities od AxS



Estimation of critical points/areas and risks in AxS technology development

Remark: This study is a living document, intended to evolve with the development of:


The various AxS technological concepts,



The philosophical approach to robotic systems integration
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2.

Perception of AxS from the technological
perspective

In context of Typology Phase, the following temporary definition of AxS was agreed:
autonomous systems (AxS) have a certain level of self-governance and are capable of making
some decisions independently of their human operators, when given the operator's permission
to do so, depending upon the particular system and mission context.


In contemporary time, autonomous systems are perceived as a complex
electronic device driven by sophisticated software. Mostly the AxS are linked to
robotic systems, which give them a HW shape, but the core of the AxS remains
in the SW. The key is the artificial intelligence level, which from pragmatically
point of view brings the key benefits and creates a difference between the
automation and autonomy.

67

3.

Short AxS history
3.1

Remotely controlled systems

Although the remotely controlled systems should not be considered as an autonomous or highly
automated systems from the point of view of advanced control, several systems created a
significant technological breakthrough throughout the history. This first part of Chapter 3
addresses this issue to highlight them.
Tesla’s Revolutionary Demonstration:
In 1898, Tesla demonstrated a radio-controlled boat—which he dubbed "teleautomaton"—to the
public during an electrical exhibition at Madison Square Garden. The crowd that witnessed the
demonstration made outrageous claims about the workings of the boat: everything from magic
to telepathy to being piloted by a trained monkey hidden inside. Tesla tried to sell his idea to the
U.S. military as a type of radio-controlled torpedo, but they showed little interest. The world of
1898 had little understanding or use for Tesla's brilliant idea. Though he rather darkly imagined
a military clamor for such things as radio-guided torpedoes, government interest did not
materialize. (In one of history's curious footnotes, Tesla's good friend Mark Twain wrote
immediately to say he was anxious to represent Tesla in the sale of this "destructive terror which
you have been inventing" to England and Germany.) The navy did finance some trials in 1916,
but the money went to one of Tesla's competitors. He remarked bitterly he could find no
listeners until his patent had expired.
Remote radio control remained a novelty until World War I and afterward, when a number of
countries used it in military programs. Tesla took the opportunity to further demonstrate
"Teleautomatics" in an address to a meeting of the Commercial Club in Chicago, whilst he was
travelling to Colorado Springs, on 13 May 1899.
The Boat :
Tesla's tublike craft powered itself; there were several large batteries on board. Radio signals
controlled switches, which energized the boat's propeller, rudder, and scaled-down running
lights—simple enough in concept, but quite difficult to accomplish with existing devices. Even
registering the arrival of a radio signal pulse taxed the rudimentary technology. Tesla invented a
new kind of coherer (a radio-activated switch) for this purpose, essentially a canister with a little
metal oxide powder in it. The powder orients itself in the presence of an electromagnetic field,
like radio waves, and becomes conductive. If the canister is flipped over, after the pulse's
passage, the powder is restored to a random, nonconductive state.
Tesla contrived for a number of things to happen when the coherer conducted, most importantly
for a disk bearing several differently organized sets of contacts to advance itself one step. Thus,
if the contacts had previously connected the combination "right rudder/propeller forward full/light
off," the next step might combine "rudder center/propeller stop/lights on." And with the aid of a
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few levers, gears, springs, and motors all would be accomplished, including a final step, flipping
the coherer over so that it was ready to receive the next instruction.
Tesla's fears (and Twain's business hopes) were misplaced. The world's military establishments
discovered many destructive terrors, but radio-controlled devices didn't number among them in
any significant way until late in the twentieth century, with refinements in rocketry and guided
bombs. Radio control remained a novelty, an exciting field for experimentalists and specialists,
until the launching of the Space Age and the orbiting of myriad commercial and military
satellites, all under remote control.

Picture 1: Tesla’s remotely accessed boat
[1.] Jonnes, Jill (2004). Empires of Light: Edison, Tesla, Westinghouse, and the Race to Electrify
the World. Random House Trade Paperbacks. ISBN 978-0-375-75884-3.
[23.] "Tesla Timeline". Tesla Universe. Retrieved 20 May 2013.
[97.] Eger, Christopher (1 April 2007) "The Robot Boat of Nikola Tesla: The Beginnings of the
UUV and remote control weapons"
[98.] P. W. Singer, Wired for War: The Robotics Revolution and Conflict in the Twenty-First
Century – Robots Go To War. Books.google.com. Retrieved 10 September 2012.
[99.]Fitzsimons, Bernard, ed. "Fritz-X", in The Illustrated Encyclopedia of 20th Century Weapons
and Warfare (London: Phoebus, 1978), Volume 10, p.1037.
Source: http://en.wikipedia.org/wiki/Nikola_Tesla
Teleoperated tanks
Teletanks were a series of wireless remotely controlled unmanned tanks produced in the Soviet
Union in the 1930s and early 1940s.They saw their first combat use in the Winter War, at the
start of World War II. A teletank is controlled by radio from a control tank at a distance of 500–
1,500 metres, the two constituting a telemechanical group. Teletanks were used by the Soviet
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Red Army in the Winter War, fielding at least two teletank battalions at the beginning of the
Great Patriotic War.
Teletanks were equipped with DT machine guns, flamethrowers, smoke canisters, and
sometimes a special 200–700 kg time bomb in an armoured box, dropped by the tank near the
enemy's fortifications and used to destroy bunkers up to four levels below ground.[citation
needed] Teletanks were also designed to be capable of using chemical weapons, although they
were not used in combat. Each teletank, depending on its model, was able to recognize sixteen
to twenty-four different commands sent via radio on two possible frequencies to avoid
interference and jamming. Teletanks were built based on T-18, T-26, T-38, BT-5 and BT-7
tanks.
Standard tactics were for the control tank (with radio transmitter and operator) to stay back as
far as practicable while the teletank (TT) approached the enemy.[1] The control tank would
provide fire support as well as protection for the radio control operator. If the enemy was
successful at seizing the teletank, the control tank crew was instructed to destroy it with its main
gun. When not in combat the teletank was driven manually.
In addition to teletanks, there were also remotely controlled telecutters and teleplanes in the
Red Army.

Figure 2:
[1.] Alexander Lychagin "What is Teletank?" (Google translated page) (in English from
Russian). Odint Soviet news. Retrieved 1 August 2010.
[2.] Alexey Isaev. 1942, Battle of Kharkov. Interview for Echo of Moscow radio station - (Russian
with lots of cookies)
[3.]http://pvo.guns.ru/book/vniirt/index.htm#_Toc122708803 (Google cache: [1]) Short essays
on history of VNIIRT: development of telemechanical cutters (Russian)
Source: http://en.wikipedia.org/wiki/Teletank
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3.2

Autonomous or highly automatic systems

V-1 rocket:
The V-1 flying bomb (German: Vergeltungswaffe 1)—also known as the buzz bomb, or
doodlebug—was an early pulse-jet-powered predecessor of the cruise missile.
The V-1 was developed at Peenemünde Army Research Centre by the German Luftwaffe
during the Second World War. During initial development it was known by the codename
"Cherry Stone". The first of the so-called Vergeltungswaffen series designed for terror bombing
of London, the V-1 was fired from launch sites along the French (Pas-de-Calais) and Dutch
coasts. The first V-1 was launched at London on 13 June 1944, one week after (and prompted
by) the successful Allied landing in Europe. At its peak, more than one hundred V-1s a day were
fired at south-east England, 9,521 in total, decreasing in number as sites were overrun until
October 1944, when the last V-1 site in range of Britain was overrun by Allied forces. This
caused the remaining V-1s to be directed at the port of Antwerp and other targets in Belgium,
with 2,448 V-1s being launched. The attacks stopped when the last site was overrun on 29
March 1945.
The British operated an arrangement of defence’s (including guns and fighter aircraft) to
intercept the bombs before they reached their targets as part of Operation Crossbow, while the
launch sites and underground V-1 storage depots were targets of strategic bombing.
Guidance system:
The V-1 guidance system used a simple autopilot to regulate altitude and airspeed, developed
by Askania in Berlin.[8] (The RLM at first planned to use a radio-control system with the V-1 for
precision attacks, but the government decided to instead use the missile against London.) A
weighted pendulum system provided fore-and-aft attitude measurement to control pitch
(damped by a gyrocompass, which it also stabilized). Operating power for the gyroscope
platform and the flight control actuators was provided by two large spherical compressed air
tanks which also pressurized the fuel tank. These air tanks were charged to 15,000 kPa before
launch. With the counter determining how far the missile would fly, it was only necessary to
launch the V-1 with the ramp pointing in the approximate direction, and the autopilot controlled
the flight.
There was a more sophisticated interaction between yaw, roll, and other sensors: a
gyrocompass (set by swinging in a hangar before launch) gave feedback to control the
dynamics of pitch and roll, but it was angled away from the horizontal so that controlling these
degrees of freedom interacted: the gyroscope remained true on the basis of feedback received
from a magnetic compass,[citation needed] and from the fore and aft pendulum. This interaction
meant that rudder control was sufficient for steering and no banking mechanism was needed. In
a V-1 which landed in March 1945 without detonating between Tilburg and Goirle, Netherlands,
several rolled issues of the German wartime propaganda magazine Signal were found inserted
into the left wing's tubular steel spar, used for weight to preset the missile's static equilibrium
before launching. It is also known that several of the first buzz bombs to be launched were
provided with a small radio transmitter (using a triode valve marked 'S3' but being equivalent to
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a then-current power valve, type RL 2,4T1), to check the general direction of flight related to the
launching place's and the target's grid coordinates by radio bearing.
An odometer driven by a vane anemometer on the nose determined when the target area had
been reached, accurately enough for area bombing. Before launch, the counter was set to a
value that would reach zero upon arrival at the target in the prevailing wind conditions. As the
missile flew, the airflow turned the propeller, and every 30 rotations of the propeller counted
down one number on the counter. This counter triggered the arming of the warhead after about
60 km (37 mi). When the count reached zero, two detonating bolts were fired. Two spoilers on
the elevator were released, the linkage between the elevator and servo was jammed and a
guillotine device cut off the control hoses to the rudder servo, setting the rudder in neutral.
These actions put the V-1 into a steep dive. While this was originally intended to be a power
dive, in practice the dive caused the fuel flow to cease, which stopped the engine. The sudden
silence after the buzzing alerted listeners of the impending impact. The fuel problem was quickly
fixed, and when the last V-1s fell, the majority hit under power.

Figure 3: Source: http://en.wikipedia.org/wiki/V-1_flying_bomb#CITEREFZaloga2005
V-2 rocket:
The V-2 (German: Vergeltungswaffe 2, "Vengeance Weapon 2"), technical name Aggregat-4
(A4), was the world's first long-range ballistic missile. It was developed during the Second World
War in Germany, specifically targeted at London and later Antwerp.
Commonly referred to as the V-2 rocket, the liquid-propellant rocket was a combat-ballistic
missile, now considered short-range, and first known human artifact to enter outer space. It was
the progenitor of all modern rockets, including those used by the United States and Soviet
Union's space programs. During the aftermath of World War II the American, Soviet and British
governments all gained access to the V-2's technical designs as well as the actual German
scientists responsible for creating the rockets, via Operation Paperclip, Operation Osoaviakhim
and Operation Backfire respectively.
The weapon was presented by Nazi propaganda as retaliation for the bombers that attacked
ever more German cities from 1942 until Germany surrendered.
Beginning in September 1944, over 3,000 V-2s were launched as military rockets by the
German Wehrmacht against Allied targets during the war, mostly London and later Antwerp and
Liège. According to a BBC documentary in 2011, the attacks resulted in the deaths of an
estimated 9,000 civilians and military personnel, while 12,000 forced labourers and
concentration camp prisoners were killed producing the weapons.
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Technical details:
The A-4 used a 75% ethanol/water mixture for fuel and liquid oxygen (LOX) for oxidizer. At
launch the A-4 propelled itself for up to 65 seconds on its own power, and a program motor
controlled the pitch to the specified angle at engine shutdown, from which the rocket continued
on a ballistic free-fall trajectory. The rocket reached a height of 80 km (50 mi) after shutting off
the engine. The fuel and oxidizer pumps were steam turbines, and the steam was produced by
concentrated hydrogen peroxide with sodium permanganate catalyst. Both the alcohol and
oxygen tanks were an aluminium-magnesium alloy. The combustion burner reached a
temperature of 2500–2700 °C (4500 – 4900 °F). The alcohol-water fuel was pumped along the
double wall of the main combustion burner. This regenerative cooling heated the fuel and
cooled the combustion chamber. The fuel was then pumped into the main burner chamber
through 1,224 nozzles, which assured the correct mixture of alcohol and oxygen at all times.
Small holes also permitted some alcohol to escape directly into the combustion chamber,
forming a cooled boundary layer that further protected the wall of the chamber, especially at the
throat where the chamber was narrowest. The boundary layer alcohol ignited in contact with the
atmosphere, accounting for the long, diffuse exhaust plume. By contrast, later, post-V-2 engine
designs not employing this alcohol boundary layer cooling show a translucent plume with shock
diamonds.
The V-2 was guided by four external rudders on the tail fins, and four internal graphite vanes at
the exit of the motor. The LEV-3 guidance system consisted of two free gyroscopes (a
horizontal and a vertical) for lateral stabilization, and a PIGA accelerometer to control engine
cutoff at a specified velocity. The V-2 was launched from a pre-surveyed location, so the
distance and azimuth to the target were known. Fin 1 of the missile was aligned to the target
azimuth.
Some later V-2s used "guide beams", radio signals transmitted from the ground, to keep the
missile on course, but the first models used a simple analogue computer that adjusted the
azimuth for the rocket, and the flying distance was controlled by the timing of the engine cut-off,
"Brennschluss", ground controlled by a Doppler system or by different types of on-board
integrating accelerometers. The rocket stopped accelerating and soon reached the top of the
approximately parabolic flight curve.
Dr. Friedrich Kirchstein of Siemens of Berlin developed the V-2 radio controls for motor-cut-off
(German: Brennschluss). For velocity measurement, Professor Wolman of Dresden created an
alternative of his Doppler tracking system in 1940–41, which used a ground signal transponded
by the A-4 to measure the velocity of the missile. By 9 February 1942, Peenemünde engineer
de Beek had documented the radio interference area of a V-2 as 10,000 meters around the
"Firing Point", and the first successful A-4 flight on 3 October 1943, used radio control for
Brennschluss. Although Hitler commented on 22 September 1943, that "It is a great load off our
minds that we have dispensed with the radio guiding-beam; now no opening remains for the
British to interfere technically with the missile in flight", about 20% of the operational V-2
launches were beam-guided. The Operation Pinguin V-2 offensive began on 8 September 1944,
when Lehr- und Versuchsbatterie No. 444 (English: Training and Testing Battery 444) launched
a single rocket guided by a radio beam directed at Paris: 47 Wreckage of combat V-2s
occasionally contained the transponder for velocity and fuel cut-off.
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The painting of the operational V-2s was mostly a camouflage ragged pattern with several
variations, but at the end of the war a plain olive green rocket also appeared. During tests, the
rocket was painted in a characteristic black-and-white chessboard pattern, which aided in
determining if the rocket was spinning around its longitudinal axis.
The original German designation of the rocket was "V2", unhyphenated, but U.S. publications
such as LIFE magazine were using the hyphenated form "V-2" as early as December 1944. This
hyphenated form has now become common usage.

Figure 4: Source: http://en.wikipedia.org/wiki/V-2_rocket
First autonomous ground vehicles:
The history of autonomous vehicles (in a sense as we see them nowadays) can be traced to
1977, when the Japanese laboratory Tsukuba developed a vehicle which was able to follow the
white marks via the special designed hardware. The speed of this vehicle did not exceed 30
km/h.
In 1980, a robotic vehicle Daimler -Benz was developed in Bundeswehr University of Munich (by
Ernst Dickmanns as a leader of the team). The autonomous motion was based on a camera
system. The vehicle was tested on a street without the live traffic and it achieved the speed 100
km/h.
Following this success, the European Commission started to finance the Eureka Prometheus
Project (PROgraMme for a European Traffic of Highest Efficiency and Unprecedented Safety).
This project (1987 – 1995) was one of the largest projects ever in the field of driverless cars. It
was funded from EUREKA member states (€749 million) and numerous universities and car
manufacturers participated in this Pan-European project.
In 1994, the Prometheus project presented their twin robot vehicle VaMP and VITA-2 (see
Figure 5). They drove more than 1,000 kilometers on a Paris multi-lane highway in standard
heavy traffic at speeds up to 130 km/h. The experiment demonstrated autonomous driving in
free lanes, convoy driving, automatic tracking of other vehicles, and lane changes left and right
with autonomous passing of other cars.
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Figure 5: VaMP (left) and VITA-2 (right) experimental vehicles
A year later after this success (in 1995), Ernst Dickmanns took a 1,000 mile trip from Munich in
Bavaria to Copenhagen in Denmark and back with his autonomous S-Class Mercedes-Benz
(see Figure 5). The vehicle exceeded 175 km/h on the German Autobahn, with a mean time
between human interventions of 9 km. In traffic it executed maneuvers to pass other cars.
Despite being a research system without emphasis on long distance reliability, it drove up to
158 km without any human intervention. The achievements of the Prometheus project were the
basis for most subsequent work on driverless cars.

Figure 6: S-Class Mercedes-Benz
Alberto Broggia from University of Parma was at the beginning of the ARGO project in 1996.
The result of this project was the autonomous vehicle Lancia Thema (see Figure 7) which was
able to follow the while lanes on highways. The culmination point of this project was the 6-day
trip on north Italian highways. More than 2,000 kilometers were covered from which about 90%
was covered without human intervention. The average speed was 90 km/h. The robot’s sensory
system consisted of cheap monochrome cameras used for stereoscopic vision.
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Figure 7: ARGO autonomous vehicle
In 2002, the DARPA agency announced the competition called DARPA Grand Challenge. In the
first two races (2004, 2005), autonomous vehicles had to drive more than 240 kilometers in
uneven and rough terrain (Mojave Desert), the third contest took place in the urban area. The
first competition ended without the winner as no car was able to reach the finish (the best car
travelled only 12 kilometers). The next competition was more successful. From total number of
23 driverless cars, 5 were able to finish the race. The winner managed to reach the finish in
about 7 hour – it was the robot Stanley developed on Stanford University in California (see
Figure 8).

Figure 8: Autonomous vehicle Stanley
In 2008, General Motors declared that they would start the tests with autonomous vehicles up to
2015 with the goal to introduce the first commercial vehicles on the roads in 2018.
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Planning algorithms, operations research and artificial intelligence development:
The fast development of planning algorithms and operations research methods is connected
with the successes in the domain of artificial intelligence (AI), intelligent systems and
autonomous robots. Planning and control is one of the fundamental prerequisites for intelligent
systems to behave intelligently. In general, this process can be understood as a process of
finding the sequence of actions which ensure the transition from the initial state (i.e. the state in
which the system appears at the beginning of this process) to the target (intended) state. This
sequence of actions is called the plan or strategy.
During the last 50 years, the planning algorithms and methods of operations research undertook
a several breakthroughs. Existing methods have been applied in the domains of management,
control theory, artificial intelligence, cybernetics and robotics, computer science and many
others.
The birth of artificial intelligence is dated from 1943 to 1956. In the 1940s and 50s, a handful of
scientists from a variety of fields (mathematics, psychology, engineering, economics and
political science) began to discuss the possibility of creating an artificial brain. The field of
artificial intelligence research was founded as an academic discipline in 1956.
The term AI has been used since 1956, when John McCarthy persuaded the attendees of the
Dartmouth Conference to accept "Artificial Intelligence" as the name of the field. The 1956
Dartmouth conference was the moment that AI gained its name, its mission, its first success and
its major players, and is widely considered the birth of AI.
Since that time, the new era of discovery started. In the late 60s, Marvin Minsky and Seymour
Papert of the MIT AI Laboratory proposed that AI research should focus on artificially simple
situations known as micro-worlds. They pointed out that in successful sciences like physics;
basic principles were often best understood using simplified models like frictionless planes or
perfectly rigid bodies. Much of the research focused on a "blocks world," which consists of
colored blocks of various shapes and sizes arrayed on a flat surface.
This paradigm led to innovative work in machine vision by Gerald Sussman (who led the team),
Adolfo Guzman, David Waltz (who invented "constraint propagation"), and especially Patrick
Winston. At the same time, Minsky and Papert built a robot arm that could stack blocks, bringing
the blocks world to life. The crowning achievement of the micro-world program was Terry
Winograd's SHRDLU. It could communicate in ordinary English sentences, plan operations and
execute them.
In June 1963, MIT received a $2.2 million grant from the newly created Advanced Research
Projects Agency (later known as DARPA). The money was used to fund project MAC which
subsumed the "AI Group" founded by Minsky and McCarthy five years earlier. ARPA continued
to provide three million dollars a year until the 70s. ARPA made similar grants to Newell and
Simon's program at CMU and to the Stanford AI Project (founded by John McCarthy in 1963).
Another important AI laboratory was established at Edinburgh University by Donald Michie in
1965. These four institutions would continue to be the main centers of AI research (and funding)
in academia for many years.
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In the 70s, AI was subject to critiques and financial setbacks. AI researchers had failed to
appreciate the difficulty of the problems they faced. Their tremendous optimism had raised
expectations impossibly high, and when the promised results failed to materialize, funding for AI
disappeared. At the same time, the field of connectionism (or neural nets) was shut down
almost completely for 10 years by Marvin Minsky's devastating criticism of perceptions. Despite
the difficulties with public perception of AI in the late 70s, new ideas were explored in logic
programming, common sense reasoning and many other areas.
In the 1980s a form of AI program called "expert systems" was adopted by corporations around
the world and knowledge became the focus of mainstream AI research. In those same years,
the Japanese government aggressively funded AI with its fifth generation computer project.
Another encouraging event in the early 1980s was the revival of connectionism in the work of
John Hopfield and David Rumelhart. Once again, AI had achieved success.
The field of AI, now more than a half a century old, finally achieved some of its oldest goals. It
began to be used successfully throughout the technology industry, although somewhat behind
the scenes. Some of the success was due to increasing computer power and some was
achieved by focusing on specific isolated problems and pursuing them with the highest
standards of scientific accountability. Still, the reputation of AI, in the business world at least,
was less than pristine. Inside the field there was little agreement on the reasons for AI's failure
to fulfil the dream of human level intelligence that had captured the imagination of the world in
the 1960s. Together, all these factors helped to fragment AI into competing subfields focused on
particular problems or approaches, sometimes even under new names that disguised the
tarnished pedigree of "artificial intelligence". AI was both more cautious and more successful
than it had ever been.
On 11 May 1997, Deep Blue became the first computer chess-playing system to beat a reigning
world chess champion, Garry Kasparov. In 2007, a team from CMU won the DARPA Urban
Challenge by autonomously navigating 55 miles in an Urban environment while adhering to
traffic hazards and all traffic laws. In February 2011, in a Jeopardy! Quiz show exhibition match,
IBM's question answering system, Watson, defeated the two greatest Jeopardy! champions,
Brad Rutter and Ken Jennings, by a significant margin.
A new paradigm called "intelligent agents" became widely accepted during the 90s. Although
earlier researchers had proposed modular "divide and conquer" approaches to AI, the intelligent
agent did not reach its modern form until Judea Pearl, Allen Newell and others brought concepts
from decision theory and economics into the study of AI. When the economist's definition of a
rational agent was married to computer science's definition of an object or module, the
intelligent agent paradigm was complete.
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4.

Contemporary state

Autonomous systems have been used in various domains of human activity with a great
success. This chapter shows some of the real applications where autonomous systems are
indispensable as the effective solution of a particular task.
The traditional solution of many tasks consists in a construction of physical models of original
systems and searching for the solution upon these models. However, this is very expensive and
time consuming process which can be eliminated by substitution of physical models for virtual
(mathematical) models. Virtual models describe the original system by a set of mathematical
equations and rules.
Automotive industry:
In automotive industry, autonomous systems finds their use in various tasks, e.g. robotic
assembly or disassembly of various parts of engine or bodywork, welding of those parts
together, or sealing cracks to protect cars from water penetration inside the car or as a
prevention of corrosion.
Robotic systems conducting these tasks are often programmed manually; nevertheless they are
controlled more and more often via a sophisticated piece of software which uses the planning
algorithms to control the motion of mechanical parts of robots. Thus we can talk about
autonomous systems. The planning process can be carried out both before the motion of the
robot itself or just during the motion in real time.
The Figure 9 presents an example of a problem solution of autonomous assembly of a gear
stick inside the car via the software by Franhofer-Chalmers Research Centre for Industrial
Mathematics (FCC). The software managed to find a solution in less than 2 minutes. It is used
in Volvo Cars Corporation for robotic assembly of vehicles.
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Figure 9: Simulation of a problem of assembly of a gear stick

Figure 10 shows another example which is based on optimal cooperation of three robotic
platforms. The autonomous system has to control the motion of all systems in a way that no
collisions occur and at the same time the whole process is as fast as possible. This system has
been developed by FCC and it is used again by Volvo.

. Figure 10: Simulation of three robotic platforms cooperation when assembling the car
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Space engineering:
A lot of applications of autonomous systems can be found also in the area of space engineering.
Some examples are as follows: safe autonomous navigation of space vehicles in a complex
environment (e.g. around space station), planning missions of space interplanetary ships,
autonomous motion of space reconnaissance ground vehicles, etc.
The real example is the Hubble space telescope which uses the system SPSS for short-term
planning and the system Spike for long-term planning. Both systems represent general tools for
a creation of detail plans needed to conduct the scientific tasks and goals.
Military domain:
In the military domain, autonomous systems have become more and more common. There are
a lot of autonomous unmanned aerial, ground, or underwater vehicles used for various
purposes. These systems are discussed in Chapter 7 in more detail.
This part presents another significant area in which autonomous systems and planning
algorithms are used for combat modelling and simulation. The topic of combat modelling and
simulation can be understood as a creation of models of military tactics and their examination in
order to predict the progress and result of the real or potential armed conflict as precisely as
possible. The utilization of modelling and simulation in the military is particularly for military
education and training, for verifying combat plans, for research purposes, etc.
The most modern tools for combat modelling are based on constructive and virtual forms of
simulation in which individual elements of a combat model are controlled via various
components independent on one another. These components can be seen as autonomous
systems because they have to solve the various tasks without cooperation with an operator.
Figures 11 and 12 present simulation systems OTBSAF and VBS2 VTK used in many modern
armies nowadays.
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Figure 11: Simulation system OTBSAF
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Figure 12: Simulation system VBS2 VTK
Drugs Design:
Autonomous planning systems are very useful also in biology when developing new drugs. They
are used for finding the optimal configuration of atoms and molecules of medicinal substances
so that the beneficial effect for living organisms is maximized.
Figure 13 presents an example where the scientific organization called The Cohen Group
shows some results of the design of molecule structure of drugs against the serious disease
caused by infectious prion protein.

Figure 13: Molecule structure of a new drug
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Autonomous motion of UGVs:
Development of unmanned systems goes in two general directions: simultaneously with the
development of technical equipment, electronic devices, sensorial and communication
components there is also a progress in the area of automation of decision-making processes.
The robots (once controlled by an operator from the control station) have become semiautonomous or autonomous devices able to partially or fully fulfil the given tasks.
One of the key but very complex problems of autonomous behavior is the motion of the vehicle
itself in a real environment (the complexity of this tasks is connected particularly with unmanned
ground vehicles; vehicles operating in different types of environment have the simpler solution
to this problem).
The solution for this problem is being found in many scientific institutions all over the world. The
results achieved are not however perfect in many cases and the developed applications are not
usable in general applications. But every year, the results are closer to the implementation in
real applications.
There are several key projects which seem to have potential to soon become on the degree of
development possible to be used as a commercial application of a driverless car (e.g. Goggle
car; see Chapter 7 for more details). The tests showed that the implementation of such a
system would be possible soon. It depends however not only on the development in the area of
technical solution but also on many legal issues.
Nowadays, there are several applications which use the principles of autonomous motion in a
real environment under specific conditions. These conditions are based on the environment
itself. Vehicles move in a known environment where the absence of unknown of unexpected
elements (people or obstacles on the road, other unknown vehicles, etc.) can be anticipated.
This really facilitates the design and solution of such a problem.
There are several such systems working all over the world, e.g. the autonomous transportation
system between terminals in Heathrow Airport in London called ULTra PRT (see Figure 14).
This system is composed of 22 vehicles (autonomous electric podcars) operating on 3.86 km of
track which consists of two lanes running in opposite directions separated by a central kerb. The
top speed is about 40 km/h. Passengers are carried point-to-point to a requested destination.

Figure 14: ULTra PRT transportation system
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Autonomous systems in the military:
A great progress in the area of autonomous systems proved to be (as always) in the military
domain. In the present, there are several autonomous systems used for the military purposes
(autonomous reconnaissance, detection of nuclear, biological or chemical substances in the air,
building passageway through a minefield, deactivating bombs or improvised explosive devices,
destructing selected targets, etc.). Some of these robots are presented in Chapter 7 in more
detail.
Autonomous systems cannot be ignored by any modern army. At the top is the US Army which
invests a huge amount of money into development. American army plans that one third of
combat ground systems will be unmanned in a few years.
From 2003 to 2009, the main direction of development of autonomous systems lay in the
program FCS (Future Combat Systems). The goal was to equip the army with manned and
unmanned vehicles connected within the fast and flexible communication network. The program
was composed of two different types of UGV.
The first type was the small vehicle SUGV (Small Unmanned Ground Vehicle) with weight of 13
kg. This vehicle was proposed for military operations in the urban area, tunnels, sewers, caves,
etc. The vehicle was however control remotely, so there was an absence of any autonomous
behavior.
The second type was the vehicle MULE (Multifunction Utility/Logistics and Equipment Vehicle or
Multi-Mission Unmanned Ground Vehicle). The vehicle was planned with the capability of
autonomous motion. The development was however stopped in 2011 for financial reasons.
The program FCS was replaced in 2009 by BCT (Brigade Combat Team) which is still in
progress. The program contains project Ground Combat Vehicle.

Figure 15: Infantry Fighting Vehicle
The research of autonomous vehicles for the US Army is also conducted by civilian companies,
e.g. by General Dynamics Robotic Systems. This company together with the U.S. Army
Research Laboratory developed an experimental unmanned vehicle DEMO III (see Figure 16)
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with the capability of autonomous motion and RSTA functions (Reconnaissance, Surveillance,
Target Acquisition).

Figure 16: Demo III
Another direction in the field of autonomous systems lies in the area of tactical decision support
systems. These systems are used more and more in contemporary operations on various levels
(tactic, operational, strategic). The basic principle consists in modelling and simulation of military
tactics. The goal is to support the decision-making process of commanders on the battlefield via
the use of modern technology.
These systems are designed for an effective and precise prediction of possible scenarios of a
situation at hand. Commanders have the better chance to judge the actual situation correctly
and evaluate the potential results and impacts of their decisions. The advanced prediction ability
of these systems is based on the thorough analysis of a current situation with regards to a great
amount of input parameters.
The ideal structure of these systems is as follows:
1. Interface for commanders to communicate their intention (the desirable state at the end).
2. Models of all necessary elements connected with the combat situation.
3. Variants generator (the system compiles and evaluates each possible variant of activity
which would lead to the desired state).
4. Interface with evaluated variants presented to the commander.
Although it is very probable that modern armies develop such systems in the present, there is
not much information. One exception is the system Deep Green of the US Army which is
described in Chapter 7 in more detail.
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5.

Revision of the important sensors, systems
used for automation

Sensors are a fundamental prerequisite for autonomous robots as they serve for acquiring input
information about the environment in which they operate. A sensor is defined as a converter that
measures a physical quantity and converts it into a signal which can be processed by a person
or electronic instrument.
Sensors can be classified into many categories according to the physical quantity they measure.
The physical aspects for sensors can be as follows:


Light;



Motion;



Temperature;



Magnetic fields;



Gravity;



Humidity;



Moisture;



Vibration;



Pressure;



Electrical fields;



Sound;



Other physical aspects of the environment.

For autonomous systems, sensors provide:


Information about the system itself (position in the environment, status, etc.).



Information about the surrounding environment and other objects (the system
reconstructs the surrounding environment based on the information provided).

This chapter is focused on sensors which are used most frequently in autonomous robots for
obtaining information about the robot itself and the surrounding environment. They are classified
as follows (more types of sensors for specific purposes could be included into the list below,
however they are beyond the scope of this study):


Digital camera;



Inertial measurement unit;



RADAR;
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Range finder;



LIDAR.

Digital Camera:
A digital camera is one of the basic sensors which works with the light of the visible spectrum or
with other portions of the electromagnetic spectrum (infrared, ultraviolet). Outputs are (mostly)
2D raster images of the environment in a digital format which could be static (photographs) or
moving (video).

Figure 17: Example of a camera (AXIS 214 PTZ)
The technology of converting light into a digital image is called CCD (Charge Coupled Device).
Output is an image in a specific digital format which is processed by the autonomous system.
The field which deals with the processing itself is called computer vision (see below).
Quality of a camera is specified by many parameters and features; the most important are as
follows:


Zoom;



Focus;



White balance;



Color depth (bits per pixel);



Output image resolution;



Output image format;



Aspect ratio;
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Frame rate;



Image quality;



Data interface (serial, USB, IP);



Others.

There are a lot of known and used digital formats but many of them are not appropriate for
computer vision methods. Not suitable formats are those with “lossy” compression, i.e. where
the output is created via data encoding methods that use inexact approximations (or partial data
discarding) for representing the content that has been encoded. Such compression techniques
are used to reduce the amount of data that would otherwise be needed to store, handle, and/or
transmit the represented content. On the other hand, the amount of data needed for images with
lossless compression is huge and often (especially for video) there is no other way than to use
lossy compression.
Frequently used image formats for still images:


RAW format (direct output from the image sensor);



BMP (lossless compression method);



PNG (lossless compression method);



JPEG (lossy compression method);



JPEG-2000 (includes lossless compression method);



Others.

Frequently used video formats:


MJPEG (series of successive JPEG images);



MPEG-2 (a standard for the generic coding of moving pictures and associated audio
information);



MPEG-4 (a standard for a group of audio and video coding formats and related
technology);



H.264 (a video compression format that is currently one of the most commonly used
formats for the recording, compression, and distribution of video content);



Others.

As already said, the field including methods for acquiring, processing, analyzing, and
understanding images is called computer vision. Autonomous robots use such methods for
high-dimensional data understanding of the real world in order to produce numerical or symbolic
information, e.g. in the forms of decisions.
The number of cameras (and their types) of the autonomous robot varies depending on its
function and purpose. It is common that the robot has several cameras capturing the
surrounding environment from different angles and in different parts of the electromagnetic
spectrum (infrared, visible, ultraviolet).
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Also many robots use the principle of stereoscopy which is a technique for creating or
enhancing the information about the depth in an image by means of stereopsis for binocular
vision. The principle is based on two cameras placed by some distance from one another. From
the analysis of two images acquired, the information about the distance of objects can be
computed.
Inertial Measurement Unit (IMU):
Inertial Measurement Unit (IMU) is an electronic device that measures and reports on a
vehicle's velocity, orientation, and gravitational forces, using a combination of accelerometers
and gyroscopes, sometimes also magnetometers. IMUs are typically used to maneuver
unmanned vehicles. The data collected from the IMU's sensors allows a computer to track a
robot's position, using a method known as dead reckoning.
Recent developments allow for the production of IMU-enabled GPS devices. An IMU allows a
GPS receiver to work when GPS-signals are unavailable, such as in tunnels, inside buildings, or
when electronic interference is present.

Figure 18: Inertial measurement unit 3DM-GX3-25 by MicroStrain
Sometimes the system for position estimation is called DMR (Dead Reckoning Module). It uses
the Kalman filter and other proprietary algorithms for calibration of data from IMU with data from
GPS (if they are available). The parameters and features indicating the quality of the system are
as follows:


Horizontal position accuracy;



Vertical position accuracy;



Compass azimuth accuracy;



Mechanical dimensions;



Weight;



Temperature range;



Power;
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Data refresh rate;



Data interface.

Figure 19 presents DMR-5 Engineering Evaluation Kit by Honeywell which is an airtight
waterproof container in which electronic circuits are closed.

Figure 19: DMR-5 Engineering Evaluation Kit
The basic principle of the position estimation via IMU is based on formula below where s is the
position of the vehicle in the area, and a is its acceleration.

s   a





Digital accelerometers provide acceleration usually in three coordinate axes as a  a x ; a y ; a z



in constant time periods (up to 1000 samples per second). Acquired values are composed of
two different independent components: static and dynamic acceleration. Static acceleration is
caused by gravitational acceleration in every axis of an accelerometer; dynamic acceleration
represents acceleration caused by the motion of the vehicle.
It is necessary to compute the position only from dynamic acceleration ad without an impact of
static (gravitational) acceleration as. Thus it is necessary to subtract static acceleration from the
output values in each step according to formula below.


 
ad  a  a s
To do that, we need to know the turning angle of our digital accelerometer in each step to be
able to subtract an impact of gravitational acceleration in all coordinate axes of the device. This
is possible to implement via a digital magnetometer.
The digital magnetometer provides Euler angles (roll θ, pitch ϕ, yaw ψ) from which we are able
to calculate particular components of static acceleration according to formula below. Then static
acceleration is subtracted from total acceleration and as a result we acquire dynamic
acceleration we are interested in; we can use it to compute the vehicle position in the area
according to formula below.

asx   sin 
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a sy  cos   sin 

asz  cos   cos 
There is a drawback of this method – accumulation of errors during the whole process. The
slightest error in each step results in substantial inaccuracy at the end of the process.
Continuous uncontrollable shakes of the accelerometer during the motion of the vehicle and low
sampling frequency are also a huge source of errors. The solution is to supply this method by
other methods such as odometry.
RADAR:
Radar (acronym for Radio Detection And Ranging) is an object-detection system that uses radio
waves to determine the range, altitude, direction, or speed of objects. It can be used to detect
aircraft, ships, spacecraft, guided missiles, motor vehicles, weather formations, and terrain. The
radar dish or antenna transmits pulses of radio waves or microwaves that bounce off any object
in their path. The object returns a tiny part of the wave's energy to a dish or antenna that is
usually located at the same site as the transmitter.
The uses of radar in autonomous robots are particularly for detection on not static objects in the
surrounding environment as thus collision prevention or interaction with them. High tech radar
systems are associated with digital signal processing and are capable of extracting useful
information from very high noise levels.
A radar system has a transmitter that emits radio waves called radar signals in predetermined
directions. When these come into contact with an object they are usually reflected or scattered
in many directions. Radar signals are reflected especially well by materials of considerable
electrical conductivity – especially by most metals, by seawater and by wet lands. Some of
these make the use of radar altimeters possible. The radar signals that are reflected back
towards the transmitter are the desirable ones that make radar work. If the object is moving
either toward or away from the transmitter, there is a slight equivalent change in the frequency
of the radio waves, caused by the Doppler Effect.
Radar receivers are usually, but not always, in the same location as the transmitter. Although
the reflected radar signals captured by the receiving antenna are usually very weak, they can be
strengthened by electronic amplifiers. More sophisticated methods of signal processing are also
used in order to recover useful radar signals.
The weak absorption of radio waves by the medium through which it passes is what enables
radar sets to detect objects at relatively long ranges – ranges at which other electromagnetic
wavelengths, such as visible light, infrared light, and ultraviolet light, are too strongly attenuated.
Such weather phenomena as fog, clouds, rain, falling snow, and sleet that block visible light are
usually transparent to radio waves. Certain radio frequencies that are absorbed or scattered by
water vapour, raindrops, or atmospheric gases (especially oxygen) are avoided in designing
radars, except when their detection is intended.
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RANGE FINDER:
A rangefinder is a device that measures distance from the observer to a target. Some devices
use active methods to measure (such as ultrasonic ranging module, laser rangefinder, radar
distance measurement); others measure distance using trigonometry (stadia metric
rangefinders and parallax, or coincidence, rangefinders).
LIDAR:
LIDAR is a remote sensing technology that measures distance by illuminating a target with a
laser and analysing the reflected light. Although widely considered to be an acronym of Light
Detection and Ranging, the term LIDAR was actually created as a portmanteau of "light" and
"radar".
LIDAR is popularly used as a technology to make high-resolution maps, with applications in
geomatics, archaeology, geography, geology, geomorphology, seismology, forestry, remote
sensing, atmospheric physics, and airborne laser swath mapping (ALSM), laser altimetry, and
contour mapping. For autonomous systems, it is used for reconstruction of the environment
surrounding the robot.
There are a lot of types available. Some of them are able to scan the area in a plane (2D
scanners). More expensive versions are able to scan the area in 3D (these are composed of
several 2D scanners whose results are assembled together).
Figure 20 shows a LIDAR LD-LRS1000 made by Sick. This device can scan the surrounding
area at the visual angle of 360° at speed up to 10 Hz with precision 0.25°. Operational range of
measured distances is from 0.5 m to 250 m. Figure 21 shows a 3D LIDAR HDL-64E S3 by
Velodyne. This device has 32 lasers separated by 0.5° vertical spacing.

Figure 20: LIDAR LD-LSR1000
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Figure 21: LIDAR HDL-64E S3
The principles of LIDARs are presented in Figure 22. As a result of the scanning process within
one revolution of the rotation head, we acquire the distance map of the area which is composed
of a data set of distances from the rotation head to the nearest object within a particular angle.
The gray surface in figure expresses the scanned area in the horizontal plane.

LIDAR

360°
Figure 22: Principle of the LIDAR
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Autonomous robots works usually in a way that they compose the total image of the
environment progressively from individual scans of the area as they move. The principle is
shown in Figure 23. There we can see the progress of information about the environment known
to the robot.

Figure 23: Reconstruction of the environment
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6.

Revision of the important platforms
6.1

Autonomous Aerial Vehicles

MQ-1 Predator:
The MQ-1 Predator is an UAV built by General Atomics and used primarily by the United States
Air Force (USAF) and Central Intelligence Agency (CIA). Initially conceived in the early 1990s
for reconnaissance and forward observation roles, the Predator carries cameras and other
sensors but has been modified and upgraded to carry and fire two AGM-114 Hellfire missiles or
other munitions. The aircraft, in use since 1995, has been in combat over Afghanistan, Pakistan,
Bosnia, Serbia, Iraq, Yemen, Libya, and Somalia.
The USAF describes the Predator as a "Tier II" MALE UAS (medium-altitude, long-endurance
unmanned aircraft system). The UAS consists of four aircraft or "air vehicles" with sensors, a
ground control station (GCS), and a primary satellite link communication suite. Powered by a
Rotax engine and driven by a propeller, the air vehicle can fly up to 740 km to a target, loiter
overhead for 14 hours, and then return to its base.
Following 2001, the RQ-1 Predator became the primary unmanned aircraft used for offensive
operations by the USAF and the CIA in Afghanistan and the Pakistani tribal areas; it has also
been deployed elsewhere.
Civilian applications have included border enforcement and scientific studies, and to monitor
wind direction and other characteristics of large forest fires (such as the one that was used by
the California Air National Guard in the August 2013 Rim Fire).

Figure 24: MQ-1 Predator
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MQ-9 Reaper:
The MQ-9 Reaper (formerly named Predator B) is an unmanned aerial vehicle (UAV) capable of
remote controlled or autonomous flight operations, developed by General Atomics Aeronautical
Systems (GA-ASI) primarily for the United States Air Force. The MQ-9 is the first hunter-killer
UAV designed for long-endurance, high-altitude surveillance.
The MQ-9 is a larger, heavier, and more capable aircraft than the earlier MQ-1 Predator; it can
be controlled by the same ground systems used to control MQ-1s. The Reaper has a 950-shafthorsepower (712 kW) turboprop engine, far more powerful than the Predator's 115 hp (86 kW)
piston engine. The power increase allows the Reaper to carry 15 times more ordnance payload
and cruise at almost three times the speed of the MQ-1. The aircraft is monitored and controlled
by aircrew in the Ground Control Station (GCS), including weapons employment.
In 2008, the New York Air National Guard 174th Fighter Wing began the transition from F-16
piloted fighters to MQ-9 Reapers, becoming the first fighter squadron conversion to an all–
unmanned combat air vehicle (UCAV) attack squadron. In March 2011, the U.S. Air Force was
training more pilots for advanced unmanned aerial vehicles than for any other single weapons
system. The Reaper is also used by the United States Navy, the CIA, U.S. Customs and Border
Protection, NASA, and others.

Figure 25: MQ-9 Reaper

6.2

Google car

The Google driverless car is a project by Google that involves developing technology for
autonomous cars. The software powering Google's cars is called Google Chauffeur. Lettering
on the side of each car identifies it as a "self-driving car." The project is currently being led by
Google engineer Sebastian Thrun, director of the Stanford Artificial Intelligence Laboratory and
co-inventor of Google Street View. Thrun's team at Stanford created the robotic vehicle Stanley
which won the 2005 DARPA Grand Challenge and its US$2 million prize from the United States
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Department of Defense. The team developing the system consisted of 15 engineers working for
Google, including Chris Urmson, Mike Montemerlo, and Anthony Levandowski who had worked
on the DARPA Grand and Urban Challenges.
The U.S. state of Nevada passed a law on June 29, 2011 permitting the operation of
autonomous cars in Nevada. Google had been lobbying for robotic car laws. The Nevada law
went into effect on March 1, 2012, and the Nevada Department of Motor Vehicles issued the
first license for an autonomous car in May 2012. The license was issued to a Toyota Prius
modified with Google's experimental driverless technology. As of April 2012, Florida became the
second state to allow the testing of autonomous cars on public roads. California became the
third state to legalize the use of self-driven cars for testing purposes as of September 2012
when Governor Jerry Brown signed the bill into law at Google HQ in Mountain View. Governor
Rick Snyder signed legislation allowing the testing of automated or self-driving vehicles on
Michigan’s roads in December 2013, but requires a human in the driver seat at all time while the
vehicle is in use.
Technology:
Google's robotic cars have about $150,000 in equipment including a $70,000 LIDAR (laser
radar) system. The range finder mounted on the top is a Velodyne 64-beam laser. This laser
allows the vehicle to generate a detailed 3D map of its environment. The car then takes these
generated maps and combines them with high-resolution maps of the world, producing different
types of data models that allow it to drive itself.
Road testing:
The project team has equipped a test group of at least ten cars, consisting of six Toyota Prius,
an Audi TT, and three Lexus RX450h, each accompanied in the driver's seat by one of a dozen
drivers with unblemished driving records and in the passenger seat by one of Google's
engineers. The car has traversed San Francisco's Lombard Street, famed for its steep hairpin
turns and through city traffic. The vehicles have driven over the Golden Gate Bridge and around
Lake Tahoe. The system drives at the speed limit it has stored on its maps and maintains its
distance from other vehicles using its system of sensors. The system provides an override that
allows a human driver to take control of the car by stepping on the brake or turning the wheel,
similar to cruise control systems already found in many cars today.
On March 28, 2012, Google posted a YouTube video showing Steve Mahan, a Morgan Hill
California resident, being taken on a ride in its self-driving Toyota Prius. In the video, Mahan
states "Ninety-five percent of my vision is gone, I'm well past legally blind". In the description of
the YouTube video, it is noted that the carefully programmed route takes him from his home to a
drive-through restaurant, then to the dry cleaning shop, and finally back home.
In August 2012, the team announced that they have completed over 300,000 autonomousdriving miles (500 000 km) accident-free, typically have about a dozen cars on the road at any
given time, and are starting to test them with single drivers instead of in pairs. Four U.S. states
have passed laws permitting autonomous cars as of December 2013: Nevada, Florida,
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California, and Michigan. A law proposed in Texas would establish criteria for allowing
"autonomous motor vehicles".
Incidents:
In August 2011, a human-controlled Google driverless car was involved in a crash near Google
headquarters in Mountain View; CA. Google has stated that the car was being driven manually
at the time of the accident. A previous incident involved a Google driverless car being rearended while stopped at a traffic light.

Figure 26: Google car

6.3

DARPA’s systems

When considering the important autonomous systems, robots participating in DARPA Urban
Challenge in 2007 should not be omitted. This challenge took place in a base of U.S. Air Force
in California. The training build-up area with network of streets and roads and traffic signs had
been created there earlier. The race was focus on autonomous behaviour of vehicles in an
urban area.
6 robots of 11 completed the race successfully. The winner was the robot Boss developed at
Carnegie Mellon University in Pittsburgh by Tartan Racing team (see Figure 27). The second
place won the robot Junior developed by Stanford Racing team from Stanford University, the
third was the robot Odin developed by Team Victor Tango team from Virginia Polytechnic
Institute and State University (see Figure 28).
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Figure 27: Boss

Figure 28: Odin
Inspired by DARPA Urban Challenge, two Netherlands organizations prepared the similar race
in Europe. It took place in 2011 under the name Grand Cooperative Driving Challenge. The
whole project was backed by TNO (The Netherlands Organization for Applied Scientific
Research) and High Tech Automotive Systems. The winner was the team AnnieWAY from The
Karlsruhe Institute of Technology (see Figure 29).
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Figure 29: AnnieWAY
Military Systems:
Within the various research programs of both U.S. Army and independent research institutes,
the new projects of autonomous ground vehicles have appeared. The brief description of some
of them can be found below.
Crusher:
Crusher is a 6,000 kg autonomous off-road Unmanned Ground Combat Vehicle developed by
researchers at the Carnegie Mellon University's National Robotics Engineering Center for
DARPA.
The robot can travel over rough terrain, such as vertical walls more than 1.2 m high, wooded
slopes, and rocky creek beds. It can carry 3,600 kg of combined armor and cargo. When
pushed to its maximum speed, the crusher can travel at 42 km/h, but it can only sustain that
speed for less than seven seconds.
The motion of Crusher is fully autonomous. While driving between its waypoints, the crusher
continuously attempts to find the fastest and easiest path to its destination. The camera system
uses five 1.9 megapixel color cameras, which give an overall field of view of 200 degrees
horizontally and 30 degrees vertically.
The crusher could be used for a number of missions considered highly dangerous for soldiers,
such as fire support, reconnaissance, or medevac; as a supply mule; or as a sentry. There are
no plans at the moment to put the Crusher vehicle into service. Instead, it will be used as the
base for future unmanned vehicle designs.
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Figure 30: Crusher
MDARS:
The Mobile Detection Assessment and Response System (MDARS) is a joint Army-Navy
development effort to provide automated intrusion detection and inventory assessment
capability for use in DoD warehouses and storage sites. The program is managed by the Office
of Product Manager – Force Protection Systems (PM-FPS) at Ft. Belvoir, VA. Overall technical
direction for the program is provided by the Space and Naval Warfare Systems Center, Pacific
(SSC PAC).
The MDARS goal is to provide multiple mobile platforms that perform random patrols within
assigned areas of warehouses and storage sites. The patrolling platforms: 1) detect intruders,
and 2) determine the status of inventoried items through the use of specialized RF transponder
tags.
In October 2010 the first MDARS vehicle went online at Nevada National Security Site (NNSS),
providing low-cost around the clock security patrols. The MDARS is the first robot to operate for
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the organization in charge of guarding the nuclear sites in the United States. Equipped with
Forward Looking Infrared (FLIR), Radio-Frequency Identification (RFID), Radar and Light
Detection And Ranging (LADAR) sensors the production MDARS is able to operate a 12-hour
shift without needing to be refuelled.

Figure 31: MDARS
SMSS:
Squad Mission Support System (SMSS) is a robotic platform based on a turbo-diesel powered,
high mobility six wheel all-terrain vehicle (ATV) capable of carrying 450 kg of payload. Current
platforms are utilizing a commercial platform converted for a surrogate SMSS vehicle. Future
versions will utilize specially designed platforms, optimized for the SMSS mission.
SMSS received a U.S. Army contract in 2011 to deploy vehicles to Afghanistan, the first
experiment of its kind with deployed troops, to see how autonomous robots can benefit the
Warfighter. It previously served in Army experiments as a self-sustaining, portable power
solution, including soldier battery recharge and logistics support for infantry. The long-term
vision of this system can accommodate armed variants, while improving its reconnaissance,
surveillance and target acquisition capabilities within the concept of supervised autonomy. A
squad-size manned or unmanned support vehicle is critical to today’s asymmetrical and urban
battlefields.
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Figure 32: SMSS
TerraMax:
TerraMax is an unmanned ground vehicle developed by Oshkosh Corporation. The original
TerraMax vehicle was a 6x6 autonomous MTVR-based tactical cargo hauler entered in the 2004
and 2005 DARPA Grand Challenge by Oshkosh Corporation, University of Parma's Artificial
Vision and Intelligent Systems Laboratory and Rockwell Collins (collectively known as Team
TerraMax).
A 4x4 variant was subsequently developed for and entered in the 2007 DARPA Urban
Challenge. Since then, Oshkosh has continued developing the technology for the United States
Department of Defense. The TerraMax is now supplied to the U.S. and British military. It is used
in reconnaissance missions and freight transport in high-risk areas so freeing soldiers from
possible attacks or ambushes.

Figure 33: TerraMax
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Guardium:
The Guardium is an Israeli unmanned security vehicle (USV), created by G-NIUS, an
Autonomous Unmanned Ground Vehicles joint venture company established by Israel
Aerospace Industries and Elbit Systems. The unmanned vehicle can autonomously guard areas
and attack any trespassers using lethal or less-lethal weaponry.

Figure 34: Guardium
CHRYSOR:
The CHRYSOR is a vehicle for unmanned reconnaissance and surveillance missions, even in
difficult terrain. It has been developed by Robot watch Technologies and sponsored by the
German Army. As a reconnaissance, transportation or active service system, this vehicle
contributes to sustaining action capability, even in dynamic conflict situations that increasingly
pose a hazard to life.
CHRYSOR is a rugged reconnaissance and intelligence gathering vehicle of the one-ton class.
Its high mobility, state-of-the-art surveillance equipment and unmanned operation increase the
degree of protection of the mission forces, and so represent a significant advance. The vehicle
is deployed in zones hazardous to personnel for purposes of situation assessment, area
surveillance or reconnaissance. Information gathered by the partially autonomous
reconnaissance function supplies the mission leader with a crucial basis for taking decisions
depending on the situation.
Moreover CHRYSOR is capable of traversing pre-specified paths autonomously. Alternatively,
as is usual for UGVs, it can be controlled by radio from a command post. In doing so, the
vehicle automatically detects obstacles and drives round these. With this capability, CHRYSOR
contributes to protecting mission forces even in particularly hazardous situations, so preserving
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their capability for action. Keeping a safe distance is the basic precaution for effectively
countering new threats in unknown terrain or in urban surroundings.

Figure 35: CHRYSOR
Gecko:
Gecko is another unmanned vehicle with a German origin. It is a semi-autonomous robot which
uses a satellite and inertial navigation system along with 3D LIDARs, digital cameras and
ultrasonic sensors for the safe motion in a general environment. The prototype was created in
2008.

Figure 36: Gecko
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6.4

Autonomous Underwater Vehicles

AUV Abyss:
AUV Abyss is an autonomous underwater vehicle of the REMUS 6000 type and was built in
2008 by Hydroid, LLC (USA). It is owned by the German research facility GEOMAR - Helmholtz
Centrum for Ocean Research Kiel. Its name refers to its main working area, the part of the
ocean floor between 2000 and 6000 meters called the Abyssal plain. It can be used to map the
ocean floor or collect data of the water column. It operates with lithium-ion batteries and can
dive up to 22 hours. The AUV can be operated from all large to medium-sized research vessels.

Figure 37: AUV Abyss
Pluto Plus:
The Pluto Plus is an Unmanned Underwater Vehicle (UUV) designed for use in underwater
mine identification and destruction by militaries. The vehicle is battery operated, has a maximum
speed is 6 kt, and an endurance of 2 to 6 hours. Its ability to be fitted with a wireless link makes
it suitable for counter-terrorism purposes. The Pluto Plus was designed by the company
Idrobotica - G. Gay e Co. of Balerna, Switzerland. The Columbia Group is the exclusive licensee
for fabrication of the Pluto Plus in the United States.
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Figure 38: Pluto Pluss

6.5

Space systems

Mars Exploration Rover:
NASA's Mars Exploration Rover Mission (MER) is an ongoing robotic space mission involving
two rovers, Spirit and Opportunity, exploring the planet Mars. It began in 2003 with the sending
of the two rovers—MER-A Spirit and MER-B Opportunity—to explore the Martian surface and
geology.
The mission's scientific objective was to search for and characterize a wide range of rocks and
soils that hold clues to past water activity on Mars. The mission is part of NASA's Mars
Exploration Program, which includes three previous successful landers: the two Viking program
landers in 1976 and Mars Pathfinder probe in 1997.
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Figure 39: NASA Mars Rover
Curiosity Rover:
Curiosity is a car-sized robotic rover exploring Gale Crater on Mars as part of NASA's Mars
Science Laboratory mission (MSL). Curiosity was launched from Cape Canaveral on November
26, 2011, aboard the MSL spacecraft and successfully landed on Aeolis Palus in Gale Crater on
Mars on August 6, 2012.
The rover's goals include: investigation of the Martian climate and geology; assessment of
whether the selected field site inside Gale Crater has ever offered environmental conditions
favorable for microbial life, including investigation of the role of water; and planetary habitability
studies in preparation for future human exploration.
Curiosity's design will serve as the basis for a planned Mars 2020 rover mission. In December
2012, Curiosity's two-year mission was extended indefinitely. In April and early May 2013,
Curiosity went into an autonomous operation mode for approximately 25 days during Earth–
Mars solar conjunction. During this time, the rover continued to monitor atmospheric and
radiation data, but did not move on the Martian surface.
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Figure 40: Curiosity Rover

6.6

Experimental systems

BigDog:
BigDog is a dynamically stable quadruped robot created in 2005 by Boston Dynamics with
Foster-Miller, the NASA Jet Propulsion Laboratory, and the Harvard University Concord Field
Station. BigDog is 0.91 m long, stands 0.76 m tall, and weighs 110 kg. It is capable of traversing
difficult terrain, running at 6.4 km/h, carrying 150 kg, and climbing a 35 degree incline.
Locomotion is controlled by an on-board computer that receives input from the robot's various
sensors. Navigation and balance are also managed by the control system.

Figure 41: BigDog
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Cheetah:
The Cheetah is a four-footed robot that gallops at 45 km/h which as of August 2012 is a land
speed record for legged robots. Cheetah development is funded by DARPA's Maximum Mobility
and Manipulation program. This robot has an articulated back that flexes back and forth on each
step, thereby increasing its stride and running speed, much like the animal does. The original
Cheetah robot runs on a high-speed treadmill in the laboratory where it is powered by an offboard hydraulic pump and uses a boom-like device to keep it running in the center of the
treadmill. A free-running Cheetah that will operate more naturally in the field, named the
WildCat, was unveiled to the public on October 3, 2013.

Figure 42: WildCat
ASIMO:
ASIMO, an acronym for Advanced Step in Innovative MObility, is a humanoid robot designed
and developed by Honda. Introduced on 21 October 2000, ASIMO was designed to be a multifunctional mobile assistant. With aspirations of helping those who lack full mobility, ASIMO is
frequently used in demonstrations across the world to encourage the study of science and
mathematics. At 130 cm (4 feet, 3 inches) tall and 48 kg (106 lbs), ASIMO was designed to
operate in real-world environments, with the ability to walk or run on two feet at speeds of up to
6 kilometers per hour (3.7 mph). In the USA, ASIMO is part of the Innovations attraction at
Disneyland and has been featured in a 15-minute show called "Say 'Hello' to Honda's ASIMO"
since June 2005. The robot has made public appearances around the world, including the
Consumer Electronics Show (CES), the Miraikan Museum and Honda Collection Hall in Japan,
and the Ars Electronica festival in Austria.
Honda began developing humanoid robots in the 1980s, including several prototypes that
preceded ASIMO. It was the company's goal to create a walking robot which could not only
adapt and interact in human situations, but also improve the quality of life. The E0 was the first
bipedal (two-legged) model produced as part of the Honda E series, which was an early
experimental line of humanoid robots created between 1986 and 1993. This was followed by the
Honda P series of robots produced from 1993 through 1997, which included the first selfregulating, humanoid walking robot with wireless movements.
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The research conducted on the E- and P-series led to the creation of ASIMO. Development
began at Honda's Wako Fundamental Technical Research Center in Japan in 1999 and ASIMO
was unveiled in October 2000.
Differing from its predecessors, ASIMO was the first to incorporate predicted movement control,
allowing for increased joint flexibility and a smoother, more human-like walking motion.
Introduced in 2000, the first version of ASIMO was designed to function in a human
environment, which would enable it to better assist people in real-world situations. Since then,
several updated models have been produced to improve upon its original abilities of carrying out
mobility assistance tasks. A new ASIMO was introduced in 2005, with an increased running
speed to 3.7 mph, which is twice as fast as the original robot. ASIMO fell during an attempt to
climb stairs at a presentation in Tokyo in December 2006, but then a month later, ASIMO
demonstrated tasks such as kicking a football, running and walking up and down a set of steps
at the Consumer Electronics Show in Las Vegas, Nevada.
In 2007, Honda updated ASIMO's intelligence technologies, enabling multiple ASIMO robots to
work together in coordination. This version also introduced the ability to step aside when
humans approach the robot and the ability to return to its charging unit upon sensing low battery
levels.
ASIMO stands 130 cm (4 feet, 3 inches) tall and weighs 54 kg (119 lbs). Research conducted
by Honda found that the ideal height for a mobility assistant robot was between 120 cm and the
height of an average adult, which is conducive to operating door knobs and light switches.
ASIMO is powered by a rechargeable 51.8V lithium ion battery with an operating time of one
hour. Switching from a nickel metal hydride in 2004 increased the amount of time ASIMO can
operate before recharging. ASIMO has a three-dimensional computer processor that was
created by Honda and consists of a three stacked die, a processor, a signal converter and
memory. The computer that controls ASIMO's movement is housed in the robot's waist area and
can be controlled by a PC, wireless controller, or voice commands.[17]
ASIMO has the ability to recognize moving objects, postures, gestures, its surrounding
environment, sounds and faces, which enables it to interact with humans. The robot can detect
the movements of multiple objects by using visual information captured by two camera "eyes" in
its head and also determine distance and direction. This feature allows ASIMO to follow or face
a person when approached. The robot interprets voice commands and human gestures,
enabling it to recognize when a handshake is offered or when a person waves or points, and
then respond accordingly. ASIMO's ability to distinguish between voices and other sounds
allows it to identify its companions. ASIMO is able to respond to its name and recognizes
sounds associated with a falling object or collision. This allows the robot to face a person when
spoken to or look towards a sound. ASIMO responds to questions by nodding or providing a
verbal answer and can recognize approximately 10 different faces and address them by name.
ASIMO has a walking speed of 2.7 kilometers per hour (1.7 mph) and a running speed of 6
kilometers per hour (3.7 mph). Its movements are determined by floor reaction control and
target Zero Moment Point control, which enables the robot to keep a firm stance and maintain
position. ASIMO can adjust the length of its steps, body position, speed and the direction in
which it is stepping. Its arms, hands, legs, waist and neck also have varying degrees of
movement. The technology that allows the robot to maintain its balance was later used by
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Honda when it began the research and development project for its motorized unicycle, U3-X, in
2009. ASIMO has a total of 34 degrees of freedom. The neck, shoulder, wrist and hip joints
each have three degrees of freedom, while each hand has four fingers and a thumb that have
two degrees of freedom. Each ankle has two degrees of freedom, and the waist, knees and
elbows each have one degree of freedom.
Honda's work with ASIMO led to further research on Walking Assist™ devices that resulted in
innovations such as the Stride Management Assist and the Bodyweight Support Assist.
In honor of ASIMO's 10th anniversary in November 2010, Honda developed an application for
the iPhone and Android smartphones called "Run with ASIMO." Users learn about the
development of ASIMO by virtually walking the robot through the steps of a race and then
sharing their lap times on Twitter and Facebook.

Figure 43: ASIMO
PETMAN:
PETMAN (Protection Ensemble Test Mannequin) is a bipedal device constructed for testing
chemical protection suits. It is the first anthropomorphic robot that moves dynamically like a real
person. Much of its technology is derived from BigDog.
PETMAN is an anthropomorphic robot designed for testing chemical protection clothing. Natural
agile movement is essential for PETMAN to simulate how a soldier stresses protective clothing
under realistic conditions.
Unlike previous suit testers that had a limited repertoire of motion and had to be supported
mechanically, PETMAN balances itself and moves freely; walking, bending and doing a variety
of suit-stressing calisthenics during exposure to chemical warfare agents. PETMAN also
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simulates human physiology within the protective suit by controlling temperature, humidity and
sweating, all to provide realistic test conditions.

Figure 44: PETMAN
SW/Supercomputers
Deep Blue:
Deep Blue was a chess-playing computer developed by IBM. On May 11, 1997, the machine,
with human intervention between games, won the second six-game match against world
champion Garry Kasparov by two wins to one with three draws.
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Figure 45: Deep Blue
Deep green:
The Defense Advanced Research Projects Agency (DARPA) has released in 2008 a broad area
announcement (BAA), 08-09 Solicitation for a battle command technology program, called Deep
Green, going beyond IBM’s “Deep Blue” Supercomputer for Chess.
Deep Green is composed of tools to help the commander rapidly generate courses of action
(options) through multimodal sketch and speech recognition technologies. Deep Green will
develop technologies to help the commander create courses of action (COA) (options), fill in
details for the commander, evaluate the options, develop alternatives, and evaluate the impact
of decisions on other parts of the plan. The permutations of these option sketches for all sides
and forces are assembled and passed to
a new kind of combat model which generates many qualitatively different possible futures.
These possible futures are organized into a graph-like structure. The commander can explore
the space of possible futures, conducting “what-if” drills and generating branch and sequel
options. Deep Green will take information from the ongoing, current operation to estimate the
likelihood that the various possible futures may occur. Using this information, Deep Green will
prune futures that are becoming very improbable and ask the commander to generate options
for futures that are becoming more likely. In this way, Deep Green will ensure that the
commander rarely reaches a point in the operation at which he has no options. This will keep
the enemy firmly inside our decision cycle. An overall vision for the Deep Green concept is an
innovative approach to using simulation to support ongoing military operations while they are
being conducted. By using information acquired from the ongoing operation, rather than
assumptions made during the planning phase, commanders and staffs can make more informed
choices and focus on building options for futures that are becoming more likely. This paper will
describe an overview of the Deep Green concept with a focus on the Commander’s tool for
COA’s in detail.
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Figure 46: Operational Concept for Deep Green
Deep Green creates a new OODA loop paradigm. When something occurs that requires the
commander’s attention or a decision, options are immediately available. When the planning and
execution monitoring components of Deep Green mature, the planning staff will be working with
semi-automated tools to generate and analyze courses of action ahead of the operation while
the command concentrates on the Decide phase. By focusing on creating options ahead of the
real operation rather than repairing the plan, Deep Green will allow commanders to be proactive
instead of reactive in dealing with the enemy. Deep Green was inspired by two concepts:
anticipatory planning and adaptive execution. Anticipatory planning can be described
colloquially as “you know you’re going to replay anyway, so why not re-plan ahead of time?”
This drives the notion of generating options and futures before they are needed. To some extent
Deep Green will trade depth for breadth. Today commander’s plan a small number of options
very deeply, i.e., all the way to the end of execution in great detail. Most of these deep plans are
discarded once the plan goes awry. Sometime the commander and staff are unable to
recognize that the plan is broken or is becoming broken. They are often unable to divorce
themselves from the plan in order to seek new affordances based on the current state of the
operation. By identifying the trajectory of the operation and focusing the commander and staff
where to build (perhaps less deep) plans, the commander will have a broader set of options
available at any time. This leads to the concept of adaptive execution, which is similar to the AI
planning concept of late binding. Adaptive execution intends to make decisions at the last
moment in order to maintain flexibility to adapt to updated trajectories of the operation.
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Figure 47: Architectural Overview of Deep Green
Watson:
Watson is an artificially intelligent computer system capable of answering questions posed in
natural language, developed in IBM's DeepQA project by a research team led by principal
investigator David Ferrucci. Watson was named after IBM's first CEO and well-known business
reformator Thomas J. Watson. The computer system was specifically developed to answer
questions on the quiz show Jeopardy! In 2011, Watson competed on Jeopardy against former
winners Brad Rutter and Ken Jennings! Watson received the first prize of $1 million.
Watson had access to 200 million pages of structured and unstructured content consuming four
terabytes of disk storage including the full text of Wikipedia, but was not connected to the
Internet during the game. For each clue, Watson's three most probable responses were
displayed on the television screen. Watson consistently outperformed its human opponents on
the game's signaling device, but had trouble responding to a few categories, notably those
having short clues containing only a few words.
In February 2013, IBM announced that Watson software system's first commercial application
would be for utilization management decisions in lung cancer treatment at Memorial Sloan–
Kettering Cancer Center in conjunction with health insurance company WellPoint. IBM Watson's
business chief Manoj Saxena says that 90% of nurses in the field who use Watson now follow
its guidance.
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Figure 48: IBM Watson
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7.

Used technology, approaches, algorithms

Deterministic algorithms:
A deterministic algorithm is an algorithm which, given a particular input, will always produce the
same output, with the underlying machine always passing through the same sequence of states.
Deterministic algorithms are by far the most studied and familiar kind of algorithm, as well as
one of the most practical, since they can be run on real machines efficiently.
Formally, a deterministic algorithm computes a mathematical function; a function has a unique
value for any given input, and the algorithm is a process that produces this particular value as
output.
Stochastic algorithms:
Stochastic algorithms (also known as Monte Carlo methods) belong to a broad class of
computational algorithms that rely on repeated random sampling to obtain numerical results;
typically one runs simulations many times over in order to obtain the distribution of an unknown
probabilistic entity.
The name Monte Carlo comes from the resemblance of the technique to the act of playing and
recording your results in a real gambling casino. They are often used in physical and
mathematical problems and are most useful when it is difficult or impossible to obtain a closedform expression, or infeasible to apply a deterministic algorithm. Monte Carlo methods are
mainly used in three distinct problem classes: optimization, numerical integration and generation
of draws from a probability distribution.
Planning and control algorithms:
Planning and control algorithms are often used in autonomous systems as they construct a plan
which leads from the current state to the goal state. In many circumstances it is an algorithm in
the strict Turing sense; however, this is not necessary.
The system is at the beginning in its initial state. The purpose of the planning process is to
transform it to the goal state we need. Initial and goal states are inputs to the planning
algorithm; output is a finite sequence of actions which manipulates the system in a way that at
the end of the whole process it is in the goal state.
An important part is a criterion encoding the desired outcome of a plan in terms of the state and
actions that are executed. There are generally two different kinds of planning concerns based
on the type of criterion:
1. Feasibility: Find a plan that causes arrival at a goal state, regardless of its efficiency.
2. Optimality: Find a feasible plan that optimizes performance in some carefully specified
manner, in addition to arriving in a goal state.
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In the text bellow, the planning algorithms in a discrete state space are discussed. A discrete
state space is characteristic by a finite number of states in which the system can be. Formally,
the state space can be defined by four parametersX, U, xI , X G , where:
1. 𝑋 is a set of all states;
2. 𝑈 is a set of all actions which can be chosen by a planning algorithm;
3. 𝑥𝐼 ∈ 𝑋 is an initial state;
4. 𝑋𝐺 ∈ 𝑋 Is a set of goal states.
The world may be transformed through the application of actions that are chosen by the
planner. Each action, u, when applied from the current state, x, produces a new state, x′, as
specified by a state transition function, f. It is convenient to use f to express a state transition
equation:
𝑥 ′ = 𝑓(𝑥, 𝑢).
Evolutionary algorithms:
An evolutionary algorithm (EA) is a subset of evolutionary computation, a generic populationbased metaheuristic optimization algorithm. An EA uses mechanisms inspired by biological
evolution, such as reproduction, mutation, recombination, and selection. Candidate solutions to
the optimization problem play the role of individuals in a population, and the fitness function
determines the quality of the solutions (see also loss function). Evolution of the population then
takes place after the repeated application of the above operators. Artificial evolution (AE)
describes a process involving individual evolutionary algorithms; EAs are individual components
that participate in an AE.
Evolutionary algorithms often perform well approximating solutions to all types of problems
because they ideally do not make any assumption about the underlying fitness landscape; this
generality is shown by successes in fields as diverse as engineering, art, biology, economics,
marketing, genetics, operations research, robotics, social sciences, physics, politics and
chemistry.
In most real applications of EAs, computational complexity is a prohibiting factor. In fact, this
computational complexity is due to fitness function evaluation. Fitness approximation is one of
the solutions to overcome this difficulty. However, seemingly simple EA can solve often complex
problems; therefore, there may be no direct link between algorithm complexity and problem
complexity.
Genetic algorithm:
A genetic algorithm is a search heuristic that mimics the process of natural selection. This
heuristic (also sometimes called a metaheuristic) is routinely used to generate useful solutions
to optimization and search problems. Genetic algorithms belong to the larger class of
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evolutionary algorithms, which generate solutions to optimization problems using techniques
inspired by natural evolution, such as inheritance, mutation, selection, and crossover.
Genetic algorithms find application in bioinformatics, phylogenetics, computational science,
engineering, economics, chemistry, manufacturing, mathematics, physics, pharmacometrics
and other fields.
Artificial neuron networks:
In computer science and related fields, artificial neural networks are computational models
inspired by an animal's central nervous systems (in particular the brain) which are capable of
machine learning as well as pattern recognition. Artificial neural networks are generally
presented as systems of interconnected "neurons" which can compute values from inputs.
For example, a neural network for handwriting recognition is defined by a set of input neurons
may be activated by the pixels of an input image. The activations of these neurons are then
passed on, weighted and transformed by a function determined by the network's designer, to
other neurons. This process is repeated until finally, an output neuron is activated. This
determines which character was read.
Like other machine learning methods, systems that learn from data, neural networks have been
used to solve a wide variety of tasks that are hard to solve using ordinary rule-based
programming, including computer vision and speech recognition.
Multi-agent systems:
A multi-agent system (MAS) is a computerized system composed of multiple interacting
intelligent agents within an environment. Multi-agent systems can be used to solve problems
that are difficult or impossible for an individual agent or a monolithic system to solve.
Intelligence may include some methodical, functional, procedural or algorithmic search, find and
processing approach.
Although there is considerable overlap, a multi-agent system is not always the same as an
agent-based model (ABM). The goal of an ABM is to search for explanatory insight into the
collective behaviour of agents (which do not necessarily need to be "intelligent") obeying simple
rules, typically in natural systems, rather than in solving specific practical or engineering
problems. The terminology of ABM tends to be used more often in the sciences and MAS in
engineering and technology. Topics where multi-agent systems research may deliver an
appropriate approach include online trading, disaster response, and modelling social structures.
Multi-agent systems consist of agents and their environment. Typically multi-agent systems
research refers to software agents. However, the agents in a multi-agent system could equally
well be robots, humans or human teams. A multi-agent system may contain combined humanagent teams.
Environment can be divided into:


Virtual Environment;



Discrete Environment;
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Continuous Environment.

Quantum computing:
Quantum computing is the area of study focused on developing computer technology based on
the principles of quantum theory, which explains the nature and behavior of energy and matter
on the quantum (atomic and subatomic) level. Development of a quantum computer, if practical,
would mark a leap forward in computing capability far greater than that from the abacus to a
modern day supercomputer, with performance gains in the billion-fold realm and beyond.
The quantum computer, following the laws of quantum physics, would gain enormous
processing power through the ability to be in multiple states, and to perform tasks using all
possible permutations simultaneously. Current centers of research in quantum computing
include MIT, IBM, Oxford University, and the Los Alamos National Laboratory.
Classical computing relies, at its ultimate level, on principles expressed by Boolean algebra,
operating with a (usually) 7-mode logic gate principle, though it is possible to exist with only
three modes (which are AND, NOT, and COPY). Data must be processed in an exclusive binary
state at any point in time – that is, either 0 (off / false) or 1 (on / true). These values are binary
digits, or bits. The millions of transistors and capacitors at the heart of computers can only be in
one state at any point. While the time that the each transistor or capacitor need be either in 0 or
1 before switching states is now measurable in billionths of a second, there is still a limit as to
how quickly these devices can be made to switch state. As we progress to smaller and faster
circuits, we begin to reach the physical limits of materials and the threshold for classical laws of
physics to apply. Beyond this, the quantum world takes over, this opens a potential as great as
the challenges that are presented.
The Quantum computer, by contrast, can work with a two-mode logic gate: XOR and a mode
we'll call QO1 (the ability to change 0 into a superposition of 0 and 1, a logic gate which cannot
exist in classical computing). In a quantum computer, a number of elemental particles such as
electrons or photons can be used (in practice, success has also been achieved with ions), with
either their charge or polarization acting as a representation of 0 and/or 1. Each of these
particles is known as a quantum bit, or qubit, the nature and behavior of these particles form the
basis of quantum computing.
Modelling and simulation supporting the military decision making process
Computer support of military applications and processes is not exceptional by these days;
however its domain still falls within the areas outside of the direct decision support of the
commanders in combat operations. The first attempts to mathematically model the complex
battle situations to support the decision-making processes of the commanders started in the
1960s. The original math models was based on very general assumptions and tried to build the
rationality of the behavior of the selected tactical element in the very approximate terms. These
models were appropriate as doctrinal approaches, but for the implementation of individual
tactical solution or as direct support to the tactical decision-making activities were not
applicable.
Modeling and simulation performed important cognitive and practical function in military history.
Its emergence and development form an integral part of military history and continuous
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development of all its important components. For a long time, the military modeling and
simulation had an applied character, mainly in the commander’s decision, prediction and
planning in combat operations, it plays decisive role in immediate decision search in asymmetric
warfare and war against terrorism.
Decision making is one of the most important activities, which a Manager or person generally do
in their everyday life. Decision making can be understood as core of management. Decisionmaking is always a choice between two or more options. Decision process in military
environment is similar to its civil equivalent, but with different inputs, outcomes and
consequences. Same as in civil management, military commanders are forced to choose
optimal solution based on proper weighting of multi-criteria requirements.
In a military decision-making practice it stands out in the foreground more than in the civil
sector, mainly such factors as the time (speed of decision making), the issue of available
material resources, unfamiliar environment (terrain, enemy, population), and particularly the
factor of possible loss of life and technology.
The commander is often forced to make decisions quickly based on their experience with the
mentioned conditions. We are talking about empirical-intuitive decision-making process. Under
these assumptions, it seems logical to facilitate decision-making by a modeling support.
The system concept of computer support of tactical decision, from fundamental point of view, is
possible to split into two approaches, namely:


Subjective - empirical and intuitive



Objective – mathematical and algorithmic

For effective tactical decision making, it is necessary to keep the coexistence of these
approaches in the balanced synergy conjunction and complementarity in such a proportion that
fulfills the type of the decision-making problem. From the perspective of computer support and
automation of decision-making activities, it is currently possible to provide a part of the decisionmaking process with the aid of machines and even though the trend of automation constantly
growing, so far there is no indication that the human element should be fully excluded from the
advanced decision-making processes in the near future. In any case, the impact of the
automation to the effectiveness and to the time required for the key decision development is
absolutely vital, as indicate the last experiences from the war in Afghanistan.
Until now, the decision-making process of the commander was usually conducted in terms of
empirical experience and intuition and most likely it will remain identical in the near future.
Already in the 60s in the last century, there appeared a tendency to model specific operational
and tactical processes [1]. The initial math models have suffered from serious deficiencies
relating to a complex data base of the battlefield. The models were unable to deal with a wide
range of information cover, what is the key of the operational and tactical decision-making
processes. Furthermore, in many cases, models were based on very approximate assumptions
suffering from an information deficit and the solution could not lead to a rational result applicable
in practice in any case.
Computer support within algorithmic approach is still a relatively new element which, though
some initial attempts of its "start-up" done in the past, is still on the beginning and probably it
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takes some time to accommodate this approach in the decision-making process of the
commanders on the tactical level.
Major upgrades of a new approach comparing previous solutions consist in:


comprehensive concept of the operational environment,



detailed real-time virtualization,



advanced extrapolation of its operational attributes (status) in a wide range of conditions,



Subsequent series of operational and tactical analyses, integrated into solutions that
respect the multi-criteria priorities.

Computer support of this approach is split in two ways:


Algorithmic - having an impact on the development of theoretical algorithmic solutions
and also affecting the software for particular computing platforms. This approach
includes the fundamental math solution and its adaptation and optimization for machine
processing



Technological - focused on the development of a computer systems-technological
performance and aspects, including the architectural upgrade, cluster integration,
distributed calculations, assembly techniques development and so on.

On many fields, particularly in technical and technological base is already usual the state, that
the large spectrum of processes can be not only virtually modeled but also solved in inverse
manner with specified requirements. In many cases it is possible to achieve such precision that
correspond with the real tests for more than 90 percent (statics, aerodynamics, hydrodynamics,
and so on). This is caused by a small degree of uncertainty of the model, which unfortunately
appears in a high degree in the socio-economic area particularly in the operational and tactical
environment. Therefore it is extremely difficult to model the combat activities progress with an
accuracy of technological processes; however, it is possible to model the conditions of certain
tactical scenario and through the optimization of these conditions to use the results as an issue
for the selection of particular option or activities.
There are two approaches of the operational tactical tasks solution, in particular those, which
fulfill the criteria of the so-called inverse task:


Analytical – it allows formulating the solution of inverse task by mathematical
expression (for example by polynomial). In the area of operational and tactical tasks it is
usually very difficult to find such a solution, and the way-out is the evolutionary solution.



Evolutionary - it is approach (using brute force), where the solution is based on the
search through a broad spectrum of possible iteration assessment or all possible input
sets. As a model example on that field can serve for example the square root
calculation, where the accurate solution is based on iterative algorithm.

As already indicated, usually in the area of complex operational tactical tasks dominate the
evolutionary approaches, since finding a direct analytical solution is either very difficult or does
not exist. Furthermore, it should be noted that, in the case of operational and tactical solutions, it
is usually a multi-criteria problem, where just the settings of the entry criteria can be quite a
complex task by itself. There plays the key role the individual approach (opinion) linked with the
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pragmatic (tactical) aspect of the solutions. Like the classic examples of operational-tactical
tasks, may serve the search for the optimal location of shooting position.

Figure 49: 2D Strike model (reciprocal hyperbolic), constructed with the probability target hit
function (hyperbolic) and probability function of the friendly element endanger (logarithmic).
In the construction of the model, it is possible to implement deductive approach and is it
possible to issue from the assumption of the likelihood compromise of intervention of the target
and acceptable risk of friendly element in the context of the implementation of the attack. It is
demonstrated in the figure 2, where the function of 2tactical pragmatism of the fire depends just
on the distance to the target.
However, the model in real conditions is linked to additional criteria and inputs, such as the
enemy and friendly element altitude difference, distance from the nearest vegetation, position of
the Sun, type of the weapons, level of the training and so on. In the case that we assume the
second parameter as the angle between the source and the target element, then the
construction of the model can look like follows formula:
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x – the distance to target (0,1500)
y –the horizontal angle between the friendly and enemy element (-80,80)
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Figure 50: Model of the shooter location pragmatic function
In general, it is relatively complex task, where each additional input increase the dimension of
the model, so another approximate model represents the formula (2) and Figure 3, there are
considered 3 inputs (n1, n2, n3) in this case, where this calculation must be applied to any
combination of the deployment configuration of individual elements (the shooter and target) on a
digital model of the battlefield to find the optimal solution.
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n1 – the distance from the nearest vegetation
n2 –the difference of the excess of friendly and enemy element
n3 – the distance to target

Figure 51: 3D cut of the model of the shooter location pragmatic aspect function
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The field of computational area analyses has been only the domain of geographical resort in the
past, within the fact that the isolated analysis (visibility, throughput, mobility, and so on) were not
comprehensively integrated. This limited spectrum of pragmatic results was not sufficient
enough to fulfill the contemporary military requirements and latest advances in the information
technology. Modern approach to the tactical decision support usually combines various
analyses with geo-tactical background. In real operation the tactical activities are very closely
linked to geographical factors, this synergy is apparent and could be utilized in favor of the
pragmatic aspects of the tactical solution. One of the most critical phases is appropriate input
factors selection. If the incorrect settings of these factors will be applied, however, the result
exists; the final solution may not be applicable to the practice. The final solution is completed
through the system integration of partial solutions that define the theory and algorithmic
principles, system approach define the construction and partial solution or analyses processing.
The mentioned system integration would be treated as an integration process in the context of
multi-criteria decision concept of partial solutions that can be divided into three basic modules:


Math module, carrying out the exact operations over data structures



Multi-objective module containing the entry set of commander/operator requirements



Module of input quantifying factors and criteria interpretation

The fundamental approach is mostly based on a sequence of procedures and the weighted
integration of discrete layers, where all phases converge to a maneuver optimization issued
from a Floyd-Warshall algorithm. The algorithm application allows users to build the customized
tactical model to calculate the optimal route for specific geo-tactical conditions, including stability
analyses. If it is necessary, it is possible to find alternative routes with more-favorable
movement factor. Following chart presents an idea of theoretical approach of tactical path
finding:

Figure 52: Theoretical approach to the tactical model construction and processing
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Fundamental theoretical approach in that case was inspired by Floyd-Warshall algorithm.
Original algorithm was pushed throughout several modifications that make it computationally
applicable even for a large data structures comprising more than 106 nodes. Basic adjustment
lay in elimination of so-called reverse cycles by stopping the calculation on all nodes in its root.
Generally it is not trivial task and it can be accessed in several ways, where, as one of the
possible solution is the introduction of the so-called genetic structure processing, where each
element of a sequence of progressive calculation shall be borne by the information about the
elements of its predecessors, for example, in the shape of the bit-field, where the individual bits
encode the occurrence of the given attribute. Within the fact, that modification of the next
element (node) copies the genetic information of a predecessor, including its contribution to the
new element. This process is carried out through the main field elements chosen for next phase
solution. The status and verification cycle matches the bit position in the bit field with the
position of the active element in the default structure. If the element belongs to a root what was
modified (attribute is present), the element is excluded from the processing in the following
iterative phase because it will be modified in the next steps. This process is theoretically simple;
however, the realization of this step is relatively difficult in practice, because the memory
performance Pn achieves:


Pn =

N2

(1)

8

N is the number of nodes (elements) of the graph.

It means that models which contain more than 106 nodes must allocate over 125 GB memory
only for genetic structure of each element. In the case of information transfer into other
elements the amount of operations raise to a level that is incompatible neither with the real time
application, nor on the fastest nowadays computers. It is therefore necessary to address the
sub-problem in a different way and optimize the whole process by other approach. Previously
mentioned idea works well but for a wide set of nodes (more than 106) is ineffective. There is a
several optimization approach that could bring some benefits. For example the first, optimization
principle is focused on a separate iterative sub-loop, which looks for a so called back-cycles and
processes on limited set of nodes. It eliminates non-perspective iterations (this is the key point)
and shorten the solution time significantly. It searches the smallest sum of weights in a graph,
but only on a subset of already modified elements and, in the meantime, until any of all possible
elements is unable to modify.
Using this optimization trick, it is possible to reduce timing of solution from 70 hours to 90
milliseconds (this case is linked to 106 nodes and 8*106 edges of a graph) what seems to be a
really significant improvement.
Another important aspect of mentioned solution is particular ability of parallel execution of the
sub-phase processes and potential of implementation on GPGPU (General Purpose Graphics
Processing Unit). In that case, there is the general problem of no possibility of total avoidance
of particular phase’s serialization. Because of dependency of particular iteration steps on
previous result, nevertheless process solution of each phase is possible to parallelize.
Contemporary concept of GPGPU parallel programming suffer by a small complication of global
memory access (because of wide array of element it is not possible to store them in a fast
shared memory) of particular threads what is resulting in reduced performance as it would
actually be.
128

The initial approach to the tactical and geographical factors integration is treated in
approximate scenario, where the input factors were derived from the following effects:


The influence of altitude



The effect of vegetation (forest)



The influence of water



The impact of communications



The impact of general terrain



The effect of visibility of threatening element

Filling the input data structure is crucially important and more comprehensive research and
experiments are needed. To generate pragmatic results in military operation, it is necessary to
sensitively design the input structure of graph weights. It must properly correspond with
provable statistical analyses of wide spectra of experiments. Just for demonstration purposes
and integration process evaluation was intuitively estimated the values linked to a set of
important factors, derived from the previous research, partially dedicated to that problematic [4]
and [5]. The result of a core calculations, model integration, data modeling, visibility analyses
and shortest path algorithm implementation is shown on the following figure:

Figure 53: Optimal maneuver modeling under tactical conditions
Where the obvious desire of motion is situated close to a communications and avoids visible
area as is illustrated, were threatening visibility laid out had a decisive impact on final weighted
criteria displacement of the model. At the next illustration is shown the shadow map, what
demonstrate the total sum of weights of the minimum path to the each point of the map under
the mentioned conditions. There is apparent a manifest of the complications in the areas of
visibility of the threatening element and the minimum values of threatening the overall paths
along the roads. Result is presented on following picture:
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Figure 54: Structure of final “Pragmatic” graph (minimum of weighted sum dedicated to the
shortest path)
The relevant results achievement in the framework of another complex tactical activities
modeling lay in the deployment of high level complexity and relations, which previous models
did not implement. This condition could be achieved by implementation of the same or higher
information view (scope) of the commander addressing the tactical problem. This circumstance
is currently simply achievable by C4ISR utilization.
To resolve this issue it is necessary to realize the goal of the entire tactical modeling process
and the context of the command and control. If we come from the fundamental nature of the
army and its dedication to the martial activity, then the decision of commanders usually follow
the search for an optimal tactical activity, or the sequence of activities leading to assigned tasks
competition in the shortest (possibly fixed) time and with a minimum released effort or
resources. So in other words, the main aim is such a sequence of tactical elements (maneuver,
fire and strike) subordinated units/troops which will lead to the most effective task fulfillment.
To resolve this issue, it is possible to partially take inspiration from the game of chess as well as
the military leaders did in the past. Mainly from the basic model of the playing field and the rules
for the individual elements, it can serve as an approximate raster scenario for the tactical
battleground modeling, where the model adapted to the current conditions will be incomparably
greater complexity and must take into account all relevant factors affecting the combat activities.
Despite the fact that the current modeling of the combat is from the philosophical perspective
relatively highly theoretical matter, it is intuitively clear that the chances of a successful
application of these models can be in case of fulfilling the appropriate complexity, very high.
Solutions to the particular problems are based on a set of individual approaches and could not
be unified. The overall concept should be understood as a comprehensive issue, rather than an
isolated problem. Currently, there is no universal solution capable of addressing more various
tactical tasks, and it is necessary to find adequate (separate) solutions to each problem. The
way of individual problem solution usually comes from the weighted integration of tactical
analysis linked to the quantification and multi criteria decision making. A general approach to
the battlefield modeling can be compared with the large 3D matrix (set) of particular math and
tactical models. As an example solution may serve the ambush area optimization, illustrated on
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Figure 55, where the red circles represent the extrapolated positions of the opponent and the
pink circles indicates the position of friendly elements.
Increasing diameter of the pink circles indicates the position relating to the particular position of
the opponent indexed in this case, from top to bottom. So, the center of the red circle on the top
position is related to the center of the pink circle with the smallest diameter and the center of the
red circle on the lowest position correspond with the center of the pink circle with the largest
diameter. The optimal maneuver of each element is depicted from the default position for
optimal action (the route is shown in red).

Figure 55: Ambush area optimization (SW University of Defence)
The latest military trends are setting the demanding requirements to the contemporary
operations. The focus is laid on the quality and proper integration of underlay analyses,
necessary for the effective decision process execution. These trends are apparent since the
year 2002 and escalating in the context of building the new approach to the decision making
activities of the commanders.
In context of information technology development and increasing demands on combat
information systems as for instance C4ISTAR, what slowly reach its technological edge, the
next way of tactical and technological future of 21-st century battlefield are turning to model
based tactical decision support. This problematic consist of wide set of operational and tactical
problems, generally reaching side of multi-criteria decision tasks and in most cases converge to
tactical battle and non-battle process optimization.
The construction of models of decision-making processes and their solution is motivated by
intentions to limit the intuitive decision-making and eliminate the negative consequences of
subjective problem-solving procedure.
Optimization of operational and tactical activities, though this is not apparent at the first glance,
is linked to the pragmatic aspects and algorithmic scheme, enabling their advanced automation.
The solutions are not usually the trivial and the results are necessary to analyze in terms of its
stability and assess its pragmatic level. However, this innovative approach has pushed a
previous static concept of information distribution to a new dimension and provides a powerful
tool in the planning and combat operation management process. This concept also creates the
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key conditions for the effective integration of automated and robotized systems into the combat
operations.
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8.

Estimation of the future technology state
(extrapolation/prediction)

The role of autonomy in contemporary systems has been increasing dramatically in last few
years. This process will certainly continue in the future, as is also documented in the letter (see
Figure 56) by Ashton B. Cater who is the United States Deputy Secretary of Defense.

Figure 56: Memorandum for Chairman, Defense Science Board
The U.S. Military Plan for UAS Development:
On December 23, 2013, the Defense Department released its Fiscal Year 2013-2038
Unmanned Systems Integrated Roadmap, the latest iteration of this biennial report to Congress.
Dyke Weatherington, Director, Unmanned Warfare and Intelligence, Surveillance And
Reconnaissance at USD(AT&L), noted that the roadmap “articulates a vision and strategy for
the continued development, production, test, training, operation and sustainment of unmanned
systems technology across DoD … This road map establishes a technological vision for the
next 25 years and outlines the actions and technologies for DOD and industry to pursue to
intelligently and affordably align with this vision.” The technical vision outlined in the Roadmap
is shaped by the strategic environment and in particular by constrained budgets and the
rebalance to the Asia-Pacific region.
The previous, FY 2011 - 2036 Roadmap also responded to DoD’s budgetary constraints,
emphasizing that “affordability will be treated as a key performance parameter (KPP) equal to, if
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not more important than, schedule and technical performance.” The current version of the
Roadmap focuses on the fact that, as Mr. Weatherington put it, DoD “can’t start programs that
we can’t afford.”
The Roadmap also delves into the reduction in budget over the next five years, beginning with
the President’s Budget request for $5.6 billion in unmanned systems in FY 2013. One approach
the Roadmap presents for adapting to austere budgets is “selective innovation.” “Future
mission needs will have to be met by funding capability improvements that exploit existing
systems with innovative improvements to their indigenous technologies. This approach might
be as simple as modifying a sensor to improve data flow or applying standard message set
architectures to improve interoperability,” the Roadmap explains.
Another focus area guiding the Roadmap’s vision is the strategic focus on the Asia-Pacific
region. Unlike the past decade, in which UxV have operated in relatively uncontested
environments, future operations are expected to contend with significant anti-access/area denial
(A2/AD) challenges. The Roadmap explains that this will create a need to build smaller and
more agile systems, and also to enhance manned-unmanned integration.
Chapter 4 of the Roadmap discusses six “Technologies for Unmanned Systems” that reflect
DoD’s shift in strategic priorities and address the need to reduce lifecycle costs. It also
describes how limited science and technology funding will potentially impact these emerging
technology solutions. The six technology areas of interest are:


Interoperability and Modularity;



Communication Systems, Spectrum, and Resilience;



Security: Research and Intelligence/Technology Protection (RITP);



Persistent Resilience;



Autonomy and Cognitive Behavior;



Weaponry;



Sensor Air Drop;



Weather Sensing;



High Performance Computing.

In each of these areas, near-, middle-, and long-term goals are identified.
Summarizing the report, Mr. Weatherington stated that, “the road map describes the challenges
of logistics and sustainment, training and international cooperation while providing insight on the
strategic planning and policy, capability needs, technology development and operational
environments relevant to the spectrum of unmanned systems.”
A 2012 Defense Science Board Task Force report examined DoD’s use of unmanned systems
and their contribution to overall DoD strategy. The report found that autonomy technology is
being underutilized due to internal inefficiencies. However, the Task Force was also optimistic
about the potential contributions of autonomy technology, noting that “increased autonomy can
enable humans to delegate those tasks that are more effectively done by computer, including
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synchronizing activities between multiple unmanned systems, software agents and warfighters-thus freeing humans to focus on more complex decision making.”
In many ways, the U.S. Navy has been on the forefront of UAS development. For example, the
28th Chief of Naval Operations (CNO) Strategic Studies Group (SSG) spent one year examining
this issue. Leveraging the SSG’s work, the Navy is now addressing how it integrates UAS into
its force structure, emphasizing in particular the need to enhance C2 capabilities to lower Total
Ownership Costs. This link between increased autonomy and decreased TOC has made the
revolutionary, rather than simply evolutionary, development of unmanned aircraft systems
imperative.
The Office of Naval Research has aligned its priorities with this DoD and Navy guidance. In the
latest Naval Science and Technology Strategic Plan, autonomy and unmanned systems are
identified as one of nine key focus areas. This plan includes four objectives: human and
unmanned systems collaboration; perception and intelligent decision-making; scalable and
robust distributed collaboration; and intelligence enablers and architectures.

Figure 57: DoD Unmanned Systems Funding ($ mil/PB14)
Unmanned systems have the potential to create strategic, operational, and tactical possibilities
that did not exist a decade ago – but this promise will not be realized without substantial
improvements in the C4ISR systems that will allow them to achieve true autonomy. The Navy
laboratory community is embarked on leading-edge research to address this challenge. Near135

term work aimed at reducing the manpower burden that unmanned systems currently require
includes:


Distributed Control of Unmanned Systems Using Widgets: This SSC Pacific project is
developing technology that will demonstrate the ability to tactically control unmanned
systems within a distributed system by breaking the missions into tasks to be displayed
by widgets within the Ozone Widget Framework (OWF). The large amounts of data
originating from unmanned systems will be stored within the cloud to be retrieved,
appended, visualized and stored by other local and remote operators.



ICOP: ICOP (Intelligence Carry on Program) leverages the Distributed Common Ground
System – Navy (DCGS-N) in providing workstations onboard U.S. Navy surface
combatants to exploit data and video from multiple UAS simultaneously. This system
been fielded in exercises such as Trident Warrior 2011 to enable one operator to view
and exploit video from several UAVs such as Scan Eagle and Predator, freeing the UAV
launching platform from the one operator, one joystick, one UAV paradigm.



MOCU: The Multi-Robot Operator Control Unit (MOCU) is an unmanned systems project
that allows one operator to control multiple systems in order to reduce manning costs.
MOCU is a graphical operator-control software package that allows simultaneous control
of multiple unmanned systems from a single console. Given the severely proscribed
manning profile for Navy ships like the DDG-1000 and the LCS, MOCU is envisioned to
be a strong enabler aboard these – as well as future – Navy surface combatants.

Longer-term cutting-edge work being spearheaded by the U.S. Navy laboratory community that
is designed to increase unmanned systems’ level of autonomy includes:


UV-Sentry: The “UV-Sentry” project enables cooperative autonomy and autonomous
command and control of UAS. This, in turn, allows for automated data fusion into a
common operational picture. Thus, a constellation of unmanned systems with increased
intelligence and the ability to adaptively collect and process sensor data into actionable
information operate in a self-synchronized manner without having many operators
provide constant input and direction.



JUDIE: The Joint Unmanned Aircraft Systems Digital Information Exchange (JUDIE) is a
project designed to enable UAS information-exchange as an initial step in enabling UAS
to self-synchronize and ultimately work as swarms. It is an inter-Service project
involving all the military Services and is using the MQ-1 Predator and RQ-7 Shadow
UAS as test platforms.



UCAS-D: UCAS-D (Unmanned Combat Air System-Demonstrator) takes advantage of
emerging technology to enable unmanned vehicles to operate in a swarm. Under the
evolving UCAS-D CONOPS, this swarm of UCAS-Ds would be tasked as one unit with a
mission objective and once the human operator selected a mission and communicated
that to the swarm as a unit, the individual vehicles would then communicate and selfsynchronize amongst themselves to formulate and carry out a mission plan.

Figures 58, 59, and 60 present the roadmaps in the domains of Unmanned Aircraft, Ground,
and Maritime Systems.
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Figure 58: Unmanned Aircraft Systems
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Figure 59: Unmanned Ground Systems by Mission/Capability Area
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Figure 60: Unmanned Maritime Systems by Mission Area
NASA Robotics, Tele-Robotics and Autonomous Systems Roadmap:
NASA’s integrated technology roadmap, including both technology pull and technology push
strategies, considers a wide range of pathways to advance the nation’s current capabilities. The
present state of this effort is documented in NASA’s DRAFT Space Technology Roadmap, an
integrated set of fourteen technology area roadmaps, recommending the overall technology
investment strategy and prioritization of NASA’s space technology activities.
This document presents the DRAFT Technology Area 04 input: Robotics, Tele-Robotics and
Autonomous Systems. NASA developed this DRAFT Space Technology Roadmap for use by
the National Research Council (NRC) as an initial point of departure. Through an open process
of community engagement, the NRC will gather input, integrate it within the Space Technology
Roadmap and provide NASA with recommendations on potential future technology investments.
Because it is difficult to predict the wide range of future advances possible in these areas,
NASA plans updates to its integrated technology roadmap on a regular basis.
The subtopics and mission diagram is shown in the Figure 61. There are 4 missions as follows:


SOMD missions;



ESMD missions;
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SMD missions;



ARMD missions.

Figure 61: Robotics, Tele-Robotics and Autonomous Systems Technology Area Strategic
Roadmap
SOMD (Space Operations Mission Directorate) missions consist of:


Robonaut 2 mission to ISS (see Figure 62);



ISS Refueling;



Free-flyer Inspection Robot;



Astronaut Jetpack;



ISS DPP (Dexterous Pointing Payload);



Geo Fuel;



HST (Hubble Space Telescope).
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Figure 62: Robonaut 2 working inside ISS
ESMD (Exploration Systems Mission Directorate) missions consist of:


Near Earth Asteroid (NEA) Robotic Precursor;



Crew Transfer Vehicle (CTV – see Figure 63);



Multi Mission Space Exploration Vehicle (MMSEV – see Figure 64);



Test HEO (High Earth Orbit);



Human HEO (High Earth Orbit);



HEO Utilization Flight 1 and 2;



Near Earth Asteroid Human Mission;



Human Mars Orbit/Phobos;



Human Mars Mission.
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Figure 63: Concept for a Crew Transfer Vehicle

Figure 64: MMSEV Concept Image
SMD (Science Mission Directorate) missions consist of:


Mars Science Laboratory (MSL)/Extended;



Mars Sample Return (MSR) Mission 1, 2, 3;



Comet Surface Sample Return (CSSR);



Comet Nucleus Sample Return (CSNR);
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Venus Mobile Explorer (VME, aka Venus Aerobot);



Titan Aerobot.

ARMD (Aeronautics Research Mission Directorate) missions consist of:


Small UAV;



Wind Turbines;



Wildfire UAV;



Air Cargo.

Figure 65 presents the Robotics, Tele-Robotics and Autonomous Systems Technology Area
Breakdown Structure. The part 4.5 deals with Autonomy; for NASA missions there is a spectrum
of Autonomy in a system from basic automation (mechanistic execution of action or response to
stimuli) through to fully autonomous systems able to act independently in dynamic and uncertain
environments.
Two application areas of autonomy are: (i) increased use of autonomy to enable an independent
acting system, and (ii) automation as an augmentation of human operation.
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Figure 65: RTA Technical Area Breakdown Structure (TABS) Diagram
Unmanned and Autonomous Systems Test (UAST) Roadmap
The UAST S&T (Science & Technology) BAA is part of the PEO STRI/PM ITTS/TRMC research
and development program. At the direction of the Test Resource Management Center (TRMC),
Office of the Secretary of Defense (OSD), PEO STRI has the mission to solicit white papers and
proposals under the UAST Focus Area of the Test and Evaluation/Science and Technology
Program for advanced development of technologies.
Figures 66, 67, and 68 present the predictions of unmanned and autonomous system
development in the domains of behavior, environment, and capabilities (published in UAST
Roadmap).
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Figure 66: Predicting Unmanned and Autonomous System Behaviors
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Figure 67: Emulating Mission and Environmental Complexity with Assured Safety
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Figure 68: Assessing UAS Effects and Capabilities
General Dynamics Robotic Systems:
General Dynamics Robotic Systems (GDRS), the world leader in tactical autonomous robotics
and the command and control technology for battle management of unmanned systems,
designs and manufactures complex electro-mechanical and advanced automated systems for
military, government, and commercial clients. With decades of expertise in developing
unmanned systems for the military, manufacturing automated systems for the US Postal
Service, and building obscurant systems for the Army, GDRS provides cutting-edge solutions to
challenging engineering questions.
GDRS and its Autonomous Robotics Programs:










Autonomous Navigation System (ANS);
Demo III;
Dismounted Operations: TAC-C;
Excalibur;
Mobile Detection Assessment and Response System (MDARS);
Near Autonomous Unmanned Systems (NAUS) - Advanced Technology Objective
(NAUS-ATO);
Organic Air Vehicle – II (OAV2);
Robotic Technology Integration and Assessment (RTIA);
Robotics Collaborative Technology Alliance (RCTA);
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Trauma Pod–Life Saving Technologies for the Future;
Unmanned Autonomous Collaborative Operations (UACO);
Unmanned Surface Vehicles (USV);
Vetronics Technology Integration (VTI).

Figure 69: Evolution of UGV Autonomy by General Dynamics
TARDEC
TARDEC has defined the major technical hurdles for UGV autonomy as:
•

Establishing undulating ground plan estimation approaches for segmentation

•

Developing stable large vehicle formation control techniques across undulating terrains

•

Perceiving a multitude of negative and water obstacles

•

Developing High clutter navigation techniques across unstructured environments

•

Developing best of “lesser-of-many-evils” decision support algorithms (especially in high
speed and crash eminent situations)

•

Developing stable control algorithms for motion and operation of automated guns
systems working in close proximity to human humans and human control vehicles

•

Forward Push control vehicle motion intent prediction (e.g. leading from behind in
unstructured terrain)
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•

High speed off-road motion with limited a priori data utilization and limited to no
previously traversed information

•

Autonomously traversing highly undulating terrain conditions (e.g. peak detection)

•

Increased perception capability to define differing terrain types and conditions for
purpose of accurate traversibility estimates

•

Developing human intent inference engine to allow for situation understanding and role
adaptation

•

Redundant and robust chassis subsystems (e.g. steering, braking, throttle, transmission)

•

Deterministic and open interfaces to chassis

•

High fidelity vehicle state information and estimation

•

Robust ,dense, clean power provision and generation

•

Intelligent self-recovery when failures occur based on historical failure tracking and
analysis

•

Vehicle/autonomy/weapon integration for seamless/tele-presence control and operations

•

Addressing SWAP/stability challenges related to high complexity unmanned vehicle
development

•

All-weather and All-terrain 360 degree perception

•

Vehicle to vehicle multi-channel communication at extended range across undulating
terrains

•

Weapon control and AiTR concerns for an armed unmanned vehicle

TARDEC has defined a set of Capability Demonstrations (CDs) that designed to show progress
in resolving the technical hurdles.
CD 5 - Develop unmanned vehicles capable of maneuvering with mounted and
dismounted units
End State: Demonstrate the ability of unmanned vehicles to safely maneuver with, and increase
the effectiveness of, mounted and dismounted units without increasing the number of soldiers
assigned or increasing soldier burden.
CD 6 - Achieve ground system integrated 360°situational awareness capability at
extended distances from the platform, in order to enhance Soldier safety and ease the
Soldier’s burden
End State: Demonstrate increased situational awareness and greater stand-off distances for
both manned and unmanned vehicles in both day and night conditions
CD 7 - Develop robotic technologies and capabilities that expand the operational
capabilities of a Brigade Combat Team
End State: Demonstrate an integrated set of automated vehicle capabilities using combined air
and ground vehicles that improve the effectiveness of a Brigade Combat Team
CD 12 - Develop robotic technologies and capabilities that enable unit resupply and
sustainment operations using optionally-manned and unmanned vehicles
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End State: Demonstrate the use of OMV/UGV to improve the effectiveness of unit resupply and
sustainment operations, including automated convoy and vehicle loading/unloading operations.

Figure 70: TARDEC UGV Capability Demonstrations
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9.

Important experiments

RoboCup:
RoboCup is an annual international robotics competition founded in 1997. The aim is to promote
robotics and AI research, by offering a publicly appealing, but formidable challenge. The name
RoboCup is a contraction of the competition's full name, "Robot Soccer World Cup", but there
are many other stages of the competition such as "RoboCupRescue", "RoboCup@Home" and
"RoboCupJunior". In 2013 the world's competition was in the Netherlands (410 teams for 45
countries participated in this competition). In 2014 the world competition is in Brazil.
The official goal of the project is defined: "By the middle of the 21st century, a team of fully
autonomous humanoid robot soccer players shall win a soccer game, complying with the official
rules of FIFA, against the winner of the most recent World Cup."

Figure 71: Team rUNSWift competing in the Standard Platform League at RoboCup 2010 in
Singapore

DARPA Challenges
The DARPA challenges are prize competitions for autonomous vehicles, funded by the Defense
Advanced Research Projects Agency, the most prominent research organization of the United
States Department of Defense. Congress has authorized DARPA to award cash prizes to
further DARPA's mission to sponsor revolutionary, high-payoff research that bridges the gap
between fundamental discoveries and military use.
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The initial DARPA Grand Challenge was created to spur the development of technologies
needed to create the first fully autonomous ground vehicles capable of completing a substantial
off-road course within a limited time. The third event, the DARPA Urban Challenge extended the
initial Challenge to autonomous operation in a mock urban environment. The most recent
Challenge, the 2012 DARPA Robotics Challenge, focused on autonomous emergencymaintenance robots.
2004 DARPA Grand Challenge:
The first competition of the DARPA Grand Challenge was held on March 13, 2004 in the Mojave
Desert region of the United States, along a 240 km route that follows along the path of Interstate
15 from just before Barstow, California to just past the California–Nevada border in Primm.
None of the robot vehicles finished the route. Carnegie Mellon University's Red Team and car
Sandstorm (a converted Humvee) traveled the farthest distance, completing 11.78 km of the
course before getting hung up on a rock after making a switchback turn. No winner was
declared, and the cash prize was not given. Therefore, a second DARPA Grand Challenge
event was scheduled for 2005.
2005 DARPA Grand Challenge:
The second driverless car competition of the DARPA Grand Challenge was a 212 km off-road
course that began at 6:40am on October 8, 2005, near the California/Nevada state line. All but
one of the 23 finalists in the 2005 race surpassed the 11.78 km distance completed by the best
vehicle in the 2004 race. Five vehicles successfully completed the course. The winner was the
Stanley vehicle developed by the Stanford Racing Team from Stanford University (see Figure
72).

Figure 72: Stanley
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2007 DARPA Urban Challenge:
The third driverless car competition of the DARPA Grand Challenge was commonly known as
the DARPA Urban Challenge. It took place on November 3, 2007 at the site of the now-closed
George Air Force Base (currently used as Southern California Logistics Airport), in Victorville,
California, in the West of the United States.
The $2 million winner was Tartan Racing, a collaborative effort by Carnegie Mellon University
and General Motors Corporation, with their vehicle "Boss", a heavily modified Chevrolet Tahoe
(see Figure 73). The second place finisher earning the $1 million prize was the Stanford Racing
Team with their entry "Junior", a 2006 Volkswagen Passat. Coming in third place was team
Victor Tango from Virginia Tech winning the $500,000 prize with their 2005 Ford Escape hybrid,
"Odin".

Figure 73: Boss
The course involved a 96 kilometers urban area course, to be completed in less than 6 hours.
Rules included obeying all traffic regulations while negotiating with other traffic and obstacles
and merging into traffic. While the 2004 and 2005 events were more physically challenging for
the vehicles, the robots operated in isolation and did not encounter other vehicles on the course,
the Urban Challenge required designers to build vehicles able to obey all traffic laws while they
detect and avoid other vehicles on the course.
Both other competing robots and human professional drivers occupied the course. This is a
particular challenge for vehicle software, as vehicles must make "intelligent" decisions in real
time based on the actions of other vehicles. Other than previous autonomous vehicle efforts that
focused on structured situations such as highway driving with little interaction between the
vehicles, this competition operated in a more cluttered urban environment and required the cars
to perform sophisticated interactions with each other, such as maintaining precedence at a 4way stop intersection.

153

2012 Robotics Challenge:
The DARPA Robotics Challenge (DRC) is a prize competition held from 2012 to 2014. It aims to
develop semi-autonomous ground robots that can do "complex tasks in dangerous, degraded,
human-engineered environments". It began in October 2012; it is to run for about 27 months
with three competitions, a Virtual Robotics Challenge (VRC) that took place in June 2013 and
two live hardware challenges, the DRC Trials in December 2013, and the DRC Finals in
December 2014.
Besides spurring development of semi-autonomous robots, the DRC also seeks to make robotic
software and systems development more accessible beyond the end of the program. To that
end, the DRC has funded the adaptation of the GAZEBO robot simulator by the Open Source
Robotics Foundation (OSRF) for DRC purposes, and the construction of six Boston Dynamics
ATLAS robots that are being given to the teams that performed best in the VRC.
The Robotics Challenge will focus on disaster or emergency-response scenarios. Although the
requirements may change as the contest progresses, the initial task requirement for robot
entries is:
1. Drive a utility vehicle at the site.
2. Travel dismounted across rubble.
3. Remove debris blocking an entryway.
4. Open a door and enter a building.
5. Climb an industrial ladder and traverse an industrial walkway.
6. Use a tool to break through a concrete panel.
7. Locate and close a valve near a leaking pipe.
8. Connect a fire hose to a standpipe and turn on a valve.
The competition has been broken into multiple tracks. Tracks A and B receive DARPA funding,
while Tracks C and D will receive no DARPA funding initially. Tracks B and C will go through the
Virtual Robotics Challenge (VRC), after which successful teams may receive funding for
subsequent stages.
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Figure 74: DARPA Robotics Challenge timeline
The signup site for Tracks C and D (no funding) shows illustrations of robots with most largely
conforming to humanoid layouts (bipedal with two arms). Other configurations may be possible,
however, as illustrated by the "Robosimian" illustration proposed by NASA Jet Propulsion
Laboratory (see Figure 75).

Figure 75: Robosimian
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2013 FANG Challenge:
On April 22, 2013, DARPA awarded a $1 million prize to "Ground Systems", a 3-person team
with members in Ohio, Texas and California, as the winner of the Fast Adaptable NextGeneration Ground Vehicle (FANG) Mobility/Drivetrain Challenge. Team Ground Systems' final
design submission received the highest score when measured against the established
requirements for system performance and manufacturability.
Since the beginning of the first FANG Challenge on January 14, 2013, more than 1,000
participants within more than 200 teams used the META design tools and the VehicleFORGE
collaboration platform developed by Vanderbilt University in Nashville, Tennessee, to design
and simulate the performance of thousands of potential mobility and drivetrain subsystems. The
goal of the FANG program is to test the specially developed META design tools, model libraries
and the VehicleFORGE platform, which were created to significantly compress the design-toproduction time of a complex defense system.
Grand Cooperative Driving Challenge 2011:
The Grand Cooperative Driving Challenge (GCDC) was a competition on autonomous
platooning of mixed platoons. The goal was to achieve a smooth and efficient movement of a
team of autonomous vehicles communicating with each other. The long-term plan was to
introduce autonomous platooning on real highways to improve traffic flow, reduce traffic
congestions, and to be able to process an increasing amount of traffic without increasing
amount of roads required.
Although presentations on platooning have been shown by a number of research groups
already, those presentations assumed the same software and hardware running on all vehicles.
In contrast, during the GCDC all participating teams developed their own software and used
different kind of vehicles including passenger cars and trucks. The vehicles only shared the
same communication protocol and met minimum standards concerning communication
frequency, acceleration, and deceleration.
The GCDC was held in the Netherlands on the highway between Helmond and Eindhoven. The
highway was closed during this event so that interaction with normal cars was excluded. The
competition consisted of several trials driven on May 14 and May 15. During each trial two
platoons were created randomly by the vehicles of all teams on two parallel lanes of the
highway (see Figure 76). The platoons followed a manually driven lead vehicle which varied its
velocity several times. The vehicles had to keep a minimum headway time. However, the
platoon length should be as small as possible. The winner of each trial was the platoon with the
smallest platoon length.
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Figure 76: Grand Cooperative Driving Challenge 2011

International Aerial Robotics Competition:
The International Aerial Robotics Competition (IARC) began in 1991 on the campus of the
Georgia Institute of Technology and is the longest running university-based robotics competition
in the world. Since 1991, collegiate teams with the backing of industry and government have
fielded autonomous flying robots in an attempt to perform missions requiring robotic behaviors
never before exhibited by a flying machine.
In 1990, the term “aerial robotics” was coined by competition creator Robert Michelson to
describe a new class of small highly intelligent flying machines. The successive years of
competition saw these aerial robots grow in their capabilities from vehicles that could at first
barely maintain themselves in the air, to the most recent automatons which are self-stable, selfnavigating, and able to interact with their environment—especially objects on the ground.
The primary goal of the competition has been to provide a reason for the state-of-the art in
aerial robotics to move forward. Challenges set before the international collegiate communities
have been geared towards producing advances in the state-of-the-art at an increasingly
aggressive pace. From 1991 through 2009, a total of six missions have been proposed. Each of
them involved fully autonomous robotic behavior that was undemonstrated at the time and
impossible for any robotic system fielded anywhere in the world, even by the most sophisticated
military robots belonging to the super powers.
In October 2013 a new seventh mission was proposed. As with previous missions, the Mission 7
involves totally autonomous flying robots, but this is the first IARC mission to involve the
interaction between multiple ground robots and even simultaneous competition between two
aerial robots working against each other and against the clock to influence the behavior and
trajectory of up to ten autonomous ground robots.
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Figure 77: Virginia Polytechnic Institute's aerial robot autonomously inspects the target building
before launching a subvehicle through a window in 2007
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10.

Potential risks of AxS implementation,
operational usage and development

Reliability and predictability of AxS behavior is still problematic and mostly feared issue. AxS
fixed on robotic components mostly suffer by many problems caused by initial and untested
construction design or industrial systems adaptation to specific tasks. The latest approach in
AxS design is trying to learn from the experiences a search for the inspiration in many industries
proven solution, especially in the car industry.
Even the level of artificial intelligence of these systems increase o lot after several decades, it is
still the weakest point which prevent its use in advanced tasks, but the situation is slowly
changing and highly automated systems prove itself in many areas.
The key in contemporary combat is the speed of decision and reaction and this aspect will be
more and more important in the future. Because of this fact, the AxS could play a decisive role
on a future battlefield, because at that time is already clear, that also from philosophic point of
view (because the combat respects the pragmatic nature and widely enable the mathematical
approach implementation), the basic combat principles and activities are able to automate and
transfer the solution to the machines, which could execute wide spectra of tasks with speed
exceeding the human ability.
Most discussed and sensitive issue is the decision automation of critical tasks, what divide the
scientific community on several sides. And there will be a lot of legal and ethical aspects, which
will be solved perhaps in the close future, because the operational success will highly probably
require the automation in that type of critical decision on tactical level. From technological
perspective, there is no proof, that it is impossible solving ethical and ROE on AxS in the future
and any contrary activity will not stop that development globally.
One of the most feared issues is the risk of creation of super artificial intelligence from advanced
scientific experiments on that field. Definitely it is a challenging issue and until now, there is no
proof that it is impossible in the future and there exists the uncertainty about its intention with
human kind, with no ability (for human) to apply any defensive action against this super AI.
On the other hand, this is far away from the contemporary state of the art and there is no
indication, that this will be possible (could happen) in near future.
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11.


Answer of specific questions
Can specific software be considered as AxS?
Yes –actually all AxS based on electronic principles are driven by computer and
appropriate software



Self-defense, anti-tamper mechanisms in AxS vs. proportionality of response.
Theoretically this can be easily implemented. AxS has no emotions or feelings and
nothing prevent to execute any instruction implemented in control algorithm. It
depends on a user/commander to set these principles, thresholds and rules of
engagement, which could be set from aggressive to very very defensive mode.



How can ROE help commanders make the best use of AxS technology?
Two levels of implementation:
a. On commander level: proper knowledge of the abilities and risks of specific
AxS technology will separate convenient scenarios from a risky one. AxS
should be perceived as a tools or advanced weapons with undisputable
benefits in combat, but same as in other cases, the commander have to
understand the operational situation a know how to employ the AxS in tactical
scenario, same as other powerful weapons (usage of heavy weapons causing
the collateral damage in urbanize environment and so on).
b. On robotic level: many conditions, thresholds and safety switches could be
programmed in the AxS software design, so these systems could respect
ROE on its own and create the synergy with higher level (human) command.



What is the potential impact of AxS on the operational planning process?



What technologies (software and hardware) are critical to autonomy?

Hardware- sensors mapping the environment (lidars, radars, cameras, microphones, sonars),
alternatively the cyberspace – radio receivers, spectrum analysators and so on. Next, the power
of computing hardware must be capable to process all necessary data in real time and run the
software enabling the AI capability.
Software – the core is math/AI models and corresponding advanced algorithms and
processing, creating the level of advancement and intelligence of the system.


What technologies should be standardized to facilitate interoperability of AxS?
Communication systems (frequency bands, protocols), also the software of the
AxS core must enable that feature.



How to facilitate AxS certification?
Wide set of advanced task, this must be done or solved by particular AxS.
Not certified systems will be prohibited to sell or any damage caused by (failure of)
uncertified system will be on user responsibility.



What technologies must be standardized to enable using AxS in civilian
environment?
Hardware and software - sensors, level of detail, processing, supervision and so on.
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How to develop interoperability of AxS for future coalition operations?
Open, multiplatform, robust, compatible communication protocols and interoperability
with C4ISTAR/ISR systems.



Should specific cyber systems be considered as AxS?
Yes, the software is the core of AxS, whether or not is connected to a mechatronic
instrument/system, so the cyber systems could fulfill that criteria.



What are the vulnerabilities of AxS from a military point of view?
In some cases, the vulnerabilities could be the unpredictable behavior, but it depends
on a design of the system and other aspects.



Is there a risk of an AxS arms race?
It actually already started, AxS is a destination point.



Sensor vs. effector function in AxS
Both are possible and future operations will probably require both functions.



What are the best methods to counter AxS?
Hard to say using a “back door” or another AxS.
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12.

Conclusion

The effort to increase the capability of a foot soldier on the battlefield is known since ancient
times. This intentions already at that time, lead to development attempts of the war machines
helping to achieve dominance on the battlefield.
The latest trends of the social requirements to the military organizations create a strong
pressure on military systems in order to maintain or increase their current capability with
reduced investments and staff involvement. This leads to the search of innovative approaches,
in advance and in all dimensions of operational environment, which will allow us to quickly
respond to the rapidly changing reality of the contemporary world and future threats.
After the one century, automated and robotic platforms have developed in highly sophisticated
systems, which plays irreplaceable role in today's world, and we can assume that progress in
the next years will maybe differ from the trend, to which we were accustomed in the past. This
factor also creates new threats, conditions, approaches, scenarios and the operational
dimensions, to which the troops in the past have not been prepared and it puts a much higher
demands on the military personnel, than ever before.
The current highly automated and robotized systems are already quite a long time established
in the air operation domain and when we analyze the experience from the current conflicts,
these machines were evaluated as the most effective systems in the war against terrorism on
the current asymmetric battlefield. From the military point of view it is analogically expected that
autonomous robotic systems will gradually take over the initiative in the other operation
domains, especially on land and sea.
Last decade of conflicts in various parts of the world put in a tests lot of new military
technologies in scenarios and conditions that was never possible before. Most of these
technologies proved itself as a decisive improvement in a contemporary warfare what enable a
high selective precision and depression of collateral damage.
When we look at the current state of technology development, it is hard to predict a time when
autonomous systems will achieve the intellectual superiority over the human brain, but in some
scientific communities prevail the consensus that it will certainly happen in the future.
We could expect that the character of future conflicts will be enhanced by the new, powerful and
highly mobile weapons systems that almost certainly move the future armed conflicts into a new
dimension of threats, approaches, concepts and the perceptions of combat activities. Military
experts assume that in a future environment will not be possible to succeed with old fashion
approaches, tactics and systems of contemporary technology.
The main purpose of implementation of autonomous or automated systems in military domains
today is to reduce the risk of injury or death of own troops and this trend from the military
perspective is constantly growing.
Looking at the rapid progress of technological developments in many areas, military experts
assume that in a future, these systems will be deployed, mainly due to the higher efficiency and
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precision in the combat activities with lower failure rate than a human could compete. Many
military experts are convinced, that the advances on the field of artificial intelligence will enable
to solve a wide range of a problems linked with a combat activities, including the rules of
engagement in the behavior of the robots with the level of success that exceeds the human
abilities.
Looking at the fact that the man is a fundamental factor in the domestic and international policy,
it is evident that the area of armed conflicts is the domain of man, as a default initiator and the
executor of the wide spectra of activities, where the autonomous systems could be used only as
tools supporting the achievement of a strategic or operational goals.
As a conclusion:
The ability of rational decision making is one of the typical characteristics of a human that
enables him to develop the science, culture and society at such a level, which is so far unique in
the known universe, but this fact may change in the future.
Modern society, security environment and new technologies impose an incomparably higher
demands on armies, than it has been at any time in the past, where the highly automated or
autonomous systems helps to fulfill that requirements and face to the future threats.
The deployment of modern technologies in the real conflict clearly showed that these systems
and the concepts ensure a higher efficiency and control of the combat and finally lead to the
reduction of losses and collateral damage on the battlefield.
Unreasonable steps and limitation of a research and scientific experimentation on that field
could lead to the security misbalance, more soldiers in risky situations on the battlefield and
actually step back to the old fashion military systems.
Also, there is no exact scientific proof or indication yet, that the future technology will not solve
all raised concerns.
Next, it is necessary to mention that any system for military purposes must be certified, must
fulfill demanding criteria, must be tested under the various conditions must prove itself in
hundreds of experiments and implementation of this kind of technology goes really slowly,
because the armies are very conservative on that field. And also, because of that procedure, a
lot of systems failed to get to the service.
We are at the beginning in the development of these systems and without proper understanding
and exact proofs of all negative aspects of autonomous systems, it is probably too soon to raise
ultimate results. Only the ongoing research and experience could tell us the true about that
feared issue.

163

164

13.

Used sources and Literature

[1]

KŘIVÝ, I., KINDLER, E. Simulace a modelování. Ostrava: Ostravská univerzita, 2001.

[2]

WRÓBLEWSKI, P. Algoritmy: Datové struktury a programovací techniky. Brno: Computer
Press, 2004. ISBN 80-251-0343-9.

[3]

STODOLA, P. Modelování a simulace bojové činnosti. Brno: Univerzita obrany, 2009.
ISBN 978-80-7231-703-5.

[4]

DASGUPTA, S., PAPADIMITRIOU, C. H., VAZIRANI, U. V. Algorithms. Berkeley:
University of California, 2006.

[5]

JONGEN, H. T., MEER, K., TRIESCH, E. Optimization Theory. Boston: Kluwer Acamedic
Publishers, 2004. ISBN 1-4020-8098-0.

[6]

OBST, O., et al. Základy obecného managementu. Olomouc: Univerzita Palackého
v Olomouci, 2006. ISBN 80-244-1365-5.

[7]

EVANS, L. C. An Introduction to Mathematical Optimal Control Theory. Berkeley:
University pf California, 2010.

[8]

MAŘÍK, V., et al. Umělá inteligence. Praha: Academia, 1993-2003. 4 sv. ISBN 80-2000496-3, 80-200-0504-8, 80-200-0472-6, 80-200-1044-0.

[9]

LAUMOND, J., et al. Robot Motion Planning and Control. Toulouse: Springer, 1998. ISBN
3-540-76219-1.

[10] LIVNEH, T. The Piano Movers Problem. Tel-Aviv: Tel-Aviv University, 2006.
[11] MEYER, A. R. Mathematics for Computer Science. Cambridge (USA): Massachusetts
Institute of Technology, 2010.
[12] STODOLA, P. Optimalizace rozmístění spolupracujících polí adaptivních pozemních
neobsluhovaných senzorů. Disertační práce. Brno, Univerzita obrany: 2006.
[13] SURDU, J. R., KITTKA, K. The Deep Green Concept. Arlington: DARPA Information
Processing Technology Office, 2008.
[14] Fraunhofer-Chalmers Centre. Geometry and Motion Planning: Automatic Path Planning.
Göteborg: Fraunhofer-Chalmers Reseach Centre for Industrial Mathematics, 2011.
[15] Fraunhofer-Chalmers Centre. Geometry and Motion Planning: Industrial and Scientific
Challenges. Göteborg: Fraunhofer-Chalmers Reseach Centre for Industrial Mathematics,
2011.

165

[16] GIESE, G., LONGMAN, R. W., BOCK, H. G. Mechanical assessment of time optimal robot
motion. In: Computational Mechanics. Springer-Verlag, 2003, vol. 33, no. 2, pp. 121-128.
[17] SHARMA, R., LAVALLE, S. M., HUTCHINSON, S. A. Optimizing Robot Motion Strategies
for Assembly with Stochastic Models of the Assembly Process. In: Assembly and Task
Planning. Pittsburgh: IEEE, 1995, pp. 341-346. ISBN 0-8186-6995-0.
[18] WAPENHANS, H., et al. Optimal trajectory planning with application to industrial robots.
In: The International Journal of Advanced Manufacturing Technology. London: SpringerVerlag, 1994, vol. 9, no. 1, pp. 49-55.
[19] JUTARD-MALINGE, A., BESSONNET, G. Optimal Motion Planning of Robotic
Manipulators Removing Mobile Objects Grasped in Motion. In: Journal of Intelligent and
Robotics Systems. Kluwer Academic Publishers, 2000, vol. 29, no. 3, pp. 233-255.
[20] PINEDO, M. L. Planning and Scheduling in Manufacturing and Services. New York:
Springer, 2009. ISBN 978-1-4419-0909-1.
[21] GEERING, H. Time-optimal Motions of Robots in Assembly Tasks. In: IEEE Transactions
on Automatic Control. IEEE, 1986, vol. 31, no. 6, pp. 512-518. ISSN 0018-9286.
[22] BROQUERE, X., SIDOBRE, D., HERRERA-AGUILAR, I. Soft Motion Trajectory Planner
for Service Manipulator Robot. In: International Conference on Intelligent Robots and
Systems. Nice: IEEE, 2008, pp. 2808-2813. ISBN 978-1-4244-2057-5.
[23] SMITH, G. C., SMITH, S. S. An Enhanced Genetic Algorithm for Automated Assembly
Planning. In: Robotics and Computer-Integrated Manufacturing. Elsevier, 2002, vol. 18,
no. 5-6, pp. 355-364. ISSN 0736-5845.
[24] CHARDOUL, N., et al. Paint Spray Booth Cleaning Practices in the Automotive Industry.
National Pollution Prevention Center, 1995.
[25] TSENG, Y., LIN, CH., LIN, Y. Integrated Assembly and Machining Planning for Electronic
Products Using a Genetic Algorithm Approach. In: The International Journal of Advanced
Manufacturing Technology. London: Springer, 2006, vol. 36, no. 1-2, pp. 140-155. ISSN
0268-3768.
[26] DECHEV, N., BASHA, M. Robotic Microassembly of 3D MEMS Structures. In: Robotic
Microassembly of 3D Hybrid MEMS. San Diego: IEEE, 2007, pp. 13-20.
[27] MOHAMAD, M. N. Body Assembly Process Improvement for Automotive Industry.
Diploma Thesis. Pahang: University of Malaysia, 2008.
[28] FARID, M. Painting Process Improvement for Automotive Industry. Diploma Thesis.
Pahang: University of Malaysia, 2008.

166

[29] MOSES, M. S., YAMAGUCHI, H., CHIRIKJIAN, G. S. Towards Cyclic Fabrication
Systems for Modular Robotics and Rapid Manufacturing. In: Robotics: Science and
Systems. Cambridge (USA): MIT Press, 2010, vol. 5. ISBN 978-0-262-51463-7.
[30] Kineo CAM. KineoWorks: Automatic Motion and Path Planning Software Development Kit.
Labede Cedex: Kineo Computer Aided Motion, 2011.
[31] Scheduling Development Team. Science Planning and Scheduling System. Baltimore:
Space Telescope Science Institute, 2004.
[32] JOHNSTON, M. D., MILLER, G. E. Spike: Intelligent Scheduling of Hubble Space
Telescope Observations. Baltimore: Space Telescope Science Institute, 1992.
[33] BELOUSOV, I., et al. Motion Planning for Large Space Manipulators with Complicated
Dynamics. In: Ïnternational Conference on Intelligent Robots and Systems. Edmonton:
IEEE, 2005, pp. 2160-2166. ISBN 0-7803-8912-3.
[34] CHENG, P., SHEN, Z., LAVALLE, S. M. RRT-Based Trajectory Design for Autonomous
Automobiles and Spacecraft. In: Archives of Control Sciences. Gliwice (Poland): Silesian
University of Technology, 2001, vol. 11, no. 3-4, pp. 167-194. ISSN 1230-2384.
[35] HARTMANN, J. W. Counter-Intuitive Behavior in Locally Optimal Solar Sail Escape
Trajectories. Ph.D. Thesis. Urbana: University of Illinois, 2006.
[36] PHILLIPS, J. M., KAVRAKI, L. E., BEDROSSIAN, N. Spacecraft Rendezvous and
Docking with Real-Time Randomized Optimization. In: AIAA Guidance, Navigation and
Control Conference. Austin: American Institute of Aeronautics and Astronautics, 2003, pp.
1-11.
[37] BROWN, G. G., DELL, R. F., NEWMAN, A. M. Optimizing Military Capital Planning. In:
Interfaces. Hanover (USA): Informs, 2004, vol. 34, no. 6., pp. 415-425. ISSN 0092-2102.
[38] WILKINS, D. E., DESIMONE, R. V. Applying an AI Planner to Military Operations
Planning. In: Intelligent Scheduling. San Mateo: Morgan Kaufmann Publishers, 1994, pp.
685-709.
[39] ABERDEEN, D., THIÉBAUX, S., ZHANG, L. Decision-Theoretic Military Operations
Planning. In: International Conference on Automated Planning and Scheduling (ICAPS).
Whistler: American Association for Artificial Intelligence, 2004, pp. 402-411. ISBN 157735-200-9.
[40] KEWLEY, R. H., EMBRECHTS, M. J. Computational Military Tactical Planning System. In:
IEEE Transactions on Systems, Man, and Cybernetics, Part C: Applications and Reviews.
New York: IEEE Systems, Man, and Cybernetics Society, 2002, vol. 32, no. 2, pp. 161171. ISBN 1094-6977.

167

[41] TARAPATA, Z. Military Route Planning in Battleﬁeld Simulation: Eﬀectiveness Problems
and Potential Solutions. In: Journal of Telecommunications and Information Technology.
Warsaw: National Institute of Telecommunications, 2003, no. 4, pp. 47-56. ISSN 15094553.
[42] School of Information Sciences. OTBSAF Version 1.0 Documentation. Pittsburgh:
University of Pittsburgh, 2005.
[43] Bohemia Interactive. Virtual BattleSpace 2: Virtual Training Kit [online]. Bohemia
Interactive Simulations, 2011. Dostupné na: http://www.bisimulations.com/products/vbs2.
[44] WELD, D. S. Recent Advances in AI Planning. In: AI Magazine. Menlo Park (USA):
Association for the Advancement of Artificial Intelligence, 1999, vol. 20, no. 2, pp. 93-123.
ISSN 0738-4602.
[45] SMITH, S. J., NAU, D., THROOP, T. Computer Bridge: A Big Win for AI Planning. In: AI
Magazine. Menlo Park (USA): Association for the Advancement of Artificial Intelligence,
1998, vol. 19, no. 2, pp. 93-106. ISSN 0738-4602.
[46] GHALLAB, M., NAU, D., TRAVERSO, P. Automated Planning: Theory and Practice. San
Francisco: Morgan Kaufman Publishers, 2004. ISBN 1-55860-856-7.
[47] BUCKLAND, M. AI Techniques for Game Programming. Portland: Premier Press, 2002.
ISBN 978-1931841085.
[48] IBM Research. Kasparov vs Deep Blue: the rematch [online]. IBM Research, 2011.
Dostupné na: http://www.research.ibm.com/deepblue/.
[49] HSU, F. IBM's Deep Blue Chess Grandmaster Chips. In: IEEE Micro. Los Alamitos: IEEE
Computer Society Press, 1999, vol. 19, no. 2, pp. 70-81. ISSN 0272-1732.
[50] The Cohen Group. Prion [online]. San Francisco: University of California, 2002. Dostupné
na: http://www.cmpharm.ucsf.edu/cohen/research/pages/prion.html.
[51] FINN, P. W., et al. RAPID: Randomized Pharmacophore Identiﬁcation for Drug Design. In:
Annual Symposium on Computational Geometry. New York: Association for Computing
Machinery, 1997, pp. 324-343. ISBN 0-89791-878-9.
[52] BUYYA, R. The Virtual Laboratory: Enabling Molecular Modeling for Drug Design on the
World Wide Grid. Melbourne: Monash University, 2003.
[53] CLARK, D. E., WESTHEAD, D. R. Evolutionary Algorithms in Computer-Aided Molecular
Design. In: Journal of Computer-Aided Molecular Design. New York: Springer-Verlag,
1996, vol. 10, no. 4, pp. 337-358. ISSN 0920-654X.
[54] FINN, P. W., KAVRAKI, L. E. Computational Approaches to Drug Design. In: Algorithmica.
New York: Springer-Verlag, 1999, vol. 25, no. 2-3, pp. 347-371. ISSN 0178-4617.

168

[55] ROGNAN, D. Chemogenomic Approaches to Rational Drug Design. In: British Journal of
Pharmacology. London: British Pharmacological Society, 2007, vol. 152, no. 1, pp. 38-52.
ISSN 1476-5381.
[56] FORREST, A., KONCA, M. Autonomous Cars and Society. Worcester: Worcester
Polytechnic Institute, 2007.
[57] CIRINO, Z. (Ed.). EUREKA Prometheus Project. Beau Bassin (Mauritius): Betascript
Publishing, 2011. ISBN 978-6135914689.
[58] DICKMANNS, E. D. Vehicles Capable of Dynamic Vision. In: International Joint
Conference on Artificial Intelligence (IJCAI). San Francisco: Morgan Kaufmann
Publishers, 1997, vol. 2, pp. 1577-1592. ISBN 1-555860-480-4.
[59] RIDE System. The Autonomous Vehicle Network of the Future: The History of
Autonomous Vehicles [online]. The Route Identification Detection Enhancer System,
2011. Dostupné na: http://www.mikechiafulio.com/RIDE/history.htm.
[60] BROGGI, A., et al. The ARGO Autonomous Vehicle's Vision and Control Systems. In:
International Journal of Intelligent Control and Systems. Fremont: Westing Publishing,
1999, vol. 3, no. 4, pp. 409-441. ISSN 0218-7965.
[61] DARPA Homepage. Defense Advanced Research Projects Agency [online]. DARPA,
2011. Dostupné na: http://www.darpa.mil/.
[62] DARPA Grand Challenge Homepage. DARPA Grand Challenge [online]. DARPA, 2011.
Dostupné na: http://www.darpagrandchallenge.com/.
[63] THRUN, S., et. al. Stanley: The Robot That Won the DAPRA Grand Challenge. In:
Springer Tracts in Advanced Robotics. Berlin: Springer-Verlag, 2007, vol. 36, pp. 1-43.
ISSN 1610-7438.
[64] Flickr.com. Stanley the Autonomous Vehicle [online]. Yahoo! Inc., 2011. Dostupné na:
http://www.flickr.com/photos/kevinkrejci/3051296389/
[65] BUEHLER, M., IAGNEMMA, K., SINGH, S. (Eds.). The DARPA Urban Challenge:
Autonomous Vehicles in City Traffic. Berlin: Springer-Verlag, 2009. ISBN 978-3-64203990-4.
[66] Tatran Racing Homepage. Tatran Racing [online]. Pittsburgh: Carnegie Mellon University,
2007. Dostupné na: http://www.tartanracing.org/.
[67] Stanford Racing Team Homepage. Stanford Racing Team [online]. Stanford: Stanford
University, 2008. Dostupné na: http://cs.stanford.edu/group/roadrunner/.
[68] Team Victor Tango Homepage. Victor Tango: Urban Challenge [online]. Blacksburg:
Virginia Polytechnic Institute and State University (Virginia Tech), 2007. Dostupné na:
http://www.me.vt.edu/urbanchallenge/.
169

[69] DIEM, W. DARPA Events Inspire 2011 Autonomous-Vehicle Challenge. New York:
Penton Media, 2009.
[70] GCDC Homepage. Grand Cooperative Driving Challenge [online]. Helmond: High Tech
Automotive Systems, 2011. Dostupné na: http://www.gcdc.net/.
[71] GEIGER, A., et al. Team AnnieWAY’s Entry to GCDC 2011. Karlsruhe: Karlsruhe Institute
of Technology, 2011.
[72] KROLL, N. (Ed.). M-ELROB 2010: The European Robot Trial. Hammelburg: Infantry
School Hammelburg, 2010.
[73] BALOGH, R. (Ed.). Workshop Robotour 2010. Bratislava: Robotika.SK, 2010.
[74] KAESER, H. U., CORDESMAN, A. H. The Future Combat System. Washington DC:
Center for Strategic and International Studies, 2009.
[75] O’BRIEN, B., KOVACH, J. Future Combat Systems Small Unmanned Ground Vehicle:
Teleoperation Experiment Results. In: WSTIAC Quarterly. Rome: Weapon Systems
Technology Information Analysis Center, 2009, vol. 9, no. 3, pp. 3-8.
[76] Defense Update. Multifunctional Utility/Logistics and Equipment Vehicle [online]. Defense
Update, 2007. Dostupné na: http://defense-update.com/products/m/mule-load-carrier.htm.
[77] Army Modernization Homepage. Army Brigade Combat Team Modernization [online].
Washington DC: U.S. Army, 2011. Dostupné na: http://www.bctmod.army.mil/.
[78] Deputy Chief of Staff. Army Modernization Plan 2012 [online]. Washington DC: Department of
the Army, 2011. Dostupné na: http://www.bctmod.army.mil/program/index.html.
[79] Office of the Project Manager Ground Combat Vehicle. Ground Combat Vehicle Infantry
Fighting Vehicle: Statement of Work. Washington DC, U.S. Army, 2010.
[80] GlobalSecurity.org. DEMO III: Experimental Unmanned Vehicle [online]. GlobalSecurity.org,
2011. Dostupné na: http://www.globalsecurity.org/military/systems/ground/xuv.htm.
[81] KURTZ, J. DEMO III Experimental Unmanned Vehicle Autonomous Mobility System
Overview. In: International Symposium on Intelligence Control (ISIC). Gaithersburg: IEEE,
1998, pp. 640-643. ISBN 0-7803-4423-5.
[82] STENTZ, A. The Crusher System for Autonomous Navigation. Pittsburgh: National
Robotics Engineering Center, 2011.
[83] NREC Homepage. National Robotics Engineering Center: Crusher [online]. Pittsburgh:
Carnegie Mellon University, 2011. Dostupné na: http://www.rec.ri.cmu.edu/projects/crusher/.
[84] SHOOP, B., et al. Mobile Detection Assessment and Response Systems (MDARS):
A Force Protection, Physical Security Operational Success. Department of Defense
Reports, 2006.
170

[85] General Dynamics Robotic Systems Homepage. Autonomous Robotics Programs: Mobile
Detection Assessment and Response Systems (MDARS) [online]. General Dynamics, 2011.
Dostupné na: http://www.gdrs.com/robotics/programs/program.asp?UniqueID=27.
[86] GlobalSecurity.org. Gladiator Tactical Unmanned Vehicle [online]. GlobalSecurity.org, 2011.
Dostupné na: http://www.globalsecurity.org/military/systems/ground/gladiator.htm.
[87] Army Recognition. Oshkosh Defense Presents the TerraMax UGV Unmanned
Ground Vehicle at AUVSI 2011 [online]. Army Recognition, 2011. Dostupné na:
http://www.armyrecognition.com/.
[88] Defense Update. Enguard: Indtoducing the Guardium UGV [online]. Defense Update,
2009. Dostupné na: http://defense-update.com/products/g/guardium.htm.
[89] Robotwatch Defense. Chrysor: Robotics Know-How for Enhanced Security. Berlin:
Robotwatch Technologies GmbH, 2011.
[90] HOHMANN, J. Gecko Unamnned Ground Vehicle. Kassel (Germany): GlobalDefence.net,
2011.
[91] ŠINDELÁŘ, M. Roboti začínají ovládat válčiště [online]. Praha: Ministerstvo obrany České
Republiky, 2011. Dostupné na: http://www.mocr.army.cz/.
[92] Armáda České republiky. Odminovací komplet BOŽENA 5 [online]. Praha: Ministerstvo
obrany České republiky, 2011. Dostupné na: http://www.acr.army.cz/.
[93] NIDES s.r.o. Telerob: Odstupné manipulátory pro EOD aplikace [online]. Brno: Nides,
2011. Dostupné na: http://www.nides.cz/telerob.html.
[94] GlobalSecurity.org. TALON Small Mobile Robot [online]. GlobalSecurity.org, 2011.
Dostupné na: http://www.globalsecurity.org/military/systems/ground/talon.htm.
[95] RTO Homepage. Research and Technology Organisation [online]. RTO, 2011. Dostupné
na: http://www.rta.nato.int/.
[96] SAS Homepage. System Analysis and Studies [online]. RTO, 2011. Dostupné na:
http://www.rta.nato.int/panel.asp?panel=SAS.
[97] ČVUT Homepage. Center for Machine Perception [online]. Praha: České vysoké učení
technické, 2011. Dostupné na: http://cmp.felk.cvut.cz/.
[98] VUT Homepage. Laboratoř teleprezentace a robotiky [online]. Brno: Vysoké učení
technické v Brně, 2010. Dostupné na: http://www.uamt.feec.vutbr.cz/robotics/.
[99] KUMAGAI, J. K., MASSEL, L. J. Investigation into Non-visual Surveillance Devices.
Toronto: Defence Research and Development Canada, 2005.
[100] Jane’s. CLASSIC and CLASSIC 2000: Intelligence Systems – Surveillance and
Reconnaissance. Jane’s Information Group, 2009.
171

[101] Thales Communications. CLASSIC 2000: Remote Ground Sensor System [online]. Thales
Communications, 2000.
[102] DTIC Homepage. Operational Requirements Document for the Improved Remotely
Monitored Battlefield Sensor System [online]. Fort Belvoir: Defense Technical Information
Center, 1999. Dostupné na: www.dtic.mil/dticasd/sbir/sbir012/A01-116b.doc.
[103] Department of the Army. FM 34-10-1: Tactics, Techniques, and Procedures for the
Remotely Monitored Battlefield Sensor System (REMBASS). Washington DC: U.S. Army,
1991.
[104] L-3 Communications. REMBASS-II: Remotely Monitored Battlefield Sensor System-II
[online]. Camden: L-3 Communications, 2004. Dostupné na: http://www.l-3com.com/.
[105] STEADMAN, B. Terrain Commander: Unattended Ground-Based Surveillance System.
Wilmington: Textron Systems, 2000.
[106] Unique Identification Policy Office. Tactical Remote Sensor System at Marine Corps
Systems Command. Washington DC: Department of Defense, 2008.
[107] Suntrill Homepage. Intrusion Detection Systems [online]. Vilnius: Suntrill Intelligent Systems,
2011. Dostupné na: http://www.suntrill.com/Intrusion-Detection-Systems-996.html.
[108] DVOŘÁK, V., SCHWARZ, J. Konstrukce počítačů. Brno: Vysoké učení technické, 1982.
[109] KNEZOVIČ, M., et al. Operační analýza ve vojenství. Brno: Vojenská akademie, 1988.
[110] Defense Industry Daily. DARPA’s Commander’s Aid: From OODA (Observe, Orient,
Decide, Act) to Deep Green [online]. Vermont: Watershed Publishing, 2008. Dostupné na:
http://www.defenseindustrydaily.com/darpa-from-ooda-to-deep-green-03497/.
[111] CORMEN, T. H., et. Al. Introduction to Algorithms: Second Edition. Cambridge: MIT
Press, 2001. ISBN 978-0262032933.
[112] GOODRICH, M. T., TAMASSIA, R. Algorithm Design: Foundations, Analysis, and
Internet Examples. New York: Willey, 2002. ISBN 0-471-38365-1.
[113] SEDGEWICK, R. Algorithms in C++, Parts 1-4: Fundamentals, Data Structure, Sorting,
Searching. 3rd Edition. Reading: Addison-Wesley Professional, 1998. ISBN 9780201350883.
[114] SINT, L., CHAMPEAUX, D. An Improved Bidirectional Heuristic Search Algorithm. In:
Journal of the ACM. New-York: Association for Computing Machinery, 1977, vol. 24, no. 2,
pp. 177-191. ISSN 0004-5411.
[115] CHAMPEAUX, D. Bidirectional Heuristic Search Again. In: Journal of the ACM. New-York:
Association for Computing Machinery, 1983, vol. 30, no. 1, pp. 22-32. ISSN 0004-5411.

172

[116] GHALLAB, M., NAU, D. S., TRAVERSO, P. Automated Planning: Theory and Practice.
San Francisco: Morgan Kaufmann Publishers, 2004. ISBN 1-55860-856-7.
[117] BELLMAN, R. E. Dynamic Programming. Princeton: Princeton University Press, 1957.
ISBN 978-0691146683.
[118] BELLMAN, R. E., DREYFUS, S. E. Applied Dynamic Programming. Princeton: Princeton
University Press, 1962. ISBN 978-0691079134.
[119] BERTSEKAS, D. P. Dynamic Programming and Optimal Control. 3rd Edition. Belmont:
Athena Scientiﬁc, 2007. ISBN 978-1886529083.
[120] WELD, D. S. Recent advances in AI planning. In: AI Magazine. Menlo Park: Association
for the Advancement of Artificial Intelligence, 1999, vol. 20, no. 2, pp. 93-123. ISSN 07384602.
[121] YANG, Q. Intelligent Planning. Berlin: Springer-Verlag, 1997. ISBN 3-540-61901-1.
[122] BARRAQUAND, J., et al. A Random Sampling Scheme for Path Planning. In: International
Journal of Robotics Research. Thousand Oaks: SAGE Publications, 1997, vol. 16, no. 6,
pp. 759-774. ISSN 0278-3649.
[123] BARRAQUAND, J., LATOMBE, J. C. A Monte-Carlo Algorithm for Path Planning with
many Degrees of Freedom. In: International Conference on Robotics and Automation.
Cincinnati: IEEE, 1990, pp. 1712–1717. ISBN 0-8186-9061-5.
[124] BOOR, V., OVERMARS, M. H., VAN DER STAPPEN, A. F. The Gaussian Sampling
Strategy for Probabilistic Roadmap Planners. In: International Conference on Robotics
and Automation. Detroit: IEEE, 1999, vol. 2, pp. 1018-1023. ISBN 0-7803-5180-0.
[125] BURNS, B., BROCK, O. Sampling-Based Motion Planning Using Predictive Models. In:
International Conference on Robotics and Automation. Barcelona: IEEE, 2005, pp. 31203125. ISBN 0-7803-8914-X.
[126] BROOKS, R. A., LOZANO-PEREZ, T. A Subdivision Algorithm in Configuration Space for
Findpath with Rotation. In: IEEE Transactions on Systems, Man, and Cybernetics. New
York: IEEE, 1985, vol. 15, no. 2, pp. 224-233. ISSN 0018-9472.
[127] CHEN, P. C. HWANG, Y. K. SANDROS: A Motion Planner with Performance Proportional
to Task Difficulty. In: International Conference on Robotics and Automation. Nice: IEEE,
1992, vol. 3, pp. 2346-2353. ISBN 0-8186-2720-4.
[128] DONALD, B. R. Motion Planning with Six Degrees of Freedom. Cambridge (USA): MIT
Artificial Intelligence Laboratory, 1984.
[129] DONALD, B. R. A Search Algorithm for Motion Planning with Six Degrees of Freedom. In:
Artificial Intelligence. Elsevier, 1987, vol. 31, no. 3, pp. 295-353. ISSN 0004-3702.

173

[130] ARYA, S., MOUNT, D. M. Algorithms for Fast Vector Quantization. In: Data Compression
Conference. Snowbird: IEEE, 1993, pp. 381-390. ISBN 0-8186-3392-1.
[131] ARYA, S. An Optimal Algorithm for Approximate Nearest Neighbor Searching in Fixed
Dimensions. In: Journal of the ACM. New York: Association for Computing Machinery,
1998, vol. 45, no. 6, pp. 891–923. ISSN 0004-5411.
[132] CHENG, P. Sampling-Based Motion Planning with Diﬀerential Constraints. Ph.D. Thesis.
Urbana: University of Illinois, 2005.
[133] CHENG, P., FRAZZOLI, E., LAVALLE, S. M. Improving the Performance of SamplingBased Planners by Using a Symmetry-Exploiting Gap Reduction Algorithm. In: International
Conference on Robotics and Automation. New Orleans: IEEE, 2004, vol. 5, pp. 43624368. ISBN 0-7803-8232-3.
[134] HSU, D., et al. Narrow Passage Sampling for Probabilistic Roadmap Planning. In: IEEE
Transactions on Robotics. IEEE Robotics and Automation Society, 2005, vol. 21, no. 6,
pp. 1105-1115. ISSN 1552-3098.
[135] KUFFNER, J. J. Effective Sampling and Distance Metrics for 3D Rigid Body Path
Planning. In: International Conference on Robotics and Automation. New Orleans: IEEE,
2004, vol. 5, pp. 3993-3998. ISBN 0-7803-8232-3.
[136] LEVEN, P., HUTCHINSON, S. Using Manipulability to Bias Sampling During the
Construction of Probabilistic Roadmaps. In: IEEE Transactions on Robotics and
Automation. IEEE Robotics and Automation Society, 2003, vol. 19, no. 6, pp. 1020-1026.
ISSN 1042-296X.
[137] LINDEMANN, S. R., LAVALLE, S. M. Current Issues in Sampling-Based Motion Planning.
In: Springer Tracts in Advanced Robotics. Berlin: Springer-Verlag, 2005, vol. 15, pp. 3654. ISSN 1610-7438.
[138] LINDEMANN, S. R., YERSHOVA, A., LAVALLE, S. M. Incremental Grid Sampling
Strategies in Robotics. In: Workshop on Algorithmic Foundations of Robotics. Zeist, 2004,
pp. 297-312.
[139] PLAKU, E., et al. Sampling-Based Roadmap of Trees for Parallel Motion Planning. In:
IEEE Transactions on Robotics. IEEE Robotics and Automation Society, 2005, vol. 21, no.
4, pp. 597-608. ISSN 1552-3098.
[140] WILMARTH, S. A., AMATO, N. M., STILLER, P. F. MAPRM: A Probabilistic Roadmap
Planner with Sampling on the Medial Axis of the Free Space. In: International Conference
on Robotics and Automation. Detroit: IEEE, 1999, vol. 2, pp. 1024-1031. ISBN 0-78035180-0.
[141] YANG, L., LAVALLE, S. M. The Sampling-Based Neighborhood Graph: An Approach to
Computing and Executing Feedback Motion Strategies. In: IEEE Transactions on Robotics
174

and Automation. IEEE Robotics and Automation Society, 2004, vol. 20, no. 3, pp. 419432. ISSN 1042-296X.
[142] YERSHOVA, A., LAVALLE, S. M. Deterministic Sampling Methods for Spheres and
SO(3). In: International Conference on Robotics and Automation. New Orleans: IEEE,
2004, vol. 4, pp. 3974-3980. ISBN 0-7803-8232-3.
[143] EDELSBRUNNER, H. Algorithms in Combinatorial Geometry. Berlin: Springer-Verlag, 1987.
ISBN 0-387-13722-X.
[144] GONZALES-BANOS, H. H., LEE, C. Y., LATOMBE, J. C. Real-time Combinatorial
Tracking of a Target Moving Unpredictably Among Obstacles. In: International Conference
on Robotics and Automation. Washington DC: IEEE, 2002, vol. 2, pp. 1683-1690. ISBN 07803-7272-7.
[145] PAPADIMITRIOU, C. H., STEIGLITZ, K. J. Combinatorial Optimization: Algorithms and
Complexity. Dover Publications, 1998. ISBN 978-0486402581.
[146] KORTE, B., VYGEN, J. Combinatorial Optimization: Theory and Algorithms. 4th Edition.
Berlin: Springer-Verlag, 2010. ISBN 978-3-642-09092-9.
[147] SCHWARTZ, J. T., HOPCROFT, J. E. Planning, Geometry, and Complexity of Robot
Motion. Norwood (New Jersey): Ablex Publishing, 1987. ISBN 0-89391-361-8.
[148] REIF, J. H. Complexity of the Mover's Problem and Generalizations. In: Symposium on
Foundations of Computer Science. San Juan: IEEE, 1979, pp. 421-427. ISSN 0272-5428.
[149] SCHWARTZ, J. T., SHARIR, M. On the Piano Movers’ Problem I: The Case of a Twodimensional Rigid Polygonal Body Moving Amidst Polygonal Barriers. In: Communications
on Pure and Applied Mathematics. Willey, 1983, vol. 36, no. 3, pp. 345-398. ISSN 00103640.
[150] SCHWARTZ, J. T., SHARIR, M. On the Piano Movers’ Problem II: General Techniques for
Computing Topological Properties of Real Algebraic Manifolds. In: Advances in Applied
Mathematics. Elsevier, 1983, vol. 4, no. 3, pp. 298-351. ISSN 0196-8858.
[151] SCHWARTZ, J. T., SHARIR, M. On the Piano Movers’ Problem III: Coordinating the Motion
of Several Independent Bodies. In: International Journal of Robotics Research. Thousand
Oaks: SAGE Publications, 1983, vol. 2, no. 3, pp. 46-75. ISSN 0278-3649.
[152] LATOMBE, J. C. Robot Motion Planning. Norwell: Kluwer Academic Publishers, 1991.
ISBN 0-7923-9129-2.
[153] BASU, S., POLLACK, R., ROY, M. F. Algorithms in Real Algebraic Geometry. Berlin:
Springer-Verlag, 2003. ISBN 3-540-00973-6.
[154] LAVALLE, S. M. Planning Algorithms. Cambridge (USA): Cambridge University Press,
2006. ISBN 0-521-86205-1.
175

[155] URMSON, C., et al. Autonomous Driving in Urban Environments: Boss and the Urban
Challenge. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56,
pp. 1-60. ISSN 1610-7438.
[156] FERGUSON, D., HOWARD, T. M., LIKHACHEVS, M. Motion Planning in Urban
Environments. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol.
56, pp. 61-90. ISSN 1610-7438.
[157] MONTEMERLO, M., et al. Junior: the Stanford Entry in the Urban Challenge. In: Springer
Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56, pp. 91-124. ISSN
1610-7438.
[158] REINHOLTZ, C., et al. Odin: Team VictorTango’s Entry in the DARPA Urban Challenge.
In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56, pp. 125162. ISSN 1610-7438.
[159] LEONARD J., et al. A Perception-Driven Autonomous Urban Vehicle. In: Springer Tracks
in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56, pp. 163-230. ISSN 1610-7438.
[160] BOHREN, J., et al. Little Ben: The Ben Franklin Racing Team’s Entry in the 2007 DARPA
Urban Challenge. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009,
vol. 56, pp. 231-255. ISSN 1610-7438.
[161] MILLER, I., et al. Team Cornell’s Skynet: Robust Perception and Planning in an Urban
Environment. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol.
56, pp. 257-304. ISSN 1610-7438.
[162] PATZ, B. J., et al. A Practical Approach to Robotic Design for the DARPA Urban
Challenge. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56,
pp. 305-358. ISSN 1610-7438.
[163] KAMMEL, S., et al. Team AnnieWAY’s Autonomous System for the DARPA Urban
Challenge 2007. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009,
vol. 56, pp. 359-391. ISSN 1610-7438.
[164] HUNDELSHAUSEN, F., et al. Driving with Tentacles – Integral Structures for Sensing and
Motion. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56,
pp. 393-440. ISSN 1610-7438.
[165] RAUSKOLB, F. W., et al. Caroline: An Autonomously Driving Vehicle for Urban
Environments. In: Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol.
56, pp. 441-508. ISSN 1610-7438.
[166] FLETCHER, L., et al. The MIT – Cornell Collision and Why It Happened. In: Springer
Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56, pp. 509-548. ISSN
1610-7438.
176

[167] MCBRIDE, J. R., et al. A Perspective on Emerging Automotive Safety Applications,
Derived from Lessons Learned through Participation in the DARPA Grand Challenges. In:
Springer Tracks in Advanced Robotics. Berlin: Springer-Verlag, 2009, vol. 56, pp. 549-593.
ISSN 1610-7438.
[168] CHEN, Y., et al. TerraMax: Team Oshkosh Urban Robot. In: Springer Tracks in Advanced
Robotics. Berlin: Springer-Verlag, 2009, vol. 56, pp. 595-622. ISSN 1610-7438.
[169] HAO, Y., et al. Planning and Control of UGV Formations in a Dynamic Environment:
A Practical Framework with Experiments. In: International Conference on Robotics and
Automation. Taipei: IEEE, 2003, vol. 1, pp. 1209-1214. ISBN 0-7803-7736-2.
[170] BARFIELD, W., FURNESS, T. A. Virtual Environments and Advanced Interface Design.
Oxford: Oxford University Press, 1995. ISBN 978-0195075557.
[171] WANG, L., TAN, K. C., CHEW, C. M. Evolutionary Robotics: From Algorithms to
Implementations. World Scientific Publishing, 2006. ISBN 978-9812568700.
[172] GINI, M, et al. (Eds.). Intelligent Autonomous Systems 7. Amsterodam: IOS Press, 2002.
ISBN 1-58603-239-9.
[173] SIEGWART, R., NOURBAKHSH, I. R. Introduction to Autonomous Mobile Robots.
Cambridge (USA): MIT Press, 2004. ISBN 978-0262195027.
[174] NATO Research and Technology Organisation. Nanotechnology for Autonomous
Vehicles. RTO, 2009. Report RTO-TR-AVT-138.
[175] WINSLOW, L. Unmanned Vehicle Robotic Warfare: Hide and Seek Strategies [online]. Online
Think Tank, 2007. Dostupné na: http://www.worldthinktank.net/pdfs/unmannedvehiclerobotic.pdf.
[176] National Research Council. Autonomous Vehicles in Support of Naval Operations.
Washington DC: National Academies Press, 2005. ISBN 0-309-09676-6.
[177] National Research Council. Technology Development for Army Unmanned Ground
Vehicles. Washington DC: National Academies Press, 2003. ISBN 0-309-08620-5.
[178] TRENTINI, M., et al. Intelligent Mobility Research at Defence R&D Canada for
Autonomous UGV Mobility in Complex Terrain. Alberta: Defence Research and
Development Canada, 2007. Report RTO-MP-AVT-146.
[179] National Research Council. 2000 Assessment of the Office of Naval Research’s Marine
Corps Science and Technology Program. Washington DC: National Academies Press,
2000. ISBN 0-309-07138-0.
[180] BISHOP, R. Intelligent Vehicle Technology and Trends. Norwood: Artech House, 2005.
ISBN 1-58053-911-4.

177

[181] BOWEN, D. G., MACKENZIE, S. C. Autonomous Collaborative Unmanned Vehicles:
Technological Drivers and Constraints. Defence Research and Development Canada,
2003. Report CR-2003-003.
[182] MURPHEY, R., PARDALOS, P. M. Cooperative Control and Optimization. Dordrecht:
Kluwer Academic Publishers, 2002. ISBN 1-4020-0549-0.
[183] JACAK, W. Intelligent Robotic Systems: Design, Planning, and Control. New York: Kluwer
Academic Publishers, 1999. ISBN 0-306-46062-9.
[184] KIM, D., OH, S. M., REGH, J. M. Traversability Classiﬁcation for UGV Navigation:
A Comparison of Patch and Superpixel Representations. In: International Conference on
Intelligent Robots and Systems. San Diego: IEEE, 2007, pp. 3166-3173. ISBN 978-14244-0912-9.
[185] IAGNEMMA, K., DUBOWSKY, S. Terrain Estimation for High-Speed Rough-Terrain
Autonomous Vehicle Navigation. In: Unmanned Ground Vehicle Technology IV. Society of
Photo Optical, 2002, pp. 256-266. ISBN 978-0819444653.
[186] CRANE, C., et al. Team Gator Nation’s Autonomous Vehicle Development for the 2007
DARPA Urban Challenge. In: Journal of Aerospace Computing, Information, and
Communication. Salisbury: Techset Composition, 2002, vol. 4, no. 12, pp. 1059-1085,
ISSN 1542-9423.
[187] ORON-GILAD, T. Interfaces for Ground and Air Military Robots: Workshop Summary.
Washington DC: National Academies Press, 2005. ISBN 0-309-09606-5.
[188] Board on Mathematical Sciences. Motion, Control, and Geometry: Proceedings of a
Symposium. Washington DC: National Academies Press, 1997. ISBN 0-309-05785-X.
[189] National Research Council. Review of ONR’s Uninhabited Combat Air Vehicles Program.
Washington DC: National Academies Press, 2000. ISBN 0-309-06977-7.
[190] BORGVALL, J., et al. Studies for Manned-Unmanned Teaming Using Cognitive Systems
Engineering: An Interim Report. Linkoeping: Swedish Defence Reseach Agency, 2005.
Report FOI-R-1874-SE.
[191] TAALEBINEZHAAD, M. A. Towards Autonomous Motion Vision. Technical Report.
Cambridge (USA): Massachusetts Institute of Technology, 1992.
[192] Defense Update. Unattended Ground Sensors [online]. Defense Update, 2006. Dostupné
na: http://defense-update.com/features/du-1-06/feature-ugs.htm.
[193] GOODMAN, G. L. Detection and Classification for Unattended Ground Sensors. In:
International Conference on information, Decision and Control. Adelaide: IEEE, 1999, pp.
419-424. ISBN 0-7803-5256-4.

178

[194] TIAN, Y., QI, H., WANG, X. Target Detection and Classification Using Seismic Signal
Processing in Unattended Ground Sensor Systems. In: International Conference on
Acoustics, Speech, and Signal Processing. Orlando: IEEE, 2002, vol. 4, pp. 4172-4175.
ISBN 0-7803-7402-9.
[195] REILLY, D. M., MORIARTY, D. T., MAYNARD, J. A. Unique Properties of Solar Blind
Ultraviolet Communication Systems for Unattended Ground Sensor Networks. In:
Unmanned/Unattended Sensors and Sensor Networks. Bellingham: International Society
for Optics and Photonics, 2004, vol. 5611, pp. 244-254. ISBN 978-0819455642.
[196] SHAW, G. A., et al. Field Testing and Evaluation of a Solar-blind UV Communication Link
for Unattended Ground Sensors. In: Unattended/Unmanned Ground, Ocean, and Air
Sensor Technologies and Applications VI. Bellingham: International Society for Optics and
Photonics, 2004, vol. 5417, pp. 250-261. ISBN 978-0819453402.
[197] DIEHL, C. P., et al. Collaborative Surveillance Using Both Fixed and Mobile Unattended
Ground Sensor Platforms. In: Unattended Ground Sensor Technologies and Applications.
Orlando: International Society for Optics and Photonics, 1999, vol. 3713, pp. 178-187.
ISBN 978-0819431875.
[198] MOSES, R. L., KRISHNAMURTHY, D., PATTERSON, R. An Auto-Calibration Method for
Unattended Ground Sensors. In: International Conference on Acoustics, Speech, and Signal
Processing. Orlando: IEEE, 2002, vol. 3, pp. 2941-2944. ISBN 0-7803-7402-9.
[199] SAVVIDES, A., et al. Localization in Sensor Networks. In: Wireless Sensor Networks.
Boston: Kluwer Academic Publishers, 2004, pp. 327-349. ISBN 1-4020-7883-8.
[200] MOSES, R. L., KRISHNAMURTHY, D., PATTERSON, R. A Self-Localization Method for
Wireless Sensor Networks. In: EURASIP Journal on Applied Signal Processing. Hindawi
Publishing Corporation, 2003, no. 4, pp. 348-358. ISSN 1687-6172.
[201] SREENATH, K., LEWIS, F. L., POPA, D. O. Localization of a Wireless Sensor Network
with Unattended Ground Sensors and Some Mobile Robots. In: International Conference
on Robotics, Automation and Mechatronics. Bangkok: IEEE, 2006, pp. 1-8. ISBN 1-42440025-2.
[202] SCHWARZ, J. Bayesovské evoluční algoritmy s aplikacemi v úlohách dekompozice a
alokace. Habilitační práce. Brno: Vysoké učení technické, 2002.
[203] CHAUDET, C., FLEURY, É., LASSOUS, I. G. Optimal Positioning of Active and Passive
Monitoring Devices. Saint-Ismier: INRIA, 2005. ISSN 0249-6399.
[204] GRUCA, T. S., KLEMZ, B. R. Optimal New Product Positioning: A Genetic Algorithm
Approach. In: European Journal of Operational Research. Elsevier, 2003, vol. 146, no. 3,
pp. 621-633. ISSN 0377-2217.

179

[205] SPLETZER, J. R., FIERRO, R. Optimal Positioning Strategies for Shape Changes in
Robot Teams. In: International Conference on Robotics and Automation. Barcelona: IEEE,
2005, pp. 742-747. ISBN 0-7803-8914-X.
[206] BOTTINO, A., LAURENTINI, A. Optimal Positioning of Sensors in 2D. In: Progress in
Pattern Recognition, Image Analysis and Applications. Berlin: Springer-Verlag, 2004, pp.
321-338. ISBN 3-540-23527-2.
[207] BOTTINO, A., LAURENTINI, A. Optimal Positioning of Sensors in 3D. In: Progress in
Pattern Recognition, Image Analysis and Applications. Berlin: Springer-Verlag, 2005, pp.
804-812. ISBN 3-540-29850-9.
[208] RÝZNAR, B., FLASAR, Z. Analytická část studie taktického použití malých jednotek
vybavených MBK V21. Podkladová studie projektu „Sesedák“. Brno: Institut strategické
podpory, 2008.
[209] VIZARD, F., SCOTT, P. 21st Century Soldier: The Weaponry, Gear, and Technology of
the Military in the New Century. Time Home Entertainment, 2002. ISBN 978-1931933162.
[210] Ministerstvo obrany České republiky. Bílá kniha o obraně. Praha: Ministerstvo obrany ČR,
2011. ISBN 978-80-7278-564-3.
[211] EDA Homepage. European Defence Agency [online]. EDA, 2011. Dostupné na:
http://www.eda.europa.eu/.
[212] CALLIER, F. M., DESOER, C. A. Linear System Theory. New York: Springer-Verlag,
1991. ISBN 0-387-97573-X.
[213] CORMEN, T. H., et al. Introduction to Algorithms. 3rd Edition. Cambridge (USA): MIT
Press, 2009. ISBN 0-262-03384-4.
[214] PEARL, J. Heuristics: Intelligent Search Strategies for Computer Problem Solving.
Addison-Wesley, 1984. ISBN 978-0201055948.
[215] OKABE, A., et al. Spatial Tessellations: Concepts and Applications of Voronoi Diagrams.
2nd Edition. Chichester: Willey, 2000. ISBN 0-471-98635-6.
[216] LOHR, S. L. Sampling: Design and Analysis. 2nd Edition. Boston: Brooks/Cole, 2009.
ISBN 0-495-10527-9.
[217] KUIPERS, L., NIEDERREITER, H. Uniform Distribution of Sequences. New York: Dover
Publications, 2006. ISBN 0-486-45019-8.
[218] YVINEC, M., BOISSONNAT, J. D. Algorithmic Geometry. Cambridge: Cambridge
University Press, 1998. ISBN 0-521-56322-4.
[219] BERG, M., et al. Computational Geometry: Algorithms and Applications. 2nd Edition.
Berlin: Springer-Verlag, 2000. ISBN 3-540-65620-0.
180

[220] WRIGHT, J. Dead Reckoning Navigation. Beekman Books, 1973. ISBN 0-846-40315-3.
[221] STODOLA, P. Dead Reckoning and Location of Unnammed Ground Vehicles. Kapitola
v monografii Deterioration, Dependability, Diagnostics. Brno: University of Defence, 2010,
pp. 87-95. ISBN 978-80-254-8377-0.
[222] MORENO, L., GARRIDO, S., BLANCO, D. Differential Evolution Solution to the SLAM
Problem. In: Robotics and Autonomous Systems. Elsevier, 2009, vol. 57, no. 4, pp. 441450. ISSN 0921-8890.
[223] NGUYEN, H. G., et al. Autonomous Communication Relays for Tactical Robots. In:
International Conference on Advanced Robotics. Coimbra: IEEE, 2003, pp. 35-40. ISBN
972-96889-8-2.
[224] MicroStrain Homepage. Inertial Sensors: 3DM-GX3-25 [online]. Williston: Microstrain,
2011. Dostupné na: http://www.microstrain.com/inertial/3DM-GX3-25.
[225] SICK Homepage. Laser Measurement Technology: LD-LSR1000 [online]. SICK, 2011.
Dostupné na: https://www.mysick.com/eCat.aspx?go=DataSheet&ProductID=33779.
[226] MAZAL, J. Algoritmy vlivu geografických faktorů na optimální pohyb vojenských vozidel po
komunikacích i v terénu (popis řešení SW). Studie k projektu obranného výzkumu
„Meteor“. Brno: Univerzita obrany, 2010.
[227] SICILIANO, B., et al. Robotics: Modelling, Planning and Control. London: Springer-Verlag,
2010. ISBN 978-1-84628-641-4.
[228] PIEJKO, P. ULTra PRT Autonomous Vehicles now Operating at Heathrow Airport [online].
Gizmag, 2011. Dostupné na: http://www.gizmag.com/heathrow-ultra-prt-system/19493/.
[229] SQUATRIGLIA, C. GM Says Driverless Cars Could Be on the Road by 2018. Autopia,
2008. Dostupné na: http://www.wired.com/autopia/2008/01/gm-says-driverl/.
[230] NELSON, A. L., BARLOW, G. J., DOITSIDIS, L. Fitness Functions in Evolutionary
Robotics: A Survey and Analysis. In: Robotics and Autonomous Systems. Elsevier, 2009,
vol. 57, no. 4, pp. 445-470. ISSN 0921-8890.
[231] MAZAL, J., STODOLA, P., ČECH, P., HOLCNER, V. Computer Support for Tactical
Decision Process Optimization. In: International Conference on Military Technologies.
Brno: University of Defence, 2011, pp. 799-806. ISBN 978-80-

181

ANNEX C: Legal Functional Area Report

Legal Study
Autonomous Systems Focus Area
Contents
Introduction ...................................................................................................................................... 185

I.
1.

Statement of the problem ............................................................................................................ 185

2.

Overview of the legal landscape ................................................................................................... 185

3.

Purpose and scope of the study.................................................................................................... 186
a)

Legality “per se” of weaponized AxS ........................................................................................ 186

b)

Legality of the use of autonomous weapons in combat (targeting law) .................................. 186

c)

Legality of employing AxS for law enforcement and self-defence ........................................... 186

d)

State responsibility for harm caused through AxS .................................................................... 187

e)

Criminal responsibility for harm caused through AxS............................................................... 187

4.
II.

Summary of conclusions ............................................................................................................... 187
Legality “per se” of weaponized AxS ................................................................................................ 189

1.

General principles of weapons law in armed conflict ................................................................... 189

2.

Specific prohibitions and restrictions ........................................................................................... 189

3.

Legal review of new weapons technologies ................................................................................. 189

4.

Application to AxS ......................................................................................................................... 190

5.

Inclusion of targeting law in weapons reviews ............................................................................. 190

6.

Relevance for cyber space ............................................................................................................ 191

7.

Weapons technology and human rights law ................................................................................ 191
a)

Human rights obligation to conduct legal weapons reviews .................................................... 191

b)

Human rights obligation to use AxS .......................................................................................... 192
182

III.

Targeting law and AxS ................................................................................................................... 193

1.

Targeting law as part of the law of armed conflict ....................................................................... 193

2.

The principle of distinction ........................................................................................................... 193

3.

The principle of proportionality .................................................................................................... 194

4.

The principle of precaution ........................................................................................................... 195

5.

Conclusion ..................................................................................................................................... 196

IV.

Use of force by AxS outside military hostilities............................................................................. 197

1.

Choice of Law ................................................................................................................................ 197

2.

Appropriate use of force under a human rights paradigm ........................................................... 199

3.

Scenarios ....................................................................................................................................... 199
a)

Scenario 1: Checkpoints ............................................................................................................ 199

b)

Scenario 2: Riots ........................................................................................................................ 200

c)

Scenario 3: Detention ............................................................................................................... 201

4.
V.

Conclusion ..................................................................................................................................... 201
State responsibility for harm caused by AxS ..................................................................................... 202

1.

The law of State responsibility ...................................................................................................... 202

2.

General principles of State responsibility ..................................................................................... 202

3.

Circumstances excluding wrongfulness of an international obligation ........................................ 204
a)

Consent ..................................................................................................................................... 204

b)

Force majeure ........................................................................................................................... 204

4.

Reparation and compensation ...................................................................................................... 205

5.

Conclusions ................................................................................................................................... 206

VI.

Criminal responsibility for harm caused by AxS ............................................................................ 207

1.

Prevention & suppression ............................................................................................................. 207

2.

Individual responsibility ................................................................................................................ 208

3.

Command responsibility ............................................................................................................... 209

4.

Conclusion ..................................................................................................................................... 209

183

184

I.

Introduction

by Nils Melzer

1.

Statement of the problem

Autonomous systems or systems with autonomous capacities (hereafter: AxS) are an emerging
technology the military use of which is likely to increase significantly in the foreseeable future.
The introduction of new technologies for use in military operations always raises the question as
to whether existing legal instruments apply to such technologies and, if so, how the relevant
provisions are to be interpreted and applied in light of the specific characteristics of the
technology in question. The question also arises as to whether existing international law is
sufficient to adequately respond to the legal challenges arising from the advent of new
technology or whether there is a need for a new legal instrument or provision.

2.

Overview of the legal landscape

The development, production and use of AxS for military purposes raise a wide variety of legal
questions, not all of which can be addressed here. Questions may arise, for example, in terms
of technical industry and safety standards, licensing requirements, insurance, product and
corporate liability for potential harm caused by AxS. Also certain constitutional or ethical
restrictions may be placed on scientific research, experimentation and development in certain
areas, on the delegation of certain functions to machines operating without human real-time
supervision, and on the interference with the individual right to privacy. Questions such as
these, however, are traditionally governed by national law, which may differ significantly in terms
of approach, substance and sophistication. These issues cannot be examined within the scope
of this study.
As far as international law is concerned, the use of AxS for military purposes raises questions,
most notably, under the Law of Armed Conflict (LOAC) and human rights law, as well as under
the UN Charter and the law of neutrality, the law of State responsibility and international criminal
law. Indeed, virtually any branch of international law may become relevant for this study if the
concerned State delegates the required performance of a legal obligation from human agents to
military AxS. For example, States employing military AxS for the systematic search, security
screening and processing of international mail and parcels would have to ensure that such
systems are capable of respecting the immunity of diplomatic correspondence as required by
the Vienna Convention on Diplomatic Relations, and AxS used in the maritime context would
have to be able to comply with the operating State’s obligations arising under the UN
Convention of the Law of the Sea (UNCLOS) and other relevant instruments regulating the law
of the sea.
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3.

Purpose and scope of the study

The purpose of the present study is not to examine any and all international legal obligations
which may be affected by the military use of AxS, but to provide policy guidance on a number of
selected international legal issues which from a contemporary perspective appear to be
particularly relevant to the shaping and implementation of military and alliance policies
concerning the development, proliferation and use of AxS. The following issues were selected
for examination in the framework of this study:

a)

Legality “per se” of weaponized AxS

One key question arising for States considering the development, procurement or use of AxS for
military purposes concerns the international lawfulness of such technology “per se”, irrespective
of the precise manner in which it is going to be used in practice. Of course, such questions do
not arise as much in relation to systems designed to assume humanitarian functions, as they do
in relation to systems designed or otherwise likely to cause death, injury or destruction, namely
weapons systems. The first substantive section of this report therefore focuses on the legality of
weaponized AxS under both the Law of Armed Conflict and, outside armed conflict, under
human rights law (see below Section II).

b)
Legality of the use of autonomous weapons in combat
(targeting law)
Another key question arising in relation to the military use of AxS concerns their capability of
complying with the Law of Armed Conflict (LOAC). LOAC gives rise to a wide variety of
obligations, ranging from the protection and humane treatment of civilians and wounded, sick
and captured combatants, to the administration of occupied territories and the regulation of the
conduct of hostilities. Clearly, wherever belligerent States delegate certain functions or activities
to AxS, such systems must be capable of respecting all relevant LOAC obligations incumbent
on the operating State. The one area giving rise to the most serious concern is the use of AxS
for the purposes of targeting in combat, particularly due to the related risk of erroneous or
indiscriminate attacks on protected persons and objects. Therefore, the implications of targeting
law for the military use of AxS are examined in Section III of this report.

c)
Legality of employing AxS for law enforcement and
self-defence
Not all situations where military AxS might become involved in the use of force are necessarily
related to an armed conflict. And even in armed conflict not all use of force by the military is
necessarily part of combat and governed by the special rules on the conduct of hostilities.
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Indeed, an important area of concern is that States may deploy weaponized AxS in situations
which may or may not coincide with an armed conflict, but for reasons unrelated to military
combat. This may include, for example, the use of weaponized AxS for purposes of law
enforcement, crowd control, detention and protection of persons, objects or areas. The legality
of employing AxS for the use of force outside combat is addressed in Section IV of this report.

d)

State responsibility for harm caused through AxS

Another major concern arising in relation to the military use of systems with autonomous
capabilities (AxS) is the perceived uncertainty as to the attribution of legal responsibility for
potential harm caused by them in contravention of international law. The unprecedented speed
and autonomy of such weaponized AxS may render human operators incapable of properly
controlling them. This does not, however, turn machines into independent external entities for
which States no longer bear responsibility. The question of State responsibility for harm caused
through the use of AxS is examined in Section V of this report.

e)

Criminal responsibility for harm caused through AxS

International law provides for individual criminal responsibility for war crimes, crimes against
humanity, genocide and the crime of aggression. Military AxS are not entities capable of free will
and culpability in a human sense, but machines being used by humans for military purposes. In
view of the capacity of AxS to determine and pursue and change their course of action
independently from human real-time control, there is a growing concern that it may be
impossible to assign individual criminal responsibility for serious violations of international law
autonomously “committed” by AxS (see below Section VI).

4.

Summary of conclusions

Without any doubt, the use by States of AxS for military purposes gives rise to a wide variety of
legal questions, particularly with regard to the appropriate practical interpretation and
implementation of existing legal principles in light of the specific characteristics of this new
technology.
Overall, the present study comes to the conclusion that existing international law is fully
applicable to the development, proliferation and use of AxS for military purposes. Existing
international law does not prohibit or restrict the delegation of military functions and tasks to
AxS, provided that these systems are capable of performing their functions and tasks in full
compliance with applicable international law. Each State is legally bound to ensure that
capability with regard to any AxS it intends to develop, procure or employ.
At the same time, there are important ethical reservations which must be taken seriously. Most
notably, the idea that AxS could be autonomously deciding on the use of lethal force against
humans is perceived by some as being incompatible with the “dictates of public conscience”.
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It would therefore be recommendable for States to work with one another with a view to
establishing a shared set of norms and expectations about how AxS must perform to be
compliant with LOAC and other relevant legal regimes.
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II.

Legality “per se” of weaponized AxS

By Bill Boothby
Weapons law concerns itself with the lawfulness of a weapon or method of warfare per se and
with the rules that apply ad hoc to the relevant technology unlike targeting law, which focuses
on the legality of a particular attack on a specific occasion.

1.
General principles of weapons law in armed
conflict
The two customary principles44 of weapons law prohibit weapons and methods that are of a
nature to cause superfluous injury or unnecessary suffering to the enemy and that are
indiscriminate by nature. The superfluous injury principle involves comparing the generic military
advantage to be anticipated from the weapon in its designed application with the pattern of
injury and suffering associated with its normal intended use. The indiscriminate weapon
principle prohibits weapons and methods that cannot be directed at a lawful target or the effects
of which cannot be limited with the result that it will tend to strike protected persons and objects
and lawful targets without distinction. For the overwhelming majority of States in the world, a
third, non-customary rule prohibits weapons and methods that are intended or may be expected
to cause widespread, long-term and severe damage to the natural environment (Additional
Protocol I, articles 35(3) and 55).

2.

Specific prohibitions and restrictions

Particular weapons technologies, such as exploding bullets, chemical and biological weapons,
asphyxiating gases, mines, booby traps and certain other devices, are the subject of ad hoc
weapons law rules. No such ad hoc rules have, however, yet been adopted in relation to
remotely piloted, automated or autonomous attack technologies.

3.

Legal review of new weapons technologies

The overwhelming majority of States are obliged, when studying or developing a new weapon or
method, or when acquiring one, to determine whether its use will in some or all circumstances
be affected by international law binding that State (Additional Protocol I, article 36). Relatively
44

A customary principle or rule of law arises, broadly speaking, when States in general engage in a general practice
based on their appreciation that, by acting or refraining from acting in a particular way, they are behaving in
accordance with a recognized legal obligation. The significance of this is that customary rules bind all States
whereas treaty rules bind only those States that are party to the relevant treaty.
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few States are known to have a system for undertaking such reviews, but the rule requiring that
weapon reviews be undertaken is legally binding. All States are obliged by customary law to
review all new weapons that they acquire or produce. The purpose of weapons reviews is to
determine whether weapons law rules binding the State will be breached. Unsurprisingly, the
tests that reviewers should normally apply are whether the weapon breaches the superfluous
injury/unnecessary suffering or indiscriminate weapon principles or the environmental protection
rules set out above and whether there is any ad hoc rule of weapons law that applies to the
weapon or technology under review.

4.

Application to AxS

The remotely piloted, automated or autonomous nature of the platform or firing mechanism will
not directly influence the degree or nature of the injury or suffering that is caused to enemy
personnel or the effect of the munition on the natural environment, so the first customary
principle and the third, non-customary rule are unlikely to cause great difficulty. A remotely
piloted, automated or autonomous weapon system that is capable of delivering the munition that
it controls to a specific target will also not breach the first element of the indiscriminate weapons
principle; a weapon system that is not capable of doing this will not, of course, be capable of
fulfilling the military purpose for which it is procured and will breach the indiscriminate weapons
principle. Whether the effects of the weapon system can be limited as the indiscriminate
weapons principle requires is likely to depend more on the characteristics of the munition that is
being fired than on the automated or autonomous nature of the target selection process.
Remotely piloted systems that provide to the operator similar data to that available to the pilot of
a conventional attack aircraft will not usually raise weapons law issues exclusively attributable to
the remote control arrangements.

5.

Inclusion of targeting law in weapons reviews

Weapons reviews must take account of all intended circumstances of use of the weapon or
method. If a person is controlling the use of the system, weapons law will not, as noted at the
commencement of this Section, concern itself with targeting decision-making. Where machines
are to make automated or autonomous attack decisions, weapons reviews must consider
whether the way in which the weapon system is to be used enables the rules of targeting law to
be complied with (not with whether targeting law is in fact complied with on the occasion of a
particular attack). This has implications for the legality of automated and autonomous systems,
as targeting law precautions require, for example, that attacks that may be expected to cause
excessive collateral damage shall not take place, that weapons and methods of attack that
minimise incidental civilian injury and damage be chosen and that where alternative targets offer
similar military advantage, the target involving minimised civilian danger be chosen (Additional
Protocol I, article 57). These and other evaluative decisions are likely to be challenging for
automated and autonomous attack systems to comply with. It would, however, be contrary to
weapons law to acquire a weapon system that does not permit the precautions rules of targeting
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law to be complied with. It would, furthermore, breach targeting law to use an automated or
autonomous weapon system on a particular occasion if, on that occasion, required precautions
in attack cannot be taken.

6.

Relevance for cyber space

This discussion has focussed on platforms, which include those used in the sea, land and air
environments. The rules summarised in this Section apply equally, however, in the cyber
environment (Tallinn Manual)45 where automated and autonomous attack technologies also
seem likely to be developed.

7.

Weapons technology and human rights law
a)
Human rights obligation to conduct legal weapons
reviews

In circumstances that do not amount to armed conflict and to which the LOAC does not,
therefore, apply, domestic and human rights law will determine which law enforcement systems
it is lawful for the internal security forces to use in specific circumstances. Numerous human
rights instruments protect the inherent right to life. The International Covenant on Civil and
Political Rights, article 6, prohibits arbitrary deprivation of life. Article 2 of the European
Convention prohibits intentional deprivation of life outside a limited, prescriptive list of permitted
circumstances. Under human rights law, uses of lethal force must be absolutely necessary,
must be strictly proportionate to the initiating circumstances, must be planned and must be
carefully controlled so as to minimize the risk to life. This seems to presuppose the acquisition
of weapons and ways of using them that will deal with foreseeable security situations in a way
that involves the least danger to life consistent with the nature of the security situation (Güleç v
Turkey, Ergi v Turkey, McCann v UK)46. Human rights law does not prescribe tests to determine
the lawfulness of a particular weapon, or internal security measure as such. It is therefore for
the relevant State to acquaint itself with the human rights law rules by which it is bound and to
acquire weapons and other internal security systems and methods that will enable it to comply
with its legal obligations.

45

Tallinn Manual on the International Law Applicable to Cyber Warfare, Cambridge University Press, 2013.
Güleç v Turkey, Application No 21593/93, Judgment of 27 July 1998; Ergi v Turkey, Application No 23818/94,
Judgment of 28 July 1998 and McCann and others v the United Kingdom, Application No 18984/91, judgment of 27
September 1995.
46
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b)

Human rights obligation to use AxS

The increased availability of unmanned AxS to conduct military operations may invite the
question as to whether a legal obligation of the operating State to use unmanned AxS rather
than exposing human soldiers to the danger of death could be derived directly from the soldiers’
human right to life. Outside situations of armed conflict, and thus in circumstances governed
primarily by domestic law and human rights law, situations can be conceived in which an order
to a member of the armed or security forces to place him- or herself at lethal risk may be
tactically unnecessary because of the availability of appropriate remotely piloted, automated or
autonomous capability. If the commander is aware that less dangerous means and / or methods
are available for fully achieving the military task but nevertheless inappropriately requires the
subordinate to be exposed to lethal force, the possibility of a successful legal challenge on the
basis of the right to life cannot be excluded. To what extent the same logic could apply in
situations of combat related to an armed conflict depends to a large extent on national
legislation and, as a matter of international law, has not been sufficiently explored to allow an
authoritative conclusion.
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III. Targeting law and AxS
By Jeffrey S. Thurnher

1.
Targeting law as part of the law of armed
conflict
In an armed conflict scenario, it is incontrovertible that the LOAC would apply to any possible
use of weaponized AxS. As discussed in the previous section, when determining the overall
lawfulness of a weapon system, there are two distinct aspects of the law that need to be
analyzed: weapons law and targeting law. As opposed to the weapons law analysis which
focuses on whether the weapon itself is lawful (see above Section II), an examination under
targeting law instead determines whether the particular use of the weapon system during
hostilities might be prohibited in some manner under LOAC. While the use of a weapon on the
battlefield must satisfy both aspects of the law, the targeting law aspects may pose the more
significant challenge to a nation wishing to develop and employ weaponized AxS. To conduct
this targeting law analysis, three core LOAC requirements are particularly salient: distinction,
proportionality, and precautions in the attack. A weapon system may not be used if, based upon
the circumstances, its use would violate any one of these three requirements. The following
sections will address each of these core requirements.

2.

The principle of distinction

The first requirement is distinction. Considered a “cardinal” principle, distinction is the most
fundamental principle of the law of armed conflict. A customary law principle, distinction obliges
a combatant to distinguish between combatants and civilians, as well as between military and
civilian objects (Additional Protocol I, articles 48, 51, and 52). The principle is intended to protect
the civilian population by directing military attacks against only military targets. The use of
autonomous weapon systems would unquestionably only be lawful if the method of use
complies with the principle of distinction.
The context and environment in which a weapon system operates plays a critical role in this
analysis. There may be situations in which an autonomous weapon system could satisfy this
rule with a considerably low level ability to distinguish between civilian and military targets.
Examples would include during high intensity conflicts against declared hostile forces or in
battles that occur in remote regions, such as underwater, deserts, or completely unpopulated
areas. Even in such austere and straightforward environments, autonomous weapons would
nevertheless need to be able to distinguish and refrain from striking combatants who have
become hors de combat (meaning those combatants who are “outside combat” by virtue of
being sick, wounded, disabled, or otherwise unable to resist) or those who have surrendered.
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In less clear-cut environments, the demands on autonomous weapon systems to distinguish
civilians from legitimate military targets are much higher. For instance, on cluttered battlefields
or in urban areas where insurgents have greater abilities to hide or blend in with civilians,
autonomous weapons may need to be equipped with robust sensor packages and advanced
recognition software. Even with such cutting-edge capabilities, there could be complex
situations where autonomous weapon systems are simply unable to fulfill this requirement and,
therefore, could not lawfully be used. In the end, autonomous weapon systems may only be
lawfully used if the systems are able to reasonably distinguish between combatants and civilians
(and between military objectives and civilian objects), given the specific environment and
circumstances of the battlefield ruling at the time.

3.

The principle of proportionality

The second requirement, proportionality, requires combatants to examine whether the expected
collateral damage from an attack would be excessive in relation to the anticipated military gain
(Additional Protocol, articles 51(5)(b) and 57(2)(iii)). This principle is reflective of customary
international law and is one of the most complex and misunderstood norms in the law of armed
conflict. Compliance with this principle is nevertheless a prerequisite for the use of an
autonomous weapon system. Delegating the entire proportionality assessment to an
autonomous system certainly would pose a number of major challenges.
First, to comply with the principle of proportionality, autonomous weapon systems would, at a
minimum, need to be able to estimate the expected amount of collateral damage that might
come to civilians as a result of an attack. Modern militaries (including NATO forces) have
developed a procedure, known as the Collateral Damage Estimation Methodology, for making
these required estimates. The methodology relies on objective and scientific criteria, and, as
such, autonomous weapon systems should undoubtedly be able to conduct this quantitative
analysis. The next step in the proportionality analysis, however, will be more complicated for
autonomous systems.
If any civilian casualties are likely to result from an attack, the proportionality rule would next
require autonomous weapon systems to compare that amount of collateral harm against the
military advantage anticipated to be gained from destroying the target. Given that the military
advantage of a particular target is extremely contextual and its value can change rapidly based
upon developments on the battlefield, this step may present a significant challenge for
autonomous systems. It is doubtful in the foreseeable future, despite impressive advancements
in artificial intelligence, that autonomous weapon systems will be able to make case-by-case,
subjective determinations about the relative military advantage of a target on their own.
Furthermore, many nations’ existing policies, such as those outlined in the US DoD Directive
3000.09, appear to preclude the systems from making these value judgments on their own.
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Human operators, however, may be able to theoretically ensure compliance by developing
sliding scale-type algorithms which regularly update and provide the autonomous weapon
system with the relative military advantage value of a given target and the limits of what
constitutes excessiveness. Because military advantage and excessiveness values are so
context specific, any such preprogrammed thresholds would therefore need to be set extremely
conservatively to comply with the rule. Operators might also help fulfill this principle by injecting
themselves into the targeting process and detailing strict rules of engagement for these systems
or establishing other controls, such as geographic or time limits on use. In the end, States have
the responsibility to resolve these thorny proportionality issues before using an autonomous
weapon on the battlefield.

4.

The principle of precaution

The third and final core requirement is the obligation to take feasible precautions in the attack
(Additional Protocol article 57). These precautions, which are customary in nature, outline a
series of pre-attack obligations that may present certain challenges to the use of autonomous
weapon systems. One such challenge will be the requirement to do everything feasible to verify
that a target is a military one. Feasible, in this context, generally means that which is practicable
or practically possible, taking into account all circumstances prevailing at the time, including
humanitarian and military considerations. There may be times where the robust recognition
capabilities of an autonomous system would be more precise (and, thus, more reliable) than a
human in fulfilling this requirement. In other cases, however, depending on the circumstances
(and what is practically possible), a force may have to augment the autonomous system with
other sensors or take other additional precautionary measures to help verify the target before
allowing the autonomous weapon to strike.
Another significant challenge is the requirement to do everything feasible to choose a means of
attack with a view to avoiding, and in any event minimizing, collateral damage. This obligation
may, under certain circumstances, preclude the use of an autonomous system if a different type
of a system would better protect civilians without sacrificing military advantage. Conversely,
there may be situations where the use of an autonomous system would be required, such as
when their use is feasible and would offer greater protection to civilians.
With all of the required precautions in attack, there is inherently a value judgment about whether
all feasible steps have truly been taken. How a force using autonomous systems will reasonably
make this value judgment may prove to be a major obstacle in terms of compliance. For the
foreseeable future, autonomous systems will not likely be able to make these qualitative or
value judgments without human involvement. Therefore, commanders and human operators will
need to continue to provide meaningful direction and guidance throughout the targeting process
to fulfill these obligations. Ultimately if a country intends to use an autonomous weapon system
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on a battlefield, it must ensure that the system can adequately take the necessary and feasible
precautions.

5.

Conclusion

These targeting law tenets present numerous challenges for any state desiring to develop
autonomous weapons. To comply with these LOAC requirements, commanders must fully
understand how an autonomous system will respond to battlefield situations. Ultimately, the test
will be whether the commander was reasonably justified in using an autonomous system in the
particular environment. While perfection is not required, mistakes are only allowed under the law
of armed conflict if they are reasonable and could not have been avoided through feasible
precautions. States bear the heavy burden of ensuring that any future autonomous systems will
not make mistakes that are unreasonable or could have been avoided through feasible
precautions.
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IV. Use of force by AxS outside military
hostilities
By Timothy Kelly
Previous sections of this report discuss the legal issues involved in use of force by belligerents
during an armed conflict. This section deals with legal issues regarding use of force outside of
situations of combat. Potential for such use of force could arise in situations of territorial
occupation or other non-combat military operations. Additionally, force may be used in a
situation coincident to an armed conflict, but unrelated to the hostilities, such as for purposes of
law enforcement, crowd control, detention and protection of persons, objects or areas.

1.

Choice of Law

Use of force by parties to an armed conflict is generally regulated by the law of armed conflict
(LOAC). LOAC affords extensive protections to noncombatant civilians, as discussed in
previous sections. Use of force during situations falling below the threshold of armed conflict is
governed by domestic law, as well as international human rights law (IHRL). Determining the
correct legal paradigm requires a fact specific analysis of the situation, including the existence
of an armed conflict, the identity of the target and the activity in which a targeted individual is
engaged. Such a determination is often complicated and reasonable parties may differ on the
appropriate legal paradigm to apply.
An important distinction between LOAC and IHRL analyses is that the former allows for
targeting based on the status of the target, while the latter allows for use of deadly force only on
the basis of the behavior of the targeted person.47 Soldiers on the battlefield, or in a situation of
occupation, are likely to encounter not only enemy combatants, but others against whom force
may potentially be used. Such encounters may involve common criminals, rioters, or other
persons engaged in violent action unrelated to the conflict. These situations may involve parallel
application of LOAC and IHRL provisions. Just as a State has an obligation to ensure its
soldiers are trained to use appropriate levels of force, depending on the situation and the object
of the force, so too must States ensure that weaponized AxS are likewise capable.
Human rights treaties vary somewhat with respect to their geographic applicability. Nonetheless,
it can be said that a person within the territory and under the jurisdiction of a State will enjoy the

47

GLORIA GAGGIOLI, INTERNATIONAL COMMITTEE OF THE RED CROSS, THE USE OF FORCE IN ARMED CONFLICTS: INTERPLAY
BETWEEN THE CONDUCT OF HOSTILITIES AND LAW ENFORCEMENT PARADIGMS (2013), p. 69, available at
http://www.icrc.org/eng/resources/documents/publication/p4171.htm [hereafter ICRC Use of Force Report].
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full protections afforded by human rights treaties to which that State is a party. The most widely
held view regarding geographic scope of human rights treaty obligations holds that the
protections extend extraterritorially when the acting State is exercising jurisdiction - that is where
the State is exercising control and authority. A dissenting view, most notably held by the United
States, rejects extraterritorial application of treaty-based human rights obligations.
Application of the correct body of law is imperative in analyzing actions taken by an autonomous
weapon system. In situations of armed conflict, protections afforded by applicable human rights
law may be supplanted by the relevant provisions of LOAC, under the legal principle of lex
specialis48. Importantly, the principles discussed in the targeting section of this report take on a
different meaning in an IHRL context.
In an IHRL context, the principle of necessity requires that lethal force be absolutely necessary
and a last resort, in self-defense or in defense of another against the imminent threat of death or
serious injury.49 Further, with respect to proportionality, one must balance the risk posed by the
intended target against the potential harm resulting from the use of force, including to the
person against whom force will be used. Finally, requirements to take feasible precautions
against incidental damage are heightened in application of IHRL principles.50
States’ human rights obligations go beyond simply respecting the right to life. Various human
rights instruments provide protections against cruel and inhuman treatment, the right to freedom
from arbitrary detention,51 and freedom from discrimination based on race, sex and religion.52
Additionally, the International Covenant on Civil and Political Rights protects an individual’s right
to freedom from arbitrary or unlawful interference with one’s privacy.53 Because this report
examines the use of lethal autonomous weapon systems, discussion is limited to use of deadly
force and detention of individuals.

48

Under this legal principle, the body of law governing a specific subject matter prevails over the body of law that
governs general matters.
49
See UN Basic Principles on the Use of Force and Firearms by Law Enforcement Officials, available at:
http://www.ohchr.org/EN/ProfessionalInterest/Pages/UseOfForceAndFirearms.aspx (Law enforcement officials shall
not use firearms against persons except in self-defence or defence of others against the imminent threat of death or
serious injury, to prevent the perpetration of a particularly serious crime involving grave threat to life, to arrest a
person presenting such a danger and resisting their authority, or to prevent his or her escape, and only when less
extreme means are insufficient to achieve these objectives. In any event, intentional lethal use of firearms may only
be made when strictly unavoidable in order to protect life.).
50
ICRC Us of Force Report, 8-9.
51
ICCPR. art. 9. ECHR, art. 5.
52
ICCPR. arts. 2, 4. ECHR, art. 14.
53
ICCPR. art. 17. ECHR, art 8.
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2.
Appropriate use of force under a human rights
paradigm
The right to life is a universally recognized human right reflected in human rights treaties.
However, situations exist in which deadly force may be used against a person that would not
violate their human rights. Generally, those conducting law enforcement activities may use
deadly force when absolutely necessary. A specific example of a treaty-based articulation of this
principle is found in the European Convention on Human Rights, Article 2, which states:
“Deprivation of life shall not be regarded as inflicted in contravention of this article when it
results from the use of force which is no more than absolutely necessary:
a. in defence of any person from unlawful violence;
b. in order to effect a lawful arrest or to prevent the escape of a person lawfully;
c. in action lawfully taken for the purpose of quelling a riot or insurrection.” 54

Furthermore, the United Nations Basic Principles on the Use of Force and Firearms by Law
Enforcement Officials calls for employment of non-lethal means when possible and allows for
lawful use of force only when “unavoidable.”55

3.

Scenarios

The following scenarios assume action taken by military personnel within the jurisdiction of their
State. In that vein, principles of IHRL are applicable.

a)

Scenario 1: Checkpoints

A task conceivably possible to delegate to an autonomous weapon system with lethal
capabilities is that of a checkpoint sentry. The duty of a checkpoint sentry is to restrict access to
a particular area. Checkpoint sentries can be employed to limit access by vehicle or pedestrian
traffic. A common occurrence encountered by checkpoint sentry is that of a car that fails to
respond to instructions to stop. The reasons for noncompliance may vary and include: vehicle

54

In a human rights context, and setting aside the issue of capital punishment, deprivation of life should be confined
to situations of 1) defense of a person from unlawful violence; 2) in order to effect a lawful arrest or to prevent the
escape of a person lawfully detained; or 3) in action lawfully taken while quelling a riot or insurrection. ECHR, art
2. UN Congress on the Prevention of Crime and Treatment of Offenders, Basic Principles on the Use of Force and
Firearms by Law Enforcement Officials (1990) paragraph 9, available at
http://www.unrol.org/files/BASICP~3.PDF(accessed 4 Sep 2013).
55
See, UN Congress on the Prevention of Crime and Treatment of Offenders, Basic Principles on the Use of Force
and Firearms by Law Enforcement Officials (1990) paragraph 5, available
at http://www.unrol.org/files/BASICP~3.PDF(accessed 4 Sep 2013).
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malfunction, misunderstanding, fear of arrest for criminal activity, medical conditions, or it may
be an intentional attack on the checkpoint or the protected area.
In order for an autonomous system to operate lawfully in such a scenario, the system would first
have to determine whether use of deadly force is absolutely necessary to stop the vehicle.
Consideration would need to be given to other, non-lethal means available to stop the vehicle,
or otherwise deter it from entering the restricted area. Secondly, the autonomous system must
be able to analyze whether the use of deadly force is proportionate. In an IHRL context,
proportionality would weigh the risk associated with allowing the vehicle to continue its path,
against the harm involved in using lethal force to stop the vehicle. In contrast to LOAC
principles, the driver and inhabitants of the vehicle would be considered in the harm calculation.
Programming of the autonomous system would need to take into account the specific danger in
allowing the vehicle to pass into the restricted area. For example, if the restricted area contained
a vulnerable population of soldiers or civilians, the risk may be very high. On the other hand, if
the vehicle entering the restricted area posed no immediate risk to human life, the
proportionality calculation would tip the other way and would likely prohibit use of lethal force.

b)

Scenario 2: Riots

In general, rioting is not considered to constitute direct participation in hostilities.56 Thus,
participants may not be targeted based solely on their status. If the riot occurs during an armed
conflict, the situation may allow for application of both LOAC and IHRL principles
simultaneously. That is, if lawful combatants are identified within the riot, they may be targeted
in accordance with LOAC principles. However, others merely participating in the riot would need
to be dealt with under IHRL principles.
With regard to the principle of necessity, under the IHRL paradigm, lesser means of quelling the
riot must be exhausted prior to use of deadly force against the riot. As a practical matter, in
order to be most effective, just as with human soldiers, autonomous weapon systems tasked
with controlling riots would likely need to be equipped with less-than-lethal capabilities, in
addition to their lethal capabilities.
Furthermore, the harm resulting from the use of deadly force, both to bystanders, as well as
those intentionally targeted due to the threat they pose, must not be outweighed by the
predictable harm resulting from allowing the riot to continue. Such a calculation appears to be
immensely complicated and unlikely within the capability of an autonomous system.

56

See NILS MELZER, INTERNATIONAL COMMITTEE OF THE RED CROSS, INTERPRETIVE GUIDANCE ON THE NOTION OF DIRECT
PARTICIPATION IN HOSTILITIES UNDER INTERNATIONAL HUMANITARIAN LAW (2009), 63 (noting the important distinction
between direct participation in hostilities and “violent forms of unrest, the primary purpose of which is to express
dissatisfaction with the territorial or detaining authorities”).
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c)

Scenario 3: Detention

Many IHRL instruments contain prohibitions against arbitrary and prolonged detention.
Interpretation of the terms, “arbitrary” and “prolonged” is left to the relevant adjudicatory body
under the treaty. Conceivably, a weaponized AxS may be developed with the capability to
detain an individual for some period of time. In order to ensure that such detention does not run
afoul of the State’s human rights obligations, the autonomous system would need to “decide”
whether a sound basis for detention exists. Additionally, in order to avoid a violation of the
detainee’s human rights, the autonomous system would need to turn the individual over to a
human agent or release the person within the permitted time. That time may vary, based on
treaty obligations of the detaining State, taking into account relevant jurisprudence.

4.

Conclusion

In some ways, application of lethal force under an IHRL paradigm is more complex and
problematic than in a situation of armed conflict. Absent the ability to conduct status-based
targeting, autonomous weapon systems would be charged with the more complicated task of
discerning the immediate danger to human life posed by their potential target, as well as the
expected harm that will result from using force. In addition autonomous weapons must
determine when lesser means of force have been exhausted. Employment of autonomous
weapon systems lacking these capabilities will likely result in violations of the employing State’s
human rights obligations and therefore would require the appropriate involvement of human
operators.
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V.

State responsibility for harm caused by AxS

By Roberta Arnold
A major concern arising in relation to the military use by States of systems with autonomous
capabilities (AxS) is the perceived uncertainty as to the attribution of legal responsibility for
potential harm caused by them in contravention to international law, particularly in case of
violations of the Laws of Armed Conflict (LOAC), International Human Rights Law (IHRL), or the
jus ad bellum, i.e. the set of laws governing the use of force between States (e.g. art. 2 UN
Charter).

1.

The law of State responsibility

In principle, acts contrary to international law engage the international responsibility of the State
to which they are legally attributable.57 Thus, State responsibility may arise, for example, when
AxS are used in cross-border operations interfering with the sphere of sovereignty of (neutral)
third States, or when their use causes death, injury or destruction, or other forms of
humanitarian consequences.58 The law of State responsibility only deals with the attributability of
a particular conduct to States and regulates the legal consequences of this attribution, including
the duty to terminate unlawful conduct and to provide reparation for the resulting harm. In
principle, it does not address the question of whether a particular conduct violates international
law, nor does it examine the personal culpability and individual criminal responsibility of State
agents. Today, the principles of general international law governing State responsibility are set
out primarily in the International Law Commission’s Articles on Responsibility of States for
Internationally Wrongful Acts (ARSIWA)59

2.

General principles of State responsibility

Any internationally wrongful act by a State entails its international responsibility. An
internationally wrongful act may consist of one or more actions or omissions, or a combination
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Art. 1 ARSIWA.
See the Report of Chris Heyns, UN Special Rapporteur on extrajudicial, summary or arbitrary executions , 13
September 2013, UN Doc A/68/382, at §§80ss (http://daccess-ddsny.un.org/doc/UNDOC/GEN/N13/473/63/PDF/N1347363.pdf?OpenElement )
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General Assembly took note of the Articles with Resolution 56/83 of 12th December 2001, by annexing them to the
Resolution and commending them to the attention of Governments. The ARSIWA are the successors of the
International Law Commission’s Draft Articles on State Responsibility (ILC).
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of both, which are contrary to international law. Whether a particular act constitutes an
internationally wrongful act depends on the requirements of the underlying legal obligation.60
Once an internationally wrongful act has been determined, such (mis-)conduct may be
attributed to a State (act of State) when it was carried out by one of its organs, i.e. a State body
exercising legislative, executive, judicial or any other official functions. State organs are defined
as such by the internal law of the concerned State (art. 4 ARSIWA). Moreover, the conduct of
persons or entities empowered by a State to exercise elements of governmental authority also
constitute an act of the State, provided the person or entity is acting in that capacity in the
particular instance (art. 5 ARSIWA). In situations of armed conflict, LOAC even provides that
any State is responsible for all “acts committed by persons forming part of its armed forces”,61
regardless of whether these were acting in their official capacity. This means that, in a situation
of armed conflict, the use of AxS by a State’s armed forces automatically implies the
responsibility of that State for any harm resulting from the use of such systems.
It is important to point out that AxS, including weaponized AxS, cannot themselves be regarded
as State agents, but that they constitute means of warfare subject to the same rules and
principles as any other weapons system. Even if AxS were to reach a degree of autonomy
enabling them to “disobey” human instructions and programming, this would not turn them into
State agents acting ultra vires, but would constitute a case of malfunctioning equipment (see
below “force majeure”). Indeed, even though AxS may autonomously assess a situation and
choose a particular course of action independently from real-time supervision by a human
operator, their programming and deployment will always be based on decisions taken by
humans whose conduct remains attributable to the operating State.62 As a general rule,
therefore, the legal responsibility of States for harm caused by the AxS employed by them is not
impaired by the reduced real-time involvement of humans in their operation and / or supervision.
While States may have a positive duty to prevent harmful conduct by non-State actors, and
while their failure to do so may give rise to legal responsibilities, the conduct of non-State actors
cannot, as such, be directly attributed to States. Therefore, use or misuse of AxS by private
corporations or criminal gangs can give rise to State responsibility only if such actors are, in
fact, exercising part of the State’s authority on its behalf and, therefore, may be regarded as de
facto State agents. If this is not the case, victims have to seek redress through alternative
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judicial remedies (e.g. under criminal law or torts law, which provides for the individual
responsibility of the perpetrator, who may the manufacturer, programmer operator or
commander deciding on their deployment).

3.
Circumstances excluding wrongfulness of an
international obligation
International law recognizes a number of special circumstances, which exclude the international
wrongfulness of an act of State, namely: consent, self-defence, countermeasures, force
majeure, distress, necessity, and peremptory norms.63 Two of these exculpatory circumstances
– consent and force majeure – should be given particular attention in the present context,
because they may require particular interpretation in view of the specific characteristics of AxS.

a) Consent
Art. 20 ARSIWA states that: ‘valid consent by a State to the commission of a given act by
another State precludes the wrongfulness of that act in relation to the former State to the extent
that the act remains within the limits of that consent’. According to some, where State B agrees
to State A’s use of AxS within its territory, e.g. to eradicate hostile elements (targeted killings
scenario),64 State B’s lack of knowledge of the AxS’ functioning may impair its consent. A
counter-argument is that in such an agreement not only the mission, but also further aspects
like responsibility in case of failure, would have to be covered. State B could restrict its consent
to a specific, well-defined, type of intervention. If e.g. the mission is the killing of targets X and
Y, States A and B would have to define the limits of the intervention and the action to be taken if
the likelihood of breaches of the law arises. As already mentioned, however, attribution of
responsibility to State A for failure to respect these limits would arise regardless of the type of
weapon used.

b)

Force majeure

With the increasing autonomy of military systems, the risk of loss of control and major
malfunction becomes a serious concern. In the event of malfunctioning AxS, the fault may lie at
various and multiple levels of the causal chain leading from the conception, production,
programming and deployment of the system up to the actual causation of harm. Conceivably,
therefore, States may be tempted to plead force majeure in order to evade international
responsibility for harmful consequences of unplanned “decisions” made by AxS. Under
international law, an exculpatory situation of force majeure exists if the following cumulative
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Arts. 20 -26 ARSIWA.
See the Chris Heyns, supra, at § 82ss.
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conditions are fulfilled:65 (1) The wrongful act must be brought about by an irresistible force or
an unforeseen event, (2) which is beyond the control of the State concerned, and (3) which
makes it materially impossible to comply with the obligation. The material impossibility to comply
with an international obligation may be due to a natural or physical event (e.g. weather diverting
a State aircraft into the territory of another State, earthquake, floods or drought), unforeseen
human intervention or both. The State concerned must have no real possibility of escaping the
effects of the exceptional event.66 However, a situation of force majeure cannot preclude
wrongfulness if it was brought about, either alone or in combination with other factors, by the
conduct of the State invoking it, or if that State has assumed the risk of that situation occurring.
Thus, force majeure cannot be invoked if the harm inflicted by malfunctioning AxS – although
accidental, unintended and undesired – is the result of previous negligent or recklessness
conduct of the responsible State.67
Although the existence of exculpatory circumstances may exclude the international
wrongfulness of a particular military operation involving AxS, such circumstances remain without
prejudice to the underlying duty of compliance with the obligation in question and to the duty of
providing compensation for any resulting harm.68

4.

Reparation and compensation

States responsible for violations of international law caused by their use of AxS for military
purposes have a customary duty of reparation which is independent from specific treaty
obligations.69 Even circumstances precluding the wrongfulness of a particular act remain without
prejudice to the question of compensation for any material loss caused by the act.70 More
detailed rules on reparation and compensation may also be foreseen in specific treaties.71 For
instance, treaty law provides that in the case of LOAC-violations by a State’s armed forces, that
State may be bound to pay compensation to the injured State.72 This principle has become part
of customary international law but applies only between States. Individual claims of
compensation cannot be based directly on LOAC, but can be made in the framework of
international human rights law,73 international criminal law,74 or domestic law.
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5.

Conclusions

The principles of general international law governing State responsibility appear to adequately
regulate the international responsibility and consequences of harmful acts resulting from the
military use of AxS. Most importantly, the concern that States may evade international
responsibility on the basis that they are not aware of the system’s faults is mitigated by the fact
that force majeure cannot be invoked in cases of negligence and/or reckless conduct. In
practice, the main problem will not be the attribution of legal responsibility, but the actual
availability of effective judicial remedies for injured States and individuals. This problem,
however, is not AxS-specific and must therefore be addressed and resolved on a more general
level. In conclusion, there appears to be no need for adopting an AxS- specific treaty in order to
address concerns related to the attribution of State responsibility for malfunctioning or
misconduct of such systems.

74

Art. 75 ICC Statute.
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VI. Criminal responsibility for harm caused by
AxS
By J. Porter Harlow
International law has developed doctrines that require States and commanders to take
reasonable measures to suppress violations of international law, to hold individuals responsible
for their violations, and to hold commanders responsible for failing to take necessary and
reasonable measures in response to violations by their forces. Just as these doctrines have
been sufficient to address the use of current weapons, these doctrines will be sufficient to
address the use of weaponized AxS. International criminal law does not apply to weapons but
to the individuals who operate the weapon and authorize the use of the weapon. In the case of
AxS, a State might develop one that is capable of discriminating between combatants and
civilians; but LOAC will not hold the AxS responsible for indiscriminate attacks. Those who
authorized and deployed the system will continue to be responsible for employing the system in
accordance with international law.

1.

Prevention & suppression

International law requires that States and commanders prevent and suppress LOAC violations
by their armed forces.75 This is accomplished through the effective training of personnel to
follow LOAC, the requirement for reporting and investigating suspected LOAC violations, and
the initiation of disciplinary or penal action against individuals as appropriate. States appear to
be following analogous processes in the design and development of AxS. The United States
(U.S.) policy on AxS requires that their design and development must consider the prevention
and suppression of breaches of LOAC—both deliberate and accidental. The design and
development must include “rigorous hardware and software verification and validation and
operational test and evaluation” to ensure that the systems operate as anticipated without
“unintended engagements” or “loss of control.”76 The U.S. policy also requires that those who
operate the systems must be trained to understand them and to employ them “in accordance
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See, e.g., Article 146, Geneva Convention IV, Article 28, Rome Statute and Articles 85-86. The United
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previously stated that the United States “support[s] the principle that the appropriate authorities take all
reasonable measures to prevent acts contrary to the applicable rules of humanitarian law, take all
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DoD Directive 3000.09, Autonomy in Weapons Systems (Nov. 21, 2012), para. 4.
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with the law of war, applicable treaties, weapon system safety rules, and applicable ROE.”77
Furthermore, U.S. policy evidences intent to design weaponized AxS in a way that will allow
commanders to assert effective control over unintended engagements using “safeties, antitamper mechanisms” and “human-machine interfaces and controls”78 as well as “clear
procedures for trained operators to deactivate system functions.”79 These expressions of policy
evidence efforts to regulate the design and development of AxS as well as the training and
responsibility of users so that the weapons may be employed lawfully.

2.

Individual responsibility

The modern practice of holding individuals accountable for breaches of LOAC began with the
International Military Tribunals that occurred in Nuremberg and the Far East after the conclusion
of World War II. Soon afterwards, States agreed in the Geneva Conventions to enact and
maintain effective domestic penal mechanisms for prosecuting and punishing individuals who
committed or ordered the commission of grave breaches of the Geneva Conventions.80 States
incorporated the Conventions into State practice, and such doctrines have found expression in
various national manuals.81 In addition to holding individuals responsible in domestic courts,
States not including the United States have established the International Criminal Court as a
complementary international forum where individuals may be held criminally responsible for the
crime of genocide, crimes against humanity, war crimes, and crimes of aggression.82
Weaponized AxS - as such - remain machines that are not equivalent to humans. Absent
sufficient criminal intent or negligence on the part of a human being a breach of LOAC caused
by a malfunctioning AxS would not amount to a war crime and, therefore, could not give rise to
individual criminal responsibility. While weaponized AxS may present new capabilities and new
fact patterns in which individuals may either follow or violate LOAC, they will not require any
new category of crimes that is not already anticipated in every domestic and international court.
Every lawful weapon provides individuals with the capability to conduct lawful warfare as well as
unlawful warfare. As such, States have developed national and international fora that are
competent to hold individuals responsible for their violations of international law by means of
any weapon. U.S. policy expressly states, “Persons who authorize the use of, direct the use of,
or immediately operate autonomous and semi-autonomous weapon systems must do so with
appropriate care and in accordance with the law of war, applicable treaties, weapon safety
rules, and applicable rules of engagement.”83 States have also developed implementing
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policies that would require the investigation and, as appropriate, prosecution of possible,
suspected, or alleged LOAC violations, which would include alleged violations using
84
weaponized AxS. As such, States already evidence an intent to hold individual users of
weaponized AxS responsible for compliance with legal obligations.

3.

Command responsibility

Command responsibility stands for the doctrine that Commanders may be held liable for the
criminal acts of their subordinates even if the commander does not order those acts or
otherwise take a direct part in them. Commanders are not held to a strict liability standard.
Instead, they are responsible for failing to take reasonable measures to prevent and suppress
criminal acts by their subordinates when the commanders knew or should have known that the
subordinates were committing the acts.85 Commanders may also be held criminally responsible
after a violation has occurred if they fail to report a possible, suspected, or alleged violation of
the law of war to a competent authority for investigation and prosecution.86 Under Article 28 of
the Rome Statute, the same responsibilities of a commander may be extended to civilian
persons effectively acting in the same capacity as a military commander.87
Command responsibility cannot arise without criminal culpability on the part of human
subordinates. Weaponized AxS not being equivalent to human subordinates, there can be no
command responsibility for breaches of LOAC caused by AxS, but only for crimes committed by
human subordinates through the use of AxS. Thus, the assessment of the “knew or should have
known”-criterion refers to the criminal intent of human subordinates and not of AxS. A
commander who knew or should have known that AxS deployed by him may operate in breach
of LOAC will become answerable as a matter of direct criminal responsibility and not of
command responsibility.

4.

Conclusion

International law has developed doctrines of individual and commander responsibility that are
sufficient to address the context of weaponized AxS. Weaponized AxS will be programmed and
84
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deployed on missions by operators and their use will be approved by commanders or superiors
in ways that are similar to the weapons currently employed by States. Weaponized AxS will not
operate in a vacuum without any human directions and supervision. They will be used as part
of an overall military campaign requiring mission orders, rules of engagement, and fire control
measures from a commander similar to those that he would provide to a unit of soldiers being
sent on a similar mission.88 Subject to the requirements of subjective criminal intent, individual
criminal responsibility is not diminished by the fact that breaches of LOAC were committed by
AxS. In conclusion, therefore, human operators, programmers, commanders and other
superiors will remain criminally responsible for all breaches of LOAC which they commit or order
to be committed through the use of AxS, or which they fail to prevent, report or prosecute
according to the doctrine of command or superior responsibility.
MEL/06.08.2014
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ANNEX D: Human and Ethical Functional Area Report

Human and Ethical Study
Autonomous Systems Focus Area
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Statement of the Problem: Technological advances in autonomy provide great opportunities
for improving the capabilities of military systems. The autonomous system’s ability to perform
tasks without human guidance creates ethical challenges and benefits. Therefore, an ethical
analysis is required to identify these challenges and benefits for those making policy related to
the development and use of autonomous systems.
Why consider the ethical aspects of autonomous system development and use?
The first question that must be addressed is: why not rely solely on legal analysis to address the
acceptability of autonomous system development and use? That is, why is there a need to
address this issue from both a legal and ethical perspective since these terms are sometimes
used synonymously?
Legal and ethical judgments can, and often do, overlap; however, this is not true in all cases. It
is possible for a law (either a domestic or international one) to be unethical (such as a law
allowing slavery), or for an unethical action to be legal (the act of lying). Ethical analysis
provides a perspective to evaluate newly developed laws or the application of current laws to a
new technology. Ethical analysis can also address issues not addressed by legal analysis.
Ethical theory and the Just War tradition, which have proven their value over thousands of
years, provide the essential theoretical perspectives for this ethical analysis.
Ethicists have written a great deal about autonomous system development and use. The
Journal of Military Ethics devoted its entire 2010 issue to “Ethics and Emerging Military
Technologies,” and the issue contained numerous articles that examined ethical issues
associated with autonomy in military systems. Since that time, the journal has published other
articles related to autonomous systems, with titles such as: “The Morality of Autonomous
Robots,” “Saying ‘No!’ to Lethal Autonomous Targeting,” and “The Case for Autonomy in
Unmanned Systems.” These articles are written by some of the world’s leading ethicists and
bring a unique perspective to the ethical challenges posed by autonomous system development
and use. Scientists and religious leaders have also provided ethical judgments about the
development and use of autonomous systems.
Finally, while most citizens of a state lack the legal background to develop informed legal
opinions about public issues, most possess the requisite ethical reasoning ability to identify the
ethical challenges related to an issue such as autonomous system development and use.
Ethical concerns about new technology are frequently discussed in the media and are often
highlighted in science fiction. Thus, it is essential that policy address ethical issues not only
because they are important, but also because citizens expect the ethical dimensions of new
technology to be considered.
Jus in Bello
If a system has functions that allow it to autonomously select, target, and engage personnel and
equipment, then it is essential that this system be able to meet discrimination and proportionality
requirements that constitute jus in bello requirements of the Just War tradition and requirements
articulated in International Humanitarian Law.
The Just War tradition employs two criteria to guide combatant actions during conflict.
Discrimination requires combatants to only engage lawful targets and to not target non212

combatant. Combatants must discriminate between combatants and non-combatant’s when
making targeting decisions. Proportionality requires combatants to minimize overall harm and
suffering caused when engaging military targets. Force that is excessive related to the military
value of the target is not ethically permissible.
If a weaponized autonomous system is employed to target combatants, it must be able to
reliably discriminate between combatants and non-combatant at least as well as or better than
human combatants. Employing autonomous systems before they have the capability to do this
is unethical and fails to respect the value of civilian lives. Therefore, it is essential that those
evaluating autonomous systems ensure that they are able to reliably discriminate and consider
employing them to areas where only combatants are located until the systems have proven
themselves in military operations.
In addition to being able to distinguish between combatants and non-combatant’s, an
autonomous system would have to be able to determine when unintentional but foreseen harm
(foreseen collateral damage) is ethically permissible. The Doctrine of Double Effect has been
used by Just War theorists for this very purpose and provides guidance regarding whether it is
ethically permissible to attempt to achieve a good effect (accomplishing a military objective)
while foreseeably but unintentionally causing a bad effect (harm to non-combatant’s or their
property). The doctrine’s four criteria are as follows:
i. The action is ethically permissible. That is, the combatant is engaging a legitimate
target.
ii. The combatant intends the good effect (destruction of the legitimate target) and not
the bad effect (harm to non-combatant or their property).
iii. The bad effect is not a means to the good effect. The harm to non-combatant’s or
their properly is in no way the means to accomplish the military objective.
iv. The good effect outweighs the bad effect.
This is the sort of algorithm that would have to be integrated into an autonomous system
decision procedure if it is to be able to make ethically responsible decisions when deciding
whether to engage military targets.
In addition to discrimination and determining whether unintended non-combatant casualties are
ethically permissible, an autonomous system must be able to engage targets in a proportional
manner. This will involve proper weapon selection and being able to compare the military value
of the target with the destruction caused by engaging it. This is more subjective and difficult than
discrimination.
Who is responsible for autonomous system actions?
Given their ability to perform tasks autonomously, it is important to consider who is responsible
for the actions of autonomous systems, especially when they harm the wrong person or destroy
the wrong property. For autonomous systems to be held responsible for their actions, they must
be able to truly choose their actions. To be able to truly choose their actions, autonomous
systems must possess a quality similar to human free will, which many believe is a
characteristic essential to holding humans responsible for their actions and a characteristic
necessary for humans to be considered autonomous. When people are coerced or act under
some form of compulsion due to psychological disorders, they are not held responsible because
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they lack free will. Because autonomous systems lack the ability to freely choose their actions,
and thus lack the capacity to be truly autonomous, they cannot be held responsible for the
actions they perform, much in the same way that a person who does not truly have free will is
not held responsible. Therefore, it is essential that policy makers explain that autonomous
systems lack true autonomy and develop policies that, in a general sense, designate how to
assign responsibility for the intended and unintended consequences of actions that autonomous
systems perform. This is important for autonomous systems that possess either lethal or
nonlethal capabilities.
This delineation of responsibility should address the responsibilities of designers/manufacturers,
political leaders and senior level commanders who authorize the use of autonomous systems in
particular operations, commanders who own and maintain the equipment, and the individual
military members who initiate the sequence of events that lead to the autonomous system
autonomously performing a task. This will enable those who develop and use autonomous
systems to understand their level of responsibility for autonomous system actions. This means
that autonomous systems should be treated as other military systems in that those who develop
and use them are held responsible for the effects caused when the systems perform assigned
tasks.
The Distinction between how autonomous systems and humans address ethical aspects
of situations
Even though autonomous systems may be able to follow ethical constraints, how they address
the ethical aspects of situations is different from how humans reason about these situations.
First, their lack of emotions is ethically significant in positive and negative ways. Many ethicists
have cited the lack of emotions as one of the prime benefits of employing autonomous system
during operations.89 Emotions like anger or fear can undermine achievement of the mission or
can cause military members to target those who should not be targeted. Intentional harming of
non-combatant’s is often caused by anger or sadness related to the deaths of comrades.
Excessive fear can make military forces hesitant to fight or perform a dangerous task, while an
emotion like fear or anger can cause performance of unethical actions. Because they do not
possess emotions, autonomous systems are more likely to follow ethical guidelines without the
risk of being swayed by feelings.
On the other hand, there is a negative aspect to autonomous systems not possessing emotions.
Emotions serve an important role in ethical reasoning and inform our judgments about what we
ought to do. Humans use the emotions of others to assess the effects of their actions and
determine whether they are accomplishing their intended goals. If a recipient of assistance is
crying or reacting negatively to a particular action, the assistance provider ought to alter the
approach. Additionally, emotions often highlight the proper course of action with respect to what
is ethically appropriate for the person acting. Sympathy for starving and sick people and
aversion to killing other humans are the types of emotional responses that are essential aspects
of interacting ethically with other people. When considering using autonomous systems it is
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important to take into account how the lack of emotions affects the effectiveness of autonomous
systems.
Besides lacking emotions, autonomous systems address ethical issues differently than humans.
Some advocates of autonomous systems suggest that if autonomous systems are programmed
to comply with International Humanitarian Law, they will only perform ethically permissible
actions and their actions will mimic what an ethically acting human would do. While this will
certainly promote the performance of ethical actions, adhering to International Humanitarian
Law may not address all of the ethical issues faced by autonomous systems during military
operations. The ethical framework employed by military members is much broader and richer
than the ethical principles promoted by International Humanitarian Law. For example, properly
attending to the nuances of culture, or determining how to prioritize assistance, requires an
ethical framework with greater breadth than International Humanitarian Law. Policy will have to
consider concerns that autonomous systems may not be able to possess a broad enough
ethical framework to properly address the ethical challenges faced in combat or during
humanitarian operations.
What are the ethical aspects of autonomous systems’ interactions with people?
The manner in which autonomous systems interact with people has ethical implications. The
most effective method of examining these issues is to begin with the distinction between lethal
and nonlethal capabilities employed by autonomous systems as many concerns are related to
autonomous systems employing lethal force while there are other concerns, even when
performing nonlethal tasks, related to the fact that the systems are autonomously performing
tasks. This distinction is different and more important than focusing on the environment in which
they operate (combat versus humanitarian operations). This is because autonomous systems
with lethal capabilities will obviously be used during combat operations; however, they may also
be used during humanitarian operations to protect food shipments or to protect military
members and sensitive equipment in the area of operations. Autonomous systems with
nonlethal capabilities, or autonomous systems performing nonlethal tasks, will play a significant
role in humanitarian operations; however, they will also be used during combat operations to
deliver supplies or evacuate personnel. Therefore, the lethal/nonlethal capability distinction
provides a more useful framework for considering the ethical implications of how autonomous
systems interact with humans and what this means for employing autonomous systems during
military operations.
Many opponents of autonomous systems with lethal capabilities oppose them because of the
nature of their interaction with humans. Aaron M. Johnson and Sidney Axinn propose that the
most important question to consider about autonomous systems with lethal capabilities is
whether we “should relinquish the decision to kill a human to a non-human machine?”90 They
suggest that because of the dignity and value possessed by humans, allowing autonomous
systems to kill humans without a human actually “pulling the trigger” is ethically wrong. Human
value derives from humans’ ability to reason, which serves as the foundation for their agency.
This value creates a right to life and a more general right not to be harmed unjustly. To protect
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this right, humans are able to use force to defend themselves from unjust attacks, even when it
means harming or taking the life of the attacker. Those who attack others without a legitimate
reason forfeit their right to life and the right not to be harmed, which makes the use of force in
self defense in these circumstances ethically permissible. Many ethicists believe that a much
lower level of justification is needed to justify intentionally harming non-human animals, and an
even lower threshold exists for harming property. Additionally, many just war theorists are
advocates for the moral equality of combatants, which allows combatants on both sides to
intentionally harm each other, regardless of the ethical status of the cause for which they fight.
This is because combatants are “potentially dangerous people who are involved in an attempt to
kill or injure opposing combatants.”91 Even those who oppose this idea believe that combatants
on the just side (the side defending itself) have the right to kill or harm unjust combatants. In
these views there is the appeal to self defense, which is linked to the value and dignity of
humans, their right to life and their right not to be harmed unjustly. The ethical problem with
autonomous systems targeting and intentionally harming humans, opponents argue, is that
autonomous systems do not possess the right to life or the right not to be harmed unjustly
(except, possibly, as property) and, therefore, have no right to intentionally kill or harm in self
defense. Also, autonomous systems independent targeting of humans does not demonstrate
proper respect for the value of the human being targeted. According to their view, only humans
should intentionally harm other humans; autonomous systems do not fit into the framework of
self defense that justifies intentionally harming.
There are also potential ethical concerns when employing autonomous systems with nonlethal
capabilities, or using autonomous systems to perform nonlethal tasks, especially during
humanitarian operations. One concern is how autonomous systems perform tasks. There is
some consensus among ethicists that for an act to be generous or charitable it must include a
certain type of emotion; it is not enough for the action to help another person, but it must be
completed a certain way. The actor must possess a certain disposition, must feel a certain way,
and must view the recipient in a certain manner. Autonomous systems, while possibly more
effective in delivering aid than humans or in gaining access for a humanitarian operation, are
not capable of interacting with humans in a manner that reflects those characteristics. This does
not make it unethical for aid to be delivered in this manner, but it does devalue the ethical nature
of the act of providing assistance and the overall effort of the state’s assistance operations. The
emotional connection made between those assisting and the recipients of aid is an important
part of humanitarian operations. It is this level of connection that enriches the assistance as it
signifies concern on the part of those providing the assistance. Additionally, those receiving the
aid may not be technologically ready to work with autonomous systems in large numbers.
Placing aid recipients in the position that forces them to decide between survival and working
with autonomous systems is ethically problematic. Policy should address these concerns prior
to the use of autonomous system during humanitarian operations.
The lack of human involvement may also make the assistance less effective from a strategic
perspective. Recipients may not appreciate the aid as much as they would have had it been
delivered by humans; they may also not feel as valued. Images from humanitarian operation
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often include military members providing medical assistance to children or distributing food to
families. An operation initiated, dominated, or completely executed by autonomous systems
would not be able to produce these sorts of images. This fact, along with the lack of connection
that recipients might feel when interacting with autonomous systems, and the inability of
autonomous systems to display emotions, may undermine the operation’s ability to promote
achievement of a state’s strategic goals. Also, in some cultures, the use of autonomous systems
during combat and during humanitarian operations may be seen as cowardly. This is especially
important in humanitarian operations and counterinsurgencies, as gaining respect from and
support of the local population is essential to the operation’s success.
What are the ethical implications of autonomous system misuse?
While advocates of autonomous systems, especially autonomous systems with lethal
capabilities, argue that autonomous systems can be programmed with ethical constraints, it is
possible that states or groups not committed to the Law of Armed Conflict may intentionally omit
these constraints from autonomous system programming. Once autonomous technology is
developed and acquired by a decent number of states and non-state actors, it will be difficult to
prevent proliferation. Thus, states or non-state actors could develop and deploy autonomous
systems that commit acts such as genocide, torture, or terrorism. While these sorts of actions
have been and will continue to be performed by humans, developing autonomous systems to
perform them is more ethically problematic. Because humans have autonomy, there is always
the possibility that they will refuse to perform unethical actions. Because they do not have true
autonomy, autonomous systems are not able to refuse to perform these actions when they
have been designed to perform them. The possibility that autonomous system technology could
be misused is an important ethical aspect of their development and use, and policy should
address how states will prevent this misuse. Policy should also reflect the serious nature of the
misuse of this technology, which is more akin to the acquiring the technology to develop
weapons of mass destruction rather than, for example, the acquisition of technology that
enables a state to produce stealth aircraft. A related issue that should be considered is the
safety of autonomous systems from hacking and potential misuse.
Do autonomous systems have more value than other systems?
Autonomous systems will have a greater value than systems without this capability, in terms of
their monetary value, the reduced risk they provide to military members, and the increased
capability they offer. Autonomous systems are able to significantly lower the risk to the military
forces that are employing them, and it is also possible that they will be able to more effectively
perform missions than human military members, and even perform missions that humans are
unable to perform. If this is so, then the question is: how much value do autonomous systems
possess as compared to other systems and to humans? If a multi-million dollar autonomous
system with new technology is in danger of being destroyed or captured by opponents, should
human lives be risked to retrieve it? Additionally, it should be determined whether autonomous
systems, especially those performing humanitarian operations, should have the capability of self
defense and the right to harm others to protect themselves or to ensure that they complete their
assigned task. That is, should an autonomous system delivering supplies during a humanitarian
assistance have the ability to defend itself and its cargo given its mission of providing
assistance?
217

Will the autonomous system know its limits and be able to stay within them so as not to
cause damage?
Humans are typically able to determine when they are not able to perform a certain task or that
the risks of accomplishing the task are unacceptable. It will be important for autonomous
systems to possess the ability to determine when it is not possible to accomplish a task and to
know when it has reached its limits.
Benefits and disadvantages of using autonomous systems
There are two principles, among others, that guide how states equip and use their military
forces during combat or humanitarian purposes. The first is to minimize the loss of life and
property (to military members, civilians, and civilian property), and the second is to minimize the
cost associated with these forces. Both of these principles remain, for the most part,
subordinate to mission accomplishment. If, however, a particular course of action allows the
mission to be accomplished to the same degree with reduced loss of life/harm and for a lower
cost, and there are not significant ethical concerns with the course of action, then the state
seems obligated to perform this course of action, or pursue the equipment and training needed
to accomplish the mission in this manner. Brian Orend proposes that combatants have the right
to expect their states to properly train and equip them, and to provide competent leaders. He
also writes that, “Historical instances of deploying troops as mere ‘cannon-fodder,’ for instance,
plausibly count as internal rights violations in my view.”92 A state placing its combatants in
harm’s way, when autonomous systems are able to accomplish the mission just as well, is
ethically problematic as states have a duty to not needlessly risk their military members lives.
Additionally, if it turns out that autonomous systems are able to discriminate better than
humans, while accomplishing the mission to the same degree, then this creates a strong reason
to employ autonomous systems in place of humans. Because the use of autonomous systems
may allow for minimizing potential harm to a state’s military forces and to civilians in the area of
operation, and because the use of autonomous systems may be cheaper than the use of
manned systems, states have an ethical obligation to at least consider large scale development
and use of autonomous systems. States will, of course, need to ensure that autonomous
systems can perform assigned missions as well as manned systems and that there are not
significant ethical drawbacks associated with using them.
A possible negative consequence of reduced risk to civilians, military forces, and lower costs is
that the use of autonomous systems may make military conflicts more likely. The lower risk to
military personnel associated with the use of drones has increased the frequency with which
states are willing to use military force and lowered the threshold for which a state’s citizens are
willing to employ military force. If a state is able to deploy large numbers of autonomous
systems to accomplish missions without much risk to the lives of human combatants, and
possibly for a lower cost, then it is possible that this will lead to more frequent use of military
force. It then becomes ethically problematic to develop and use a system that will increase the
frequency of military conflicts rather than deter them. This possibility should be examined and
addressed before autonomous systems are deployed in great numbers. It also should be made
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clear that the unjust use of autonomous systems against another state constitutes aggression in
the same manner that the use of manned systems do.
Another possible negative consequence that could come about due to increased autonomous
systems use is that it may force enemy combatants to fight in an asymmetric manner or to
launch terrorist attacks against a state’s civilian population. The current gap in technological
capability between Western militaries and those they fight creates a situation where it is
infeasible for enemy combatants to fight in a conventional manner. Were they to do so, they
would have no chance against the advanced equipment possessed by the Western militaries.
For this reason, enemy forces resort to guerrilla warfare, living amongst the population and
operating in small groups. Increased use of autonomous systems will make this type of conflict
more likely, as enemy forces will find it more difficult to inflict casualties on Western forces to the
degree necessary to achieve their goals. Also likely is that enemy forces will increasingly resort
to terrorism, aiming for a state’s civilians who are the most vulnerable targets. Insurgents and
terrorists seek to maximize military force casualties and employing large numbers of
autonomous systems will make this difficult. Thus, increasing the use of autonomous systems
may have the effect of making military members safer while increasing risk for civilians. This
possibility is worth considering as states decide how best to integrate autonomous systems into
their current force structure.
The effect of widespread autonomous system use on military professionalism
Technological advances have always caused worries about the effect on military
professionalism. As military forces have been able to engage enemies from farther and farther
away, with minimized risk to friendly forces, some have suggested that this undermines the
honour and respect that combatants possess as they fight each other. Currently, unmanned
aerial vehicles (UAV) still require a human to control them and engage targets; even it is from
another continent. When autonomous systems are given missions, they may or may not be set
forth by military members, but instead will essentially be determined by those who programmed
them. Military members will rely more on the program provided by the developers rather than
the skills used to employ them. This removes military members from the engagement of the
enemy combatants or the delivery of humanitarian assistance in a manner that is different than
the use of UAVs or a weapon like cruise missiles. This changes the nature of the military
profession as military members will not be engaged in the operations they plan; this may
undermine conceptions of courage and honor valued by the military profession, but it may also
undermine the professional’s commitment to the ethical application of force.
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1.
1.1

Introduction

Aim

This document describes the findings from the “Autonomous Systems – Operational Aspects
Study”—part of the Multinational Capability Development Campaign (MCDC) Autonomous
Systems (AxS) Focus Area.

1.2

Background

1.2.1 The Autonomous Systems Focus Area
As part of the MCDC Autonomous Systems Focus Area, NATO Headquarters Supreme Allied
Commander Transformation (HQ SACT) is conducting a study to explore the opportunities and
challenges of introducing autonomous functions to military systems. Particular attention is paid
to employing those systems as an enabler for Combined Operational Access—the theme of
MCDC. The AxS Focus Area will attempt to bring more clarity to the debate over the
development and use of AxS by the military93.
The problem statement adopted for the AxS Focus Area (AxS FA) is:
In order to facilitate Combined Operational Access (COA), coalitions need to improve
awareness and understanding of AxS, promote interoperability and provide guidance for the
development of, use of, and defence against, AxS.
The AxS Focus Area is divided into 5 study strands: Typology, Legal, Human Factors,
Technical, and Operational. This document describes the Operational study area.

1.2.2 Study Purpose
The Autonomous Systems – Operational Aspects Study aims to explore, analyse, and structure
operational and policy issues concerning autonomous systems, in order to provide policy
makers with guidance on future implications of increasing autonomisation in defence capability.
There are three broad groups of customers.
Senior Defence Policy Makers. By understanding defence capability areas that stand to
benefit most from autonomisation, defence policy makers responsible for capability
development and procurement can prioritise programs and funding.
Industry. The study intends to present high level guidance to industry to ensure that future
industry development is aligned with policy directions.
NATO Organisations. While the intent of MCDC is to provide shared benefits and results that
are not specific to any one nation or organisation, ACT will use the opportunity of this study to
develop additional recommendations relevant to NATO. The study aims to review business
93
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development opportunities for NATO, in order to recommend innovative opportunities for the
NATO S&T and Transformation ecosystem.

1.3

Study Questions

While operational benefits and risks of autonomy have been described in many places, they are
scattered over multiple documents and with reference to different issues. A simple and
organised description is needed.
Furthermore, recent debate often frames issues through the lens of unmanned systems and
emphasises the challenges concerning their weaponisation, rather than autonomy as a
capability in general. Autonomous systems may be manned or unmanned, and may or may not
be armed. The specific benefits of autonomy have not been well-analysed in reference to
military capability areas.
A simple study question was adopted for this research:
What are the operational benefits and risks to increasing autonomisation?

1.4




1.5

Study Outputs
Policy Guidance. A high level summary of points included in the main MCDC policy
guidance product.
Study report. A report detailing the findings organized by study question, with an
additional integrative section supporting the policy guidance.
Study presentation. A 20 min PowerPoint presentation covering the main findings.

Scope of Study

This study will focus on Air, Land and Maritime domains. The Space domain is excluded as a
result of the limited availability of unclassified material. The cyber domain is excluded for similar
classification issues, and to avoid duplication with other MCDC study areas.
Aspects concerning the use of armed platforms and systems are covered by the AxS Legal subfocus area, this are excluded from this analysis.

1.6

Methodology

Literature review. Building from previous studies, a comprehensive literature review was
conducted focusing on documents covering operational aspects: lessons learned studies,
capability development and technology roadmaps, doctrine and policy.
Thematic framework. Literature was analysed and a “thematic framework” developed, which
supported the organization and presentation of study findings. Themes are developed that
relate to characteristics of autonomy including: time, agility, flexibility, decision-making,
unmanned etc.
Analysis. Examples of operational and benefits and risks will be compiled from the literature
and organized around the thematic framework.
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Review. Study findings were presented and discussed both at the online Innovation Hub event,
and at the 9-13 June workshop in Prague, Czech Republic.
Limitations. This study does not comprehensively address trade-offs, but focuses on generic
benefits. The study of trade-offs can only be done in the context of specific systems.
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2. Analysing Operational Benefits of Autonomy
2.1

Introduction

With all the recent work on autonomy and autonomous systems, there is little clear evidence
about the benefits and advantages that such a capability can bring. To the authors’ knowledge,
no cost-effectiveness studies have been conducted that clearly identify the comparative cost—
or other benefit—trade-offs between systems with varying levels of autonomous functions.
In part, this is because the question depends very much on context. Each cost-effectiveness
calculation would need analysing for a specific system in a specific scenario, with defined
contextual factors relevant to the level of autonomy such as applicable legal constraints,
environmental complexity, and human control.
Another reason may lie in the fact that the root benefits of autonomy are not well understood.
Decision makers and military leaders do not have in their hands clear answers to questions
such as: what do we gain from increasing the autonomy of systems? Why is it better than what
we currently have? Why should I care about autonomy?
Using the technique of benefits analysis, this study attempts to elicit the root benefits of
autonomisation of defence systems.

2.2

Benefits Analysis

Benefits Analysis is about analysing benefits – in this case the advantages gained from a
particular investment decision or choice about new defence capability. While this language is
not intended to invoke financial considerations, although it can apply in that case, benefits
analysis is particularly useful at analysing non-financial benefits.
Traditional cost-effectiveness calculations tend to focus on macro-level quantifiable metrics
such as whole-life cost, or efficiency; or low-level technical factors such as % lethality, man
hours to operate, relative timeliness, or probability of detection. Many defence capabilities,
however, have benefits that accrue from the combination of particular factors associated with
the capability, rather than its immediate characteristics or fixed metrics such as cost. Benefits
analysis evaluates capabilities on a wider range of metrics, and by considering chains of cause
and effect: i.e. that a low level technical benefit such as P(detection), specifically leads to a
much higher level benefit such as “adaptability,” via a series of intermediate steps. These
cause-and-effect chains represent “lines of argument,” which a proponent of the capability can
use in business cases94.
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Figure 2-1: Generic benefits model structure

This conceptual work addresses the operational benefits of autonomy at the force and C2
levels. In the absence of an accepted taxonomy for describing levels of autonomy 95, the analysis
is high level and does not require definition of system boundaries for autonomous applications.
Benefits at the force level are expressed for platforms in terms that are not specific to particular
mission types nor operational domains. C2 benefits are expressed in terms of components of
C2 agility96. These C2 benefits can help realise anticipated benefits in force effectiveness.
An influence diagram of benefits derived from autonomy allows the reader to explore alternative
value chains.
For the purposes of this study, as simple definition is used: Autonomy denotes a system’s
capability to carry out sequences of actions independent from the human user for some specific
task (i.e. without requiring immediately preceding operator input)97. The definition is applicable
to systems generally. Autonomy may be a desirable enabler for unmanned vehicles
compensating for the distancing of the human controller from the platform and its operating
environment.
In this study no assumption is made on the scope of the system being made autonomous. A
platform’s subsystems can be made progressively more autonomous until the platform itself can
be operated without human intervention and becomes an autonomous system itself; an
autonomous unmanned system. Conversely an unmanned system controlled by an off-board
human operator would not be autonomous. In this study the benefits of autonomy are
considered explicitly separately from the benefits of unmanned systems.
The difference between autonomy and automation is that autonomous systems optimise
behaviour in a goal-directed manner in unforeseen situations while automatic systems are fully
pre-programmed and act predictably and independently of the situation and benefit for success.
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The Network Centric Operations Conceptual Framework, figure 1, can be used in describing
how autonomy contributes to operational benefits contributing to C2 agility and force agility.

Figure 2-2 : The Network Centric Operations Conceptual Framework
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3. The Operational Benefits Model
3.1

Introduction

The Figure below presents a high level autonomy benefits map. Using the notation of an
influence map it presents relationships between concepts and whether they are positive or
negative. For example, the uppermost relationship on the map states that increased autonomy
can increase training realism, and this is amplified in the benefits discussion following the figure.
The shaded lower part of the diagram addresses the operational benefits of removing the
human from the platform in terms of opportunities to extend the platform’s operating envelope
over a manned equivalent. The ultimate benefit is in increased force effectiveness – having
increased opportunities to successfully accomplish the platform’s mission (be it observe, deter,
disrupt, support engagement, engage, etc., potential threat activities). Dependant on the
mission type and the specific platform the benefits may be achieved at lower risk to life and/or
lower cost.
The upper part of the diagram addresses the benefits of autonomy to the operator in terms of
reducing task complexity and workload. These benefits create flexibility in manning and possible
cost savings. The key benefit however, is the resultant opportunity to increase command and
control agility (the ability to be robust, flexible, responsive, innovative, resilient, and adaptive) to
take advantage of the increased force effectiveness of unmanned systems.
Autonomy has implications for datalink requirements. Full autonomy would imply no datalink
requirement and for some mission types reducing or removing the datalink requirement could
drive autonomous design requirements. However operational concepts involving the
collaboration of unmanned platforms (denoted by the presence of off-board sensors/sources in
the diagram) will require datalinks.
Overall, force effectiveness is reinforced by C2 agility. Measures of policy effectiveness are not
represented on the benefits map but must be recognised:



To ensure the resultant force effectiveness is appropriate in operations and not
destabilising;
To ensure easily operable autonomous capabilities are not created that, falling into the
wrong hands, would augment the terrorist’s arsenal.
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3.2

Definition and discussion of terms used in the diagram

Autonomy: Autonomy denotes a system’s capability to carry out sequences of actions
independent from the human user for some specific task (i.e., without requiring immediately
preceding operator input). Machine agents with high autonomy, once they are instructed and
activated, are capable of carrying out sequences of tasks without further user intervention.
Operator: The operator is the human system controller. The term operator could refer to a
pilot, crew, driver, off board control centre, etc. By definition, full platform autonomy would
make the human operator redundant though fully autonomous weapon systems are highly
undesirable and ultimate human control must be retained.
Number of operators: Reducing the crew of manned weapon systems is desirable for
reasons of safety and platform kinematic performance. For unmanned systems the reduction
in operator task complexity achieved through autonomy can potentially extend the operator’s
task endurance, allow multi-tasking or specialisation of tasks within teams so that multiple
platforms may be operated. Any of these may reduce the number of operators required for
sustained operations.
Training realism: The similarity of the training environment to the operational environment.
Training realism combined with task complexity reduction will tend to reduce the training
requirement and cost of the training environment. Given the behaviour of autonomous
systems is determined by computer algorithms, the same algorithms can be replicated in
simulations to provide a realistic training environment, thus reducing the overall training
requirement and cost. Much more use of “flight simulator” technology could be envisaged
rather than direct use of platforms in the real world.
Operator task complexity: A general theoretical model of tasks views them as having
three essential components: products, (required) acts, and information cues. From these,
three analytical dimensions of task complexity are derived: component complexity,
coordinative complexity, and dynamic complexity. Applying autonomous systems to reduce
operator task complexity can reduce skills requirements (e.g. UAV operators do not
necessarily need pilot qualifications) yielding savings in training requirements, flexibility in
recruitment and reduced manpower costs. Unmanned autonomous systems provide a
realistic training environment reducing the overall training requirement and cost.
Operator skill requirement: An operator needs skills, the learned abilities to carry out the
tasks required of their job. Applying autonomous systems to reduce operator task complexity
can reduce skills requirements, which would yield savings in training, enhance flexibility in
recruitment, and potentially reduced manpower costs. For example, unmanned aerial vehicle
swarms may soon be controlled by system managers, rather than individual platforms being
controlled by trained pilots
Pilot qualifications: Pilot qualifications are a particular instance of a scarce or specialised
operator skill that commands high investment in training and/or high remuneration. By
transferring flying tasks from an operator to an air vehicle autonomy could reduce the need
for these expensive skills.
Operating cost: The manpower cost of ownership.
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Training requirement: The need for training to develop skills. Autonomy’s benefit of
reducing operator workload could reduce training requirements and associated training
costs.
Operator workload: A combination of the actual workload and the perceived workload
which can be moderated through practise and training to gain skills. Autonomous
subsystems reduce operator workload, reducing fatigue and increasing the operator’s
capacity for other tasks. Less human error translates into greater safety for others in the
mission space.
Control of multiple platforms: The capacity to control multiple platforms whether acting
individually or collaboratively in mission packages. With advanced autonomy this includes
the ability to control swarms of unmanned vehicles.
Operator capacity: The capacity of the operator to take on further tasks in addition to the
existing workload. Increased operator capacity can be exploited in operational concepts for
controlling multiple platforms or for distributed control of unmanned platforms, whereby
control can be handed off mid mission.
Human error: The rate of mistakes that adversely impact on the mission or the wider
operation.
Safety: The physical safety of the operator.
Distributed control: The ability for control of a platform to be handed off to others while
deployed.
Adaptation: A component of C2 agility: the ability to change work processes and the ability
to change the organization.
Innovation: A component of C2 agility: the ability to do new things and the ability to do old
things in new ways.
Simplified human-machine interface: Under autonomy, the operator need only provide
goals to be achieved, rather than detailed instructions. This simplifies human-machine
interaction. This is with the aim of reducing operator workload but has implications for the
capacity of autonomous systems to operate cooperatively with autonomous manned
platforms and the wider command and control systems, for effects synchronisation and
battlespace control and management.
Robustness: A component of C2 agility: the effectiveness across different contexts (the
ability to maintain effectiveness across a range of tasks, situations, and conditions).
Responsiveness: A component of C2 agility: the ability to react to a change in the
environment in a timely manner.
Flexibility: A component of C2 agility: the multiple ways to succeed and seamless
movement between them (the ability to employ multiple ways to succeed and the capacity to
move seamlessly between them). Autonomy is a key enabler of unmanned platform
technology. Building sufficient autonomy into a platform can yield all the operational benefits
of unmanned platforms; persistence, reach, and endurance, all of which combine to offer
potentially greater flexibility in time and space.
Real time control commands: Autonomy may reduce the real time control commands to be
transmitted from a control station to an unmanned platform.
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Off-board sensors/sources: Autonomous systems could be independent of human
intervention but communicating with third parties to optimise their goals.
Data link demands: The need for datalinks, and by inference the complexity of the
communications plan. Increased platform autonomy reduces the number of real-time
commands from an off-board operator. Depending on the mission type and level of
integration with other mission entities and 3rd party sensors there may however be an
increased dependence data links. There is therefore a trade-off between the scope of the
system of interest and its autonomy.
Contingency management: Autonomous systems should be robust to environmental
changes and therefore require less contingency planning. Autonomous systems capable of
countering unplanned deviations in mission parameters (e.g. loss of datalinks, updated
intelligence, attrition of supporting elements, etc.) enhance the probability of mission success
and survivability. Autonomous functions may be able to “self-optimise” system responses to
adverse conditions, or dynamically re-plan and adjust mission parameters. In operational
concepts involving collaborating autonomous systems fault chains would need to be
understood.
Resilience: A component of C2 agility: Overcoming losses, damage, setbacks (the ability to
recover from or adjust to misfortune/damage, and the ability to degrade gracefully under
attack or as a result of partial failure).
Remove platform manning: Sufficient automation and autonomy achieves the significant
game changer of removing the human from the platform.
Risk to life: Separating the human from the platform keeps the human out of harm’s way.
Increasing the autonomy of the platform’s sub-systems increases the scope of missions
achievable by unmanned rather than manned platforms
Platform miniaturization: Removing the human and the necessary life support systems
from a platform can reduce its weight and provide kinematic advantage (greater
manoeuvrability) over threat weapons systems. New roles may be achievable through
miniaturization e.g. operation in confined spaces.
Cost: Platform cost.
Expendable: Cheap enough unmanned systems may be expendable offering one-off
benefits of extended reach or resilience to accomplish mission goals.
Electro optic signature:
Stealth: The ability to operate with low observability.
Vehicle weight:
Manoeuvrability: The ability to change direction. The ability to out manoeuvre a threat
weapon system is desirable.
Survivability: The ability to operate in hostile environments.
Covert: The ability to fulfill mission objectives without any parties knowing who sponsored or
carried them out.
Penetration: The ability to transit defended battlespace.
Vehicle fuel fraction: The ratio of a platform’s designed fuel mass to its total mass.
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Endurance: The maximum length of time that a vehicle can spend in cruising motion.
Stand-off: The desirable separation of a platform from a point or zone in the battlespace
presenting a threat or risk.
Reach: The maximum achievable distance the platform can travel from its starting point.
Stand by time: The time that the system is available but not actually conducting its primary
mission.
Loiter time: The time available for a platform to cruise around a limited region while
preparing for another phase of the mission.
Temporal flexibility: The capacity to be resilient to changes in mission timings.
Target set availability: The availability of suitable targets for mission accomplishment.
Payload fraction: The ratio of a platform’s designed mission payload mass to its total mass
Mission agility: The capacity to accomplish mission goals despite unforeseen changes.

3.3

Analysis of Benefits

Traditional bottom up mission task analyses readily yield specific autonomy requirements to
overcome challenges of, for example, deploying remote systems, whether for a selfoptimising maritime mine countermeasures concept or for an air-to-air refuelling UAV.
However, covering the range of tasks and making sense of the overall autonomy
requirements is a considerable task, beyond the scope of this work.
The high level benefits analysis summarised in the benefits map broadly sets out desirable
mission parameters for systems which may drive specific autonomy requirements. The
simplification of the control of autonomous systems simultaneously provides opportunities for
C2 agility, e.g. allowing deployed platforms to be handed off between controllers, even
between theatres of operations.
The operational benefits of unmanned systems are tested and well documented. Autonomy
is not a prerequisite for a basic unmanned capability but becomes necessary in order to
realise potential performance benefits once the design constraints imposed by human
endurance and life support systems provision are removed. The specific autonomy
requirements are mission and concept dependent and the benefits map gives an indication
of some of the dependencies.
As operating concepts for unmanned systems increase in complexity, e.g. with UAVs
operating in support of manned aircraft, or each other, their command and control becomes
more challenging. The behaviours of autonomous systems may need to be predictable to
other battlespace users or adequately deconflicted. There are implications for integrating
operating concepts with existing technologies and hence for coalition operations.
Not included in the benefits map are the potential opportunities offered by increased
endurance and presence to improve target recognition and reduce collateral damage in
offensive operations.
Also at the policy level some risks are apparent:
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3.4

The potential increase in force effectiveness provided by autonomous technologies
could be destabilising, depending on the mission;
Offensive autonomous capabilities capable of being employed by an untrained
operator are highly undesirable as they will one day be used by adversaries.

Autonomy Trade-Offs

3.4.1 Introduction
Autonomy is introduced into systems based on specific design considerations and intended
operational uses. For each system and for each use-case, there are a set of accompanying
trade-offs that must be made to determine the extent of human control required over certain
functions.

3.4.2 Human control versus machine control
Above all, this is the most important trade-off when considering the use of autonomous
systems in military operations. The level of human control necessary depends strongly on
the particular situation, applicable legal constraints, and the level of tolerable risk. Important
factors for policy makers when considering this balance are:






The type of decision being transferred to the machine
The command relationship between human and machine
The type of operating environment
The type of risk incurred if the machine makes the wrong decision
The particular military benefit of autonomisation certain functions (cost, saves lives,
etc.)

3.4.3 Optimality versus resilience
Increasing autonomous functions may lead to optimal system operations, which leads to
improved reliability, precision, and effectiveness in task accomplishment. The underlying
algorithms that operate the autonomous functions, however, are usually optimised for wellmodelled and tested situations. Highly refined and optimal algorithms for one situation may
come at the expense of resilience against unanticipated situations.

3.4.4 Efficiency versus responsiveness
Autonomy may be employed by systems to minimise unnecessary computational resources
and act efficiently in executing planned actions. Yet this contrasts with the need capability to
dynamically replanning in the event the plan changes.

3.4.5 Centralization versus distribution
Autonomy changes the balance between where decision-making and information resources
are allocated between platforms and control stations, or between platforms. With remotely
piloted platforms, decision making is centralized and highly controlled. Autonomous
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functions allow greater decentralization of decision making, which may enhance
responsiveness, but diminish the ability to centrally control system

3.5

Conclusions

Autonomy is not a simple thing to analyse – it affects many capabilities to varying extents,
depending on the context. Policy makers must ensure that any claimed benefits of
increasing autonomy are accompanied with appropriate analysis of trade-offs and risks.
Discussion should emphasise autonomy as a capability of systems in general, rather than a
feature of predominately unmanned platforms. There are equally as many opportunities for
improving the operations of manned platforms using autonomous functions as there are for
unmanned platforms.
In general, there is insufficient evidence to claim cost-saving as a generic benefit of
autonomy as each system must be evaluated in terms of whole life costs and compared
against multiple baselines. The analysis presented in this document is only tentative and
limited in scope: additional research is required on how benefits analysis of autonomy can
be used in further cost-effectiveness studies.
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