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Introduction
The exponentially increasing impact of cybernetics, digital technologies, and virtuality can only
be gauged when considered through their effects on societies, humans, and behaviors.
Therefore, addressing these technologies without addressing their psychological aspects and
consequences is missing the most important part of the problem: the ‘so what’ for humanity.
In response to two requests stemming from the NATO Supreme Allied Command
Transformation (SACT) Human Capital Focus Area and the NATO Human Intelligence Centre of
Excellence (HUMINT COE) and with the support of the Ecole Nationale Supérieure de
Cognitique (Bordeaux, France), the NATO Innovation Hub conducted an open online study,
gathering experts from industry, academia, and the public on the topic of cyber psychology.

Background
The development of smarter machines, and the increasing impact of cyber assets on humans
and societies are, for some, a solution to human problems. For others, it is a threat to the future
of humanity. Either way, the cybernetic world continues to transform humans and will
increasingly do so in the future. In this context, humans of tomorrow will have to further develop
a psychology in relation to machines, but also a psychology of machines using artificial
intelligence (AI) and/or hybrid robots. Therefore, cyber psychology is at the crossroads of two
main fields: psychology and cybernetics. All this is relevant to defense and security, and to all
areas that matter to NATO as it prepares for transformation.
Cyber psychology is a complex scientific field that encompasses all psychological phenomena
associated with, or affected by, relevant evolving technologies. Cyber psychology examines the
way humans and machines impact each other, and explores how the relationship between
humans and AI will change human interactions and inter-machine communication.
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Figure 1: Cyber psychology fields

Objectives
The purpose of the study is to identify the aspects of cyber psychology that are the most
relevant to NATO, and to make recommendations to ACT on how to address them in support of
NATO’s transformation goals. Furthermore, the study will inform the Human Capital Focus Area
and the HUMINT COE.

Methodology
The cyber psychology study included open, online and on-site interactions within a community
of experts from all backgrounds including industry, academia, government, military, and more.
Between June to October 2018, members of the community provided and discussed their
insights through various means including online meetings, forums, social media platforms,
interviews, and emails. An open live online workshop was conducted on the 25th of September.
The study addresses questions and concerns formulated by NATO (Human Capital Focus Area,
and Human Intelligence Center of Excellence) and exploits insights provided by the community
on other relevant aspects of cyber psychology as well. It also includes relevant outcomes from
two other cyber psychology conferences previously organized at Norfolk State University.

InnovationHub-act.org
2

Findings
Main insights
●

Shaping the cyberspace

Cyberspace is not owned, controlled, or regulated the way other domains such as air and land
can be. Human-enforced regulations are historically bound to the physical environment, divided
into areas controlled by known entities, most of which are nation states that identify their assets
through borders and nationalities. In cyberspace this does not happen - even if a network server
is eventually located in a country and a cyber actor is linked to a human with a nationality - there
are no borders or nationalities in cyberspace that prevent cyber assets from escaping a ruling
power. Arguably, the entities that are able to exert control or regulation on portions of
cyberspace are the corporations (Facebook, Amazon, Fiber optic cables owners, etc.) owning
the servers or managing important cyber-assets that underpin the cyberspace and its activities.
NATO cannot easily regulate segments of cyberspace that don’t reside on their servers.
However, cyberspace can be shaped.
Forgetting the illusion of global regulation, NATO could successfully achieve specific limited
effects in selected segments of cyberspace. We are not referring to the protection of NATO’s
assets, servers or networks, but the shaping of portions of the unregulated cyberspace in
support of NATO objectives. The notion of shaping the environment is well known to the military,
who have been applying it to the physical environment for centuries. Shaping the physical
environment involves opening avenues of approach and setting up obstacles. Shaping
cyberspace is also about channeling cyber activities through opening some paths and
facilitating some behaviors, while restricting some other avenues and discouraging other
behaviors. Measures that entail the shaping of cyberspace are both technological and
psychological. Technological measures include offering cyber services and assets that support
NATO’s objectives while tracking and countering adversarial activities. Psychological measures
include building online supporter communities, leveraging ethical hackers, spreading favorable
narratives and countering adversarial ones. It is important to remember that shaping cyberspace
is not only about protective measures but also about supporting the development of resources
and conducting actions. Shaping cyberspace partially involves a “carrot and stick approach”,
rewarding favorable behaviors and penalizing other actions once they occur. It also relies on
suggesting or influencing what will be done by cyber actors, and then driving them to adopt
desired behavior. It is important to stress the role played by major social media channels it the
field of shaping cyberspace. Understanding and efficiently leveraging social media channels are
important skills. Dialogue and collaboration with their custodians should also be pursued. More
about this topic can be learned from Dr. David Maimon’s research at https://
www.davidmaimon.net.
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●

Cyber technologies and NATO capability development

Technology produces tools that maximize human impact on the environment. However,
technologies have no inherent ethical component and thus might maximize negative effects.
Historical and anecdotal evidence show that for each beneficial use of one single technology
there are also a number of unintended detrimental consequences, as well as criminal uses, of
the same technology. For example, a drug is a cure, but it also generates addiction. With a gun
some hunt for food, and other assassinate. Cyber technologies don’t escape that rule. Their
specificity, however, is the magnitude of their potential global impact, positive or negative.
Virtual and Augmented Reality technologies (VR, AR) are developing an environment in which
our virtual-selves escape time and space constraints and enjoy free access to information and
virtual assets of all sorts (such as marketplaces, cryptocurrencies, leisure, social interactions,
etc.). At the same time, these virtual environments are becoming the preferred playground for
deception and manipulation in an unprecedented scale (take, for instance, the recent election
manipulations in NATO nations).
Artificial Intelligence and Big Data are starting to make sense of everything that is happening in
cyberspace and will soon allow ultra-informed human decision-making. But, a single situational
assessment mistake made by a machine, a human or a team of both, might lead to major global
blunders.
Humanity is developing cyber tools that bring exceptional opportunities and risks. It is necessary
that measures are taken to keep these creations under control. As technology progresses
rapidly, some might forget that everything in cyberspace was first thought of and created by
humans. While one can attempt to control technological processes and their effects, there are
fewer ways to control human thought that may be used to produce destructive tools in
cyberspace. Therefore, efforts need to be made toward understanding the human minds behind
the development of technology, and assessing the motives of these creations.
When it comes to future military capabilities, NATO ACT should show the way and ensure that
all new capability development initiatives thoroughly understand and integrate each human,
ethical, and risk management dimension. As of today, the traditional DOTMLPFI (Doctrine,
Organization, Training, Materiel, Leadership, Personnel. Facilities, Interoperability) capability
development approach does not automatically include these considerations.
One of the specificities of cyber tools and assets is the speed with which they are developed
and deployed. They are typically deployed (by the private sector) before their potential usage is
totally understood by their creators. It is expected that users will figure out what the most
efficient/beneficial use of the tool is. The manufacturer would then immediately leverage the
users’ feedback to improve the asset in a minimum amount of time. To keep up with adversaries
who are quick at using such emerging technologies off-the-shelf, NATO should also bolster its
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capability to continue the experimentation and development of cyber capabilities and tools after
their deployment. While this idea is not new and some related processes are in place, it should
be institutionalized to the point that each new capability would include an experimentation/
assessment function and related resources such as permanent real time feedback from the
users (automated or not). This would allow immediate correction supported by embedded
(maybe remotely) capability developers in charge of adapting the asset to the user’s desired
usage and effects.

NATO questions
●

How to train the personnel for cyber environment and cyber operations?
Three different skill types are needed to efficiently operate in cyberspace:
1. Technical skills, to be able to interact with the digital environment;
2. Human science skills, to understand human aspects in cyberspace; and,
3. Cyber-social skills, to be able to leverage the social tools and related norms ruling in
cyberspace, such as social media.
While some individuals would specialize in one of the skill types, everyone needs to be
knowledgeable of the basics of all three types so that the organization is able to build
efficient cross-disciplinary teams. While the skill types are identified, the needed task
related skill levels are still to be defined and detailed. Because of the evolutive nature of
cyberspace, one key ability for operators and teams is adaptability. Personnel should be
recruited on their adaptability, and be further trained on it. The organizational structures
and culture should also set adaptability as a priority and institutionalize “learn as you
operate” as a new norm. This will happen when resources (including time and
personnel) are assigned to very short feedback loop where operational lessons are
exploited quickly and at the lowest level of the hierarchy. The amount of skilled people
needed to conduct efficient cyber operations is significant. Since the highest skill levels
required can only be found in the private sector, part of the human capital will likely be
outsourced. This is likely to have an impact on the Defense manpower structures and
processes.

●

What are the new solutions for education with cyber tools?
Evolution in cyberspace technologies (internet, social media, Virtual and Augmented
Reality, etc.) revolutionize education. Their main characteristics are to remove time and
space barriers and allow anyone, anywhere to be a student and an instructor. One
consequence is that efficient learning and teaching happens through alternative,
sometimes improvised constructs, outside of any formal entity. For example, today’s
main education vector are Youtube videos shared by the public.
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While this phenomenon has been profoundly transforming the education ecosystem, it
does not mean the end of “brick and mortar” schools. But it does mean that how learning
happens, even in “brick and mortar” schools, is totally different from what the norm was
some time ago. On one side, technologies and internet have to become the backbone of
education. On the other side, lifelong learning and social learning(*) put the individuals,
learners and instructors in lead of the educative experience.
Technologies maximize the impact of the education material. This means that much
better education can be provided at a global scale: the best instructors would leverage
the best subject matter expertise, and with technical support would design and provide
top quality education anytime anywhere. The downside is that this would also maximize
the effect of poor education material. Poor instructors and average content, that would
have a limited impact on the small audience of a residential education program, would
have a disastrous impact if supported with global outreach tools. Cyberspace technology
enabled education definitely calls for a much higher level of expertise that the old
education model. Instructors, subject matter experts and technology support don’t have
to be co-localized anymore, but they need to be highly skilled and operate in perfect
collaboration.
(*) For more information about this topic see the “NATO future online learning vision”
●

How do emerging technologies affect decision making?
Humans, by nature, are not good at interpreting statistics for decision making. Before the
rise of AI, statistics have been routinely diverted to influence decision making instead of
supporting it. With the AI ability to process Big Data, the same thing would happen but
on a larger scale. Data manipulation and corruption is likely to become one of
tomorrows’ main concerns. As a consequence, AI cannot be a black box to NATO
leaders. Decision makers must understand data, how it is collected and how it is
analyzed to make sense out of it. Therefore, they need to be educated on it. In addition,
AI tools should not be left to experts or contractors only, but closely monitored by the
decision makers and designed in collaboration with the users.

●

How does Artificial Intelligence support Human Intelligence (HUMINT)?
AI has a potentially significant role to play in support of HUMINT. AI solutions have to be
systematically explored by HUMINT experts and integrated in their toolbox. While doing
so, one has to be extremely cautious since non-validated AI solutions are already on the
market. Collecting data is easy thing that can be done by algorithms; but making sense
of it is another thing which machines have not yet perfected. In the foreseeable future,
data interpretation should remain a human prerogative, while machines would take care
of the data collection, filtering, and visualization.
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●

How do Cyber technologies support identifying and profiling of individuals?
“Each cyber act leaves a trace”. According to this saying, harvesting cyberspace should
always be leveraged for identifying and profiling individuals. Cyber technology allows the
exploitation of both structured data bases, such as individual biometric records and other
governmental data sources, and unstructured data from open sources. Matching those
data improves the ability to identify and profile individuals and personas in cyberspace
and in the physical space. However, cyberspace also offers evil doers improved abilities
to deceive and manipulate. Sorting out the true and the fake in cyberspace is a
permanent preoccupation. Another one is matching identities and acts in cyberspace
with real individuals in the physical space. Emerging science and technology disciplines
are booming and propose efficient tools and techniques to be used by NATO. One
example is ability to predict connection to ISIS based on tweet content developed by the
NATO Innovation Challenge winner, Dataiku(*); and the research on botnets in the digital
information environment, and social cyber forensics conducted by COSMOS - the
Collaboratorium for Social Media Online Behavioral Studies at the University of Arkansas
at Little Rock. (more at http://cosmos.ualr.edu)
(*) more at https://blog.dataiku.com/guest-blog-predicting-connections-to-isis-based-ontweet-content)

●

How to ensure that policies and trainings reflect the rapidly evolving
environment?
By nature, to make sure that they are right, policies don’t evolve very fast. Before issuing
a policy change, one must gain a thorough understanding of the relevant environment
and of the effects the new policy will have on it. This cannot happen before new trends
can be observed for a while, and new procedures are experimented and validated.
However, optimizing the policy review process is a concern. This might be achieved
through institutionalizing “experiment as you operate” as a new norm. This will happen
when resources (including time and personnel) are assigned to experiment new
solutions during operations and exercises. The drafting of an “experiment as you
operate” policy might be the first step to take.

●

Which AI technology could be introduced and standardized within NATO?
It is probably too early to define a NATO standard for AI or to select which specific
technology is the best fit. Many options have to be tested then validated before this. A
reasonable approach would be not to focus on which technology to use, but on what are
the specific issues to fix or effects to achieve and how could AI contribute to it. As a first
step, NATO should gather an expert community to brainstorm then produce a policy
guidance on AI’s future capabilities. Such policy would clarify the acceptable usages of
AI in NATO; which, in turn, will inform the solutions and technologies to consider.
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●

How does AI account for Emotional Intelligence?
AI, even if sometimes inspired by it, is not replicating natural/human intelligence. It does
not account for emotional intelligence; and might never do so.

Recommendations
The main recommendation to NATO in the field of cyber is to ensure that the technological and
human aspects are systematically addressed together; and, therefore, to keep the cyber
psychology project and community active. This project will periodically provide NATO with
information and recommendations following the science and technology progress in the field.
The best experts in cyber, psychology, and cyber psychology are from industry and academia.
Irrespective of the level of internal expertise governments, military and NATO develop, a
significant contribution from external experts will be required to efficiently address cyber
psychology in NATO. Therefore, nurturing a collaborative expert community that combines
NATO, industry, academia, and specifically qualified individuals should remain the basis for
NATO’s approach to cyber psychology. Dialogue and partnership with cyberspace-focused large
corporations should also be pursued.
This expert community might also be leveraged by NATO to provide advice “on demand” on
specific issues to NATO leadership. As often said, technologies evolve faster than wisdom. In
the field of cyber, most of the attention was initially drawn to the technological aspects without
considering psychological or human aspects. It would be wise to introduce human science
experts into the teams that still only focus on technology. Besides the overarching cyber
psychology project, NATO should consider launching specific projects focusing on delivering
solutions to implement within NATO’s future capabilities. These might include the following.
●

Education and training on:
● Human aspects for cyber technicians
● Big data for decision makers

●

Concept for
● future structure of NATO Human capital
● a NATO capability development optimizing human-machine integration
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The Way ahead
The Expert Community will stand ready to support follow up NATO projects in the field of
cybernetics. The NATO Innovation Hub will encourage and support the community’s initiatives
that address relevant aspects of cyber psychology. The organization of follow-up workshops is
also being discussed.
The community stands ready to:
● Offer education and advice to NATO leadership
● Offer human sciences expert support to technology focused teams or projects
● Conduct solution development projects
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