
 

Unmanned Autonomous Systems Countermeasures Workshop 
Day 1 Summary - 9 Dec 2014 

This workshop is organized to identify countermeasures against potential 
unfriendly utilization of Unmanned Autonomous Systems (UAxS). It aims at 
improving the situational awareness about this issue, at trying to provide a 
definition of autonomy regarding systems (in comparison with automatic and 
automated), at determining the various threats related to UAxS and at 
identifying the possible countermeasures against these threats. 

Autonomy is commonly referred to as the extent to which a system, 
platform, or specific functions, are capable of operating with varying levels 
of oversight by a human controller (according to the MCDC) . Computing 1

functions, which interact with the operational environment and involve a 
variety of higher-level information processing such as learning, 
categorisation, concept formation, decision-making, or problem solving, 
enables autonomy. An ability to function autonomously allows systems to 
reach their goals in unpredictable and unstructured environments. In 
contrast, automatic functioning requires fixed inputs, rules, and defined 
outputs. An important consideration for the design and operation of systems 
with autonomous capability is the level of human control in the system. In 
the military context it is important that autonomy occurs with oversight
—“autonomy under human control”.  

The prevalence of systems with autonomous capabilities is growing in the 
military sphere; such systems will likely become a permanent feature of 
military operations and will be adopted by adversary forces. Given their 
expected prevalence in the civilian domain and relatively low cost, some 
UAxS could be acquired by very kind of potential enemies (ranging from 
state to non-state groups, and even individuals). UAxS have a wide range of 
implications on the whole spectrum of military operations and capabilities. 
For these reasons, we need to define what are the threats.  
It is possible that adversaries will use systems in a way not compliant with 
international law. We may face systems built for self sacrifice, complex 
swarm attacks, and cyber hacking of systems. We must recognize that much 
of our current equipment and tactics were not developed with “autonomous 
systems in mind”. 
In the cyber domain and in the future, Autonomous Systems will be used to 
"influence" both humans, and other Autonomous Systems.  It is an 
"information battlefield" where one will not be able to distinguish between 
human generated information and autonomous system generated 
information.  

 Policy Guidance Autonomy in Defence Systems, released October 2014.1



Identified Threat Sources Mindmap 

Day 2 will address the potential countermeasures to identified threats. 

More at http://InnovationHub-act.org
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